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go get github.com/casbin/casbin/v2

*fFMaven:

<!-- https://mvnrepository.com/artifact/org.casbin/jcasbin -->

<dependency>
<groupId>org.casbin</groupId>
<artifactId>jcasbin</artifactId>
<version>1.x.y</version>
</dependency>

# NPM
npm install casbin --save

# yarn
yarn add casbin

EERITE Y composer . json FHARF XM DL N %

composer require casbin/casbin
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pip install casbin

dotnet add package Casbin.NET

# Download source
git clone https://github.com/casbin/casbin-cpp.git

# Generate project files
cd casbin-cpp && mkdir build && cd build && cmake ..
-DCMAKE_BUILD_TYPE=Release

# Build and install casbin
cmake --build . --config Release --target casbin install -j 10

cargo install cargo-edit
cargo add casbin

// If you use async-std as async executor
cargo add async-std

// If you use tokio as async executor, make sure you activate
its "macros’ feature
cargo add tokio
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luarocks install casbin --local
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import "github.com/casbin/casbin/v2"

e, err := casbin.NewEnforcer("path/to/model.conf", "path/to/
policy.csv")

import org.casbin.jcasbin.main.Enforcer;

Enforcer e = new Enforcer("path/to/model.conf", "path/to/
policy.csv");



import { newEnforcer } from 'casbin';

const e = await newEnforcer('path/to/model.conf', 'path/to/
policy.csv');

require_once './vendor/autoload.php';
use Casbin\Enforcer;

$e = new Enforcer("path/to/model.conf", "path/to/policy.csv");

import casbin

e = casbin.Enforcer("path/to/model.conf", "path/to/policy.csv")

using NetCasbin;

var e = new Enforcer("path/to/model.conf", "path/to/
policy.csv");

#include <iostream>
#include <casbin/casbin.h>

int main() {

// Create an Enforcer

casbin: :Enforcer e("path/to/model.conf", "path/to/
policy.csv");

// your code ..

var
casbin: ICasbin;



use casbin::prelude::*;

// If you use async_td as async executor
#[cfg(feature = "runtime-async-std")]
#[async_std: :main]
async fn main() -> Result<()> {
let mut e = Enforcer::new("path/to/model.conf", "path/to/
policy.csv'").await?;

0k(())

// If you use tokio as async executor
#[cfg(feature = "runtime-tokio")]
#[tokio: :main]
async fn main() -> Result<()> {
let mut e = Enforcer::new("path/to/model.conf", "path/to/
policy.csv").await?;

ok(())

local Enforcer = require('"casbin")
local e = Enforcer:new("path/to/model.conf", "path/to/
policy.csv") -- The Casbin Enforcer

o (HABARSOATIHAIERC S :
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import (
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"github.com/casbin/casbin/v2"



import casbin
import casbin_sqlalchemy_adapter

# Use SQLAlchemy Casbin adapter with SQLLite DB
adapter = casbin_sqlalchemy_adapter.Adapter('sqlite:///test.db")

# Create a config model policy

with open("rbac_example_model.conf", "w") as f:
f.write("""
[request_definition]
r = sub, obj, act

[policy_definition]
p = sub, obj, act

[policy_effect]
e = some(where (p.eft == allow))

[matchers]

m = r.sub == p.sub & r.obj == p.obj && r.act == p.act
mmn )

# Create enforcer from adapter and config policy
e = casbin.Enforcer('rbac_example_model.conf', adapter)
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sub := "alice" // the user that wants to access a resource.
obj := "datal" // the resource that is going to be accessed.
act := "read" // the operation that the user performs on the
resource.
ok, err := e.Enforce(sub, obj, act)
if err !'= nil {

// handle err
}

if ok == true {
// permit alice to read datal
} else {
// deny the request, show an error

// You could use BatchEnforce() to enforce some requests in
batches.

// This method returns a bool slice, and this slice's index
corresponds to the row index of the two-dimensional array.

// e.g. results[0] is the result of {"alice", "datal", "read"}
results, err := e.BatchEnforce([][]interface{}{{"alice",
"datal", "read"}, {"bob", "data2", "write"}, {"jack", "data3",
"read"}})

String sub = "alice"; // the user that wants to access a
resource.
String obj = "datal"; // the resource that is going to be

accessed.



const sub = 'alice'; // the user that wants to access a
resource.

const obj = 'datal'; // the resource that is going to be
accessed.
const act = 'read'; // the operation that the user performs on

the resource.

if ((await e.enforce(sub, obj, act)) === true) {

// permit alice to read datal
} else {

// deny the request, show an error
}
$sub = "alice"; // the user that wants to access a resource.
$obj = "datal"; // the resource that is going to be accessed.
$act = "read"; // the operation that the user performs on the
resource.
if ($e->enforce($sub, $obj, $act) === true) {

// permit alice to read datal
} else {

// deny the request, show an error
}
sub = "alice" # the user that wants to access a resource.
obj = "datal" # the resource that is going to be accessed.
act = "read" # the operation that the user performs on the
resource.

if e.enforce(sub, obj, act):
# permit alice to read datal
pass
else:
# deny the request, show an error
pass



var sub "alice"; # the user that wants to access a resource.
var obj "datal"; # the resource that is going to be accessed.
var act = "read"; # the operation that the user performs on
the resource.

if (await e.EnforceAsync(sub, obj, act))

{
// permit alice to read datal
3
else
{
// deny the request, show an error
}

casbin: :Enforcer e("../assets/model.conf", "../assets/
policy.csv");

if (e.Enforce({"alice", "/alice_data/hello", "GET"})) {
std::cout << "Enforce OK" << std::endl;

} else {
std::cout << "Enforce NOT Good" << std::endl;

if (e.Enforce({"alice", "/alice_data/hello", "POST"})) {
std::cout << "Enforce OK" << std::endl;

} else {
std::cout << "Enforce NOT Good" << std::endl;

if casbin.enforce(['alice,datal,read']) then

// Alice 1is super happy as she can read datal
else

// Alice is sad



let sub "alice"; // the user that wants to access a

resource.
let obj = "datal"; // the resource that is going to be
accessed.
let act = "read"; // the operation that the user performs on

the resource.

if e.enforce((sub, obj, act)).await? {
// permit alice to read datal

} else {
// error occurs

¥
if e:enforce("alice", "datal", "read") then
-- permit alice to read datal
else
-- deny the request, show an error
end

Casbinit i it Tz T AR EHAVAPL,  fFilan, &n] PAAn R IR Bess P AR A M
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roles, err := e.GetRolesForUser("alice")

List<String> roles = e.getRolesForUser("alice");



const roles = await e.getRolesForUser('alice');

$roles = $e->getRolesForUser("alice");

roles = e.get_roles_for_user("alice")

var roles = e.GetRolesForUser("alice");

roles = e.rolesForEntity("alice")

let roles = e.get_roles_for_user("alice");

local roles = e:GetRolesForUser("alice")
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Matcher
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Effect
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#lan: e = some(where(p.eft == allow))
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e = some(where (p.eft == allow)) && !some(where (p.eft == deny))
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# Request definition
[request_definition]
r = sub, obj, act

# Policy definition
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p, alice, datal, read
p, bob, data2, write
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# Matchers
[matchers]

m = r.sub == p.sub && r.obj == p.obj \
&& r.act == p.act

AL, NSRIEIETEEAABAC, AT DL R Hr intR1ERF, 16T /ZCasbin
golanghZAf#) (jCasbinfliINode-Casbinif Rz #¥) :

# Matchers
[matchers]

m = r.obj == p.obj && r.act ==

p.act || r.obj in ('data2',
'data3')

(H2 RIS K 1, SNS51I2EUKERHTR (panic) .
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@article{luo2019pml,
title={PML: An Interpreter-Based Access Control Policy
Language for Web Services},
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year={2019}
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https://dev.to/gerybbg/authorisation-with-casbin-and-koa-part-1-2gh
https://dev.to/gerybbg/authorisation-with-casbin-and-koa-part-2-2io5
https://dev.to/dwipr/how-to-create-role-based-authorization-middleware-with-casbin-and-nest-js-52gm
https://www.youtube.com/watch?v=mWlPNrCgVdE

o JLTCasbinfJNode.jsHF & 1475 a4 il A e s B
o fHcqrs graphglifiRS 2RI Z 0 SaaS/H s EM:

Fastify

« fENode.jsH fifi FH FastifyF1Casbini# {71/ a2l
Casbin, AR E 2 ALK H S ACL
fEdotnetH i F CasbiniF{ 724X

fERustH i F Casbin TR T A ELAYHT TPHZAY

[ar{rEERErust web-app i f casbini® X 25135647

o [UNMAITEVRIrust web-appHii H casbiniZiX 5523 57]
APISIX

o TEAPISIXH{#iFCasbini# 7Y


https://github.com/Jarvie8176/casbin-example
https://github.com/juicycleff/ultimate-backend
https://www.nearform.com/blog/access-control-node-js-fastify-and-casbin/
http://phpmagazine.net/2018/11/casbin-powerful-and-efficient-acl-for-your-projects.html
https://krishnamohan.dev/blog/using-casbin-for-authorization-in-dotnet
https://www.zupzup.org/rust-casbin-example/
https://dev.to/smrpn/how-to-use-casbin-authorization-in-your-rust-web-app-part-1-4f8f
https://dev.to/smrpn/how-to-use-casbin-authorization-in-your-rust-web-app-part-2-1bnm
https://medium.com/@rushitote/authorization-in-apisix-using-casbin-59b693669d6d
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Understanding How Casbin
Matching Works in Detall

TEIX R CEY, B RRANAI i Casbin R I FISEEIRBAC, A TAFEZ N ETRER
SR NI AT R USaaS &, Casbinigfit 17— MERE RFRIERITR.

RBACHIFt

RBACZ — Ml A A IR IRV R 7%, 7 B4 PR AR s JZRRBAC Z 4] T
TR, TEFATHE F—"E— FAzurefIRBACHSE, ARG — PR RS

Hi#Azureff)53ZRBAC
() S

Subscriptions

S @ @ e

|
L
i'i <H~> ﬁ 5 Resources

AzurefJfr G BHIREA — D hOwnerf it RIAIRIRAETT B! # 7 EC T Owner



http://localhost:3000/zh/
http://localhost:3000/zh/docs/category/the-basics
https://casbin.org/

ft, ISR ZITH NS RIFEHMRIEROwner, (TR BRAERIFHIHIRE
Owner, ARZFHLEIXE IR A % Owner,

X5k B A BoRERAETT A Ownerifi [RIA R,

Home > Subscriptions > pay-as-you-go

N pg pay-as-you-go | Access control (IAM)  # X

Subscription

£ Search « + Add & Download role assignments == Edit columns () Refresh X Remove & Feedback

Overview
Checkaccess ~ Role assignments ~ Roles  Deny assignments  Classic administrators
& Activity log —_—
Ao Access control (IAM) Number of role assignments for this subscription 0
@ Tags 31 4000
/? Diagnose and solve problems
© seariy [0 aravind kumar@bootlabstech.c.. Type : All Role : All Scope : All scopes Group by : Rele
Events

@ Sshowing a filtered set of results. Total number of role assignments: 31
Cost Management
9. Cost analysis 7 items (1 Users)
B Costalerts [ Name Type Role Scope Condition

9 Budgets ' Owner

User Owner @ This resource None

@ Advisor recommendations 0O aravindakumar
aravind kumar@bootlabstech.com

Billing

B invoices

€9 External services

= Payment methods

A, Partner information
Settings

B3 Programmatic deployment

(

) Resource groups
Resources

B2 Preview features

APREIXMT B NH— D ERARIAMBES, fRA] PIE 2IEMIT B4 T Ownerifi i
1538



pSem'm“"“’semces'a"m“(w B ® s 0 p primEe S

Home > Resource groups > test-resource-group

resource-group | Access control (IAM)  # X

—+ Add L Download role assignments == Edit columns () Refresh X Remove & Feedback

Checkaccess  Role assignments  Roles  Deny assignments  Classic administrators

Number of role assignments for this subscription O

@ 31 4000
. Res izer

Events Type : All Role : All Scope : All scopes Group by : Role

Setting:
@ Sshowing a filtered set of results. Total number of role assignments: 31
2, Deploym:
© Security 1 items (1 Users)
0 Policies [J Name Type Role Scope Condition
1li Properties ' Owner
& Locks
O . dk mar @b otlabstechcom  User Owner @ Subscription (Inherited) None
ent

FITEA, iXpi2 AzurelIRBACRUNI 1 ERT,  RZEAE R AL 77/ ZRBAC, K 5T
BIAIR BN, ERXNEET, BATRZIA ] Casbin Bl — M E LIRS,

Casbin2 U TAERY?

FERANEIZ A, HfFECasbinZ 4 DN EAE SRR EAiatE 2 REZE, IXAhEE
RN, RN ETAERIRES] (RBAC) RGTAIRERRIERIERIFR KA A
A, @I ESRECasbinfy TR, FATAT AR F AR,

42 2ACL?
ACLARFZIG RIZHIF R,  IX B —Fols F bt 21 48 E RN 48 E it B 2R IR A 77 125
R

LEFRATT 1 — A BRI AC LIS AL,



[request_definition]
r = sub, act, obj

[policy_definition]
p = sub, act, obj

[policy_effect]
e = some(where (p.eft == allow))

[matchers]
m = r.sub == p.sub & r.obj == p.obj && r.act == p.act

1. request_definitionZ2 RAEWHEMN, FHlaN, —MEK alice, write, datalAf
DA RN EARAliceREG M X & datal tiA T write #1E? ",

2. policy_definition RSN TECHEMN, Hlan, @ILeE— KK alice,
write, datal, fRELIET 7 FiKAlicetEXt R datal' ST write'TRIEAIFR,

3. policy_effect & X T HRIEHIRIR,

4. fEmatchers #45r, ERMEHZ r.sub == p.sub && r.obj == p.obj &&
r.act == p.act 5RIEIHITICHL,

PRAELEFRATILE Casbingfi ay L AR
FTTFRIR B IR BT S B B,

FE ARG A RS IUG DA R AV

p, alice, read, datal
p, bob, write, data2

FEIE R R RS DA R A


https://casbin.org/editor

alice, read, datail
4N

true

ACLERY,  SRBEHIE RULACHI LR T

Policy Request

Al
olic \
1
4
N
LN r.sub == p.sub | r.act == p.act r.obj == p.obj
[}

\f :

-~
-~
- -
I T T R

H 2 2RBAC?

RBACHRE T A AYT ZHH, ERBACHY, H A —DNRIENA T, — A EA]
DO S ERRERE, AEEREER P ZSENRER IR BRI THRE,

BRIE L

LEFATT 18— R B RBACHR L :



[request_definition]
r = sub, act, obj

[policy_definition]
p = sub, act, obj

[role_definition]
9=_, _
92 = _, _

[policy_effect]
e = some(where (p.eft == allow))

[matchers]
m = r.sub == p.sub && g(p.act, r.act) & & r.obj == p.obj

1. role_definition & —NEXAMERS, B ERILEIE RN R RSN L,

BAELEIRATI{ECasbingrig 48 iy
TIPS A e

FE ARG A RS TUG DA R A

p, alice, reader, datal
p, bob, owner, data2

g, reader, read

g, owner, read
g, owner, write

FEIE R g A HHORGIUG DA R AT


https://casbin.org/editor

alice, read, datail
alice, write, datal
bob, write, data2
bob, read, data2
bob, write, data1l

SR

true
false
true
true
false

RBACERL, SREEATE R VLA % 2R

-~
~
4
CECHEOREOREEO OLORERCIOZ®
N 8
P
r.sub == p.sub f g(p.act, r.act) r.obj == p.obj
4 1 1

-
i

P el ]

g - Role to action mapping XA —PEIMG AEOEFRE, XER] DAL —
AN, WLERIEPATR, XERREIR—RE W77

g, reader, read



@ =R
p R A] DA == BAERFEAT LR 8RS, g 2 — D ETEINHRE
o, (R DUEE IS g, 92, 93, ... ST NS PEHEE,

25251 ] ZRBAC?

£ ERBACH, B2 FIAINRIE, FHHEFRIM 2 RFEENRA LR, Hla, T2
—RPRAY ) RIEH R S AL, AT R sub1a] A& 2 RN IR Y%
R4 (rg1, rg2) .

H5RIRIZRERENL, AR A ERERE: ITRAGNERE, PAEIRA A G
B1E, ITHRAOMEREAA G AFEEEERR, flil, HE—ITHAfsub-
owner, XM —MNMETRA A rg-ownerdk A&, IXEHRE I RIRAELT Fsubl B4 5y
AL T sub-ownerf 1, ATk HsHIkE T rgTHirg2 LAIrg-ownerfi i,

BRE X
LA DS IRRBACHE) — M B 7K

[request_definition]
r = sub, act, obj

[policy_definition]
p = sub, act, obj

[role_definition]
9 =_, _
92 = _, _

[policy_effect]



1. role_definition/2 —MESC RS, B EPRELEIR IS RN TIE N R,

MAELEFATIE CasbingwiR a1 X A58
FTFFRI I LI BRI S Bt 83,

FE RIS G FE s ORI DA R A

p, alice, sub-reader, subil
p, bob, rg-owner, rg2

// subscription role to subscription action mapping
g, sub-reader, sub-read
g, Ssub-owner, sub-read
g, Ssub-owner, sub-write

// resourceGroup role to resourceGroup action mapping
g, rg-reader, rg-read
g, rg-owner, rg-read
g, rg-owner, rg-write

// subscription role to resourceGroup role mapping

g, sub-reader, rg-reader

g, Ssub-owner, rg-owner

// subscription resource to resourceGroup resource mapping

g2, subl, rgl
g2, sub2, rg2

FHAETE K Im a5 THAL G DL R A
alice, rg-read, rgl

SR


https://casbin.org/editor

true

RBACERY, SREEAIIE K VLA %2R

Policy Request Matching

Subscription RG

r.sub == p.sub g(p.act, r.act) g2(p.obj, r.obj)

g - Role to (Action, Role) Mapping

g2 - sub to RG
Mapping

OO
O

On®,

g - M3 BRME, M) WUGERE — DRGSR ORERE, ME, X ER DGR
HRA—ZREIIIA, WRIEHRTR, IXRFRE R W5

//

9,
9,
9,

//

9,
9,
9,

//

subscription role to subscription action mapping
sub-reader, sub-read

sub-owner, sub-read

sub-owner, sub-write

resourceGroup role to resourceGroup action mapping
rg-reader, rg-read

rg-owner, rg-read

rg-owner, rg-write

subscription role to resourceGroup role mapping



92 - 1T B 2B PR R A — RS 1 2 B R -

// subscription resource to resourceGroup resource mapping
g2, subl, rg1l
g2, sub2, rg2

FEPLACHEBE R

-

id ~
Policy 7’ Request Matching

Subscription RG 1

A Y
\
1
LN
5@ 6 SHNO QO @ «=O®
@ O oo @ &)
. @ e £.oub == p.gyb g(p.act, r.act) 92(p.ob3, r.0b3)
] ’
A3 - -

~ -

-
- - -
T = - - - ===

g - Role to (Action, Role) Mapping

&)
)

g2 - sdb to RG
Mapping

0]0,
OO




BAEVLACHLSEFeR

- -

-
=
e -

on, Role) Mapping

-

-

g2 - Sub to RG
bing

Map,

OO

-
- - -~ ~
rd <
Policy Requesé MatcHéng
P \
Subscription RG ’ \
RS
©6 6
i N o
r.sub == p.sub flp.act, r.act) g2(p.obj, r.obj)
\ A 4
~ .
~ -
-~ -~ - - -

-
- -

S EAUTIE R

- o o o
e - e

g - Role to (Actilon, Role) Mapping

-

® @®

S
RS

g2 - Sub to RG

S

-
= ~
Policy Request ’, - Matching =~ ~
V3 S
e ’ N
Subscription RG \
44
clcxe OO = O0«w06«—0d
N
V4 \ r.sub == p.sub g(p.act, r.act) g248.0bj, r.obj)
OF NECHO ’
N ”
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-
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H—MERIERZ G Casbinitf, FrAHRISESSEATIXMILAL, WREDE DR
WEDLAD, ARAIERMGETEANE, REH RIEICELE R, BRI,

Gilk

EARBREF, TS T AR PRAERZ e TVER, AN AnlEEFH CasbinXt H i T
R, TEARBRENIEE 587y, BATEAE—MNMEURAISpring Boot W HFEFH L EX — £,
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L SR Vi R E il i
Vil B

Supported Models

Casbin>Zf£FHy s

Syntax for Models

BRAURIE R

Effector

Casbin/YEffectorfzz ]

Functions

{5 P PN B PR B ) SRR


http://localhost:3000/zh/

' RBAC

Casbin RBAC f#

' RBAC with Pattern

HAEIUIIRBAC

' RBAC with Domains

RBAC 5 It ]

' RBAC with Conditions

fH A £/FRIRBAC

' Casbin RBAC vs. RBAC96

Casbin RBACHIRBAC96 2 [A]H X |



= ABAC

HTCasbinfiJABAC

=] Priority Model

Casbinf L e H] T8 HLEA R RIS g 1 SR

=] Super Admin

ENEHARENARANER R, ErDHTRBAC, ABACHIHABHIRBACHEA A,



fh >

VilfmR > Supported Models

Supported Models

—

0N

ACL (Vi 53)
WA P IACL
FERIPACL: X0 TI%H S e sy P8I R R A Fl

FERPIACL: FEFLEEN R, EARE—MEFERAL MARE MR, Al ARG write-

article"f1"read-log"XFEAIIIR,  IXFFAIEHIA R 2 S FE B H &7 ],

© ® N o »

'f%"GET", ”POST",

RBAC (% T-f (i i) £l
WHRIRMAEIMRBAC: AP MBIFRFAEN T HA A (4) .

WA/ P RIRBAC: P AT DU FIR /AL P A R R M gk,

ABAC (LT PEmyimdatl) . AT DAUE 25 resource.Owner" B I B K ARBUE IR 1Y g 1
RESTful: SZHi%"res/*", "[res/:id"IXFERIEETE, PAK

"PUT", "DELETE"IXFERIHTTPI 1%,

10. $HARRIE: [RIRSCRAAVFRELEZAN, HAfEdaitie T e,
M. e SRISHINIAT DA B Ie gk, ST BRI,

il

Bl

ACL

A
T
fIACL

TR F
FIACL

BRI

basic_model.conf

basic_with_root_model.conf

basic_without_users_model.conf

basic_without_resources_model.conf

RSP

basic_policy.csv

basic_policy.csv

basic_without_users_policy.csv

basic_without_resources_policy.csv


http://localhost:3000/zh/
https://en.wikipedia.org/wiki/Access_control_list
https://en.wikipedia.org/wiki/Superuser
https://en.wikipedia.org/wiki/Role-based_access_control
https://en.wikipedia.org/wiki/Attribute-Based_Access_Control
https://en.wikipedia.org/wiki/Representational_state_transfer
https://github.com/casbin/casbin/blob/master/examples/basic_model.conf
https://github.com/casbin/casbin/blob/master/examples/basic_policy.csv
https://github.com/casbin/casbin/blob/master/examples/basic_with_root_model.conf
https://github.com/casbin/casbin/blob/master/examples/basic_policy.csv
https://github.com/casbin/casbin/blob/master/examples/basic_without_users_model.conf
https://github.com/casbin/casbin/blob/master/examples/basic_without_users_policy.csv
https://github.com/casbin/casbin/blob/master/examples/basic_without_resources_model.conf
https://github.com/casbin/casbin/blob/master/examples/basic_without_resources_policy.csv

o
fIACL
RBAC

o REEEER)
RBAC

A
L)
RBAC

ABAC
RESTful

B4

==
I

TRV
Sk

flLoesk

HELELE|
fLoeek

TR
Jek

BT

rbac_model.conf

rbac_with_resource_roles_model.conf

rbac_with_domains_model.conf

abac_model.conf

keymatch_model.conf

rbac_with_not_deny_model.conf

rbac_with_deny_model.conf

priority_model.conf

priority_model_explicit

subject_priority_model.conf

GHA

rbac_policy.csv

rbac_with_resource_roles_policy.csv

rbac_with_domains_policy.csv

N/A

keymatch_policy.csv

rbac_with_deny_policy.csv

rbac_with_deny_policy.csv

priority_policy.csv

priority_policy_explicit.csv

subject_priority_policyl.csv


https://github.com/casbin/casbin/blob/master/examples/rbac_model.conf
https://github.com/casbin/casbin/blob/master/examples/rbac_policy.csv
https://github.com/casbin/casbin/blob/master/examples/rbac_with_resource_roles_model.conf
https://github.com/casbin/casbin/blob/master/examples/rbac_with_resource_roles_policy.csv
https://github.com/casbin/casbin/blob/master/examples/rbac_with_domains_model.conf
https://github.com/casbin/casbin/blob/master/examples/rbac_with_domains_policy.csv
https://github.com/casbin/casbin/blob/master/examples/abac_model.conf
https://github.com/casbin/casbin/blob/master/examples/keymatch_model.conf
https://github.com/casbin/casbin/blob/master/examples/keymatch_policy.csv
https://github.com/casbin/casbin/blob/master/examples/rbac_with_not_deny_model.conf
https://github.com/casbin/casbin/blob/master/examples/rbac_with_deny_policy.csv
https://github.com/casbin/casbin/blob/master/examples/rbac_with_deny_model.conf
https://github.com/casbin/casbin/blob/master/examples/rbac_with_deny_policy.csv
https://github.com/casbin/casbin/blob/master/examples/priority_model.conf
https://github.com/casbin/casbin/blob/master/examples/priority_policy.csv
https://github.com/casbin/casbin/blob/master/examples/priority_model_explicit.conf
https://github.com/casbin/casbin/blob/master/examples/priority_policy_explicit.csv
https://github.com/casbin/casbin/blob/master/examples/subject_priority_model.conf
https://github.com/casbin/casbin/blob/master/examples/subject_priority_policy.csv

A > HFESIEED > Syntax for Models

Syntax for Models

o HAEIE (CONF) NMZE/DAHPYINS: [request_definition],
[policy_definition], [policy_effect] 1 [matchers],

o MNRBRMEHET A AR REER] (RBAC) , BEIMEMNALES [role_definition] &R
I3

o WAIMLE (CONF) RIDAMEETER, TERLA# TSR, # S RINITHNEERR
PHERE,

» ) »
THRE X
[request_definition] #83@E X T e.Enforce(...) HEFHHIZEL,

[request_definition]
r = sub, obj, act

EIXMIIFH, sub, objflact R TEMAYTIIM =JeH: FR GHRASHE) , TH
(BT IRBsIR) s (VilR77i%) o SR, RATDAE @ IR E CRiERIgL  filan,
MR T EIEERFENEIR, VRO CAHEH sub, act, BEWMRIREMNVIRSK, IR
A PA# A sub, sub2, obj, act,

AR M E L

[policy_definition] /ERIKHIE L. TEN THRIGHIE L, Hilan, FwATE AT
-


http://localhost:3000/zh/

[policy_definition]
p = sub, obj, act
p2 = sub, act

BATELUR NS (U SRAE RIS SR

p, alice, datal, read
p2, bob, write-all-objects

TRES YRR —ATARBRR Dy RGN, R SRBEHLIUIAR DA SRS 22 I 4R, i palip2., 40
REZMEX, ERTILERIEE X, BRI TR 7 ANE, 902 A] AEDEACER
i,

(alice, datal, read) -> (p.sub, p.obj, p.act)
(bob, write-all-objects) -> (p2.sub, p2.act)

Q 7

RGN AP TCE RPN TR . QRIS A EEE R, 15235 AR
1 https://github.com/casbin/casbin/issues/113

ARIIUR

[policy_effect] BRIEHERAIE o UWIRZNRMEFN DTG R, BRER SNt
WEVIRNE SR, Blan, —Z&MNnir, 5B—&MnliE4,

[policy_effect]
e = some(where (p.eft == allow))


https://github.com/casbin/casbin/issues/113

FIRRIERCRERE, WA EATILACH allow SRIBHIN, RAMEZ allow (HFRN
RVFERE) o p.eft BWRMGHIRCR, ERILUZ allow B deny . JXJ2ATIERY, HEAE
& allow, HTHAMELEERATREYE, FPLEfEHEOME,

RESSCRI 55— 772 :

[policy_effect]
e = !some(where (p.eft == deny))

IXERE, WREEVLEH deny SRIEHAN, RARIRZ allow (HFRHdeny-
override) . some BEWEFE—TVLACHIRIEHN, any EKE A PLBCHT SIS AL
OXEARMH) . RESCRERR DS BERIEAER:

[policy_effect]
e = some(where (p.eft == allow)) && !some(where (p.eft == deny))

XERE MR DH —PILECHT allow HRISHN], F HAREAEMITAH deny SR
W, Rk, POXF7IN, SR ARFRTELAIZA, HF HIE4 e,

@ #ix
FRAETATT 740 SRR SRIETE, (524 Al S0 S8 R R A 14 SR R
R AN LB ALK EARIE AN RIE Y,  FTCABIAE, fRSAE
Hp— M ANENRIESUR, A EHliRE S,
SR N B SR -
PH e S =294 il

some(where (p.eft == allow)) allow- ACL, RBAC,



RIEOR X

override

deny-
Isome(where (p.eft == deny)) )

override
some(where (p.eft == allow)) && !some(where allow-and-
(p.eft == deny)) deny
priority(p.eft) || deny priority
subjectPriority(p.eft) ETAAN

’ yip- e

WAL

v

etc.

Deny-
override

Allow-and-
deny

Priority

T~ fitoed

[PEFCas ]2 SRS VLACARAYE o LML AR e SCANMATARE TR SR PG SRR A9 0B 3

[matchers]

m = r.sub == p.sub && r.obj == p.obj && r.act == p.act

EIRVERCER R A, ERETE R AT, AR S RN A PR,

VEFCes AT DME R R ARIZEATN +,

PLAC s 2B

RIS o] ISR NP RE.  BE NERIH] - DAERIBCE 214145 8. :

-, %, /AZEBRETes, ||,

Lo}



const rb

ac_models = °

[request_definition]

r = sub,
[policy_
p = sub,
[role_de
g =_, _
[policy_
e = some
[matcher

m = g(r.

func Tes

® =

role

// 2
for

nbPrij)

obj, act

definition]
obj, act

finition]

effect]

(where (p.eft == allow))
s]

sub, p.sub) && r.obj == p.obj && r.act == p.act

tManyRoles(t *testing.T) {

model.NewModelFromString(rbac_models)
NewEnforcer(m, false)

s := []string{"admin", "manager", "developer", "tester"}

500 projects

nbPrj := 1; nbPrj < 2500; nbPrj++ {

// 4 objects and 1 role per object (so 4 roles)

for _, role := range roles {
roleDB := fmt.Sprintf("%s_project:%d", role, nbPrj)
objectDB := fmt.Sprintf("/projects/%d", nbPrj)
e.AddPolicy(roleDB, objectDB, "GET")

}

jasmineRole := fmt.Sprintf("%s_project:%d", roles[1],

e.AddGroupingPolicy("jasmine", jasmineRole)



PUTHRIEATRER RS, KIK6FD,

go test -run ATestManyRoles$ github.com/casbin/casbin/v2 -v

=== RUN TestManyRoles
rbac_api_test.go:598: RESPONSE abu

/projects/1 GET : true IN: 438.379us
rbac_api_test.go:598: RESPONSE abu /projects/

2499 GET : true IN: 39.005173ms
rbac_api_test.go:598: RESPONSE jasmine

/projects/1 GET : true IN: 1.774319ms
rbac_api_test.go:598: RESPONSE jasmine /projects/

2499 GET : true IN: 6.164071648s

rbac_api_test.go:600: More than 100 milliseconds for
jasmine /projects/2499 GET : 6.164071648s
rbac_api_test.go:598: RESPONSE jasmine /projects/

2499 GET : true IN: 12.164122ms

--- FAIL: TestManyRoles (6.24s)

FAIL

FAIL github.com/casbin/casbin/v2 6.244s
FAIL

SR, AR BATTARE VL AL aR T ARIANRII, FRF SEREI ORI R BURAE fm T, AT
S TRDRF & AR R

R EIRRBIH LA A R RIS T BN -

[matchers]
m = r.obj == p.obj && g(r.sub, p.sub) && r.act == p.act

go test -run ATestManyRoles$ github.com/casbin/casbin/v2 -v
=== RUN TestManyRoles
rbac_api_test.go:599: RESPONSE abu



A AT

QURIRFR E 2 ARG E e N ILACEs, (RA] DAER p2 sim2 fEAHI T SEhr L, bk
AIPYANER o # AT DABE I 22 PP BTRSE v J IR — D, Wr28ie2, BRINEDN
T, XPUANERIP R ——XE R, BIAH, PRAY r2 B A m2 LA sk UL p2 SR,

YRAT DAY EnforceContext fEA enforce JTiERIE — NS EEkfgE 2R,
EnforceContext HJE NI R:

Go Node.js Java

EnforceContext{"r2",6 "p2", "e2", "m2"}
type EnforceContext struct {

RType string

PType string

EType string

MType string

const enforceContext = new EnforceContext('r2', 'p2', 'e2',
'm2');
class EnforceContext {
constructor(rType, pType, eType, mType) {
this.pType = pType;
this.eType = eType;
this.mType = mType;
this.rType = rType;
}
}



EnforceContext enforceContext = new EnforceContext("2");
public class EnforceContext {

private String pType;

private String eType;

private String mType;

private String rType;

public EnforceContext(String suffix) {

this.pType = "p" + suffix;
this.eType = "e" + suffix;
this.mType = "m" + suffix;
this.rType = "r" + suffix;

X MERRAL, EZS%Emodelflpolicy, ERUWIT:

Go Node.js Java

// Pass 1n a suffix as a parameter to NewEnforceContext, such
as 2 or 3, and it will create r2, p2, etc.

enforceContext := NewEnforceContext("2")

// You can also specify a certain type individually
enforceContext.EType = "e"

// Don't pass in EnforceContext; the default is r, p, e, m
e.Enforce("alice", "data2", "read") // true

// Pass 1in EnforceContext

e.Enforce(enforceContext, struct{ Age int }{Age: 70}, "/datal",
"read") //false

e.Enforce(enforceContext, struct{ Age int }{Age: 30}, "/datal",
"read") //true

// Pass 1in a suffix as a parameter to NewEnforceContext, such


https://github.com/casbin/casbin/blob/master/examples/multiple_policy_definitions_model.conf
https://github.com/casbin/casbin/blob/master/examples/multiple_policy_definitions_policy.csv

// Pass 1in a suffix as a parameter to NewEnforceContext, such
as 2 or 3, and it will create r2, p2, etc.

EnforceContext enforceContext = new EnforceContext("2");

// You can also specify a certain type individually
enforceContext.seteType("e");

// Don't pass in EnforceContext, the default is r, p, e, m
e.enforce("alice", "data2", "read"); // true

// Pass 1in EnforceContext

// TestEvalRule is located in https://github.com/casbin/jcasbin/
blob/master/src/test/java/org/casbin/jcasbin/main/
AbacAPIUnitTest. java#L56

e.enforce(enforceContext, new
AbacAPIUnitTest.TestEvalRule("alice", 70), "/datal", "read"),
// false

e.enforce(enforceContext, new
AbacAPIUnitTest.TestEvalRule("alice", 30), '"/datal", "read");
// true

e Y Y
YRR

URHTT DA FR N B, SR —— AN A SRR, HE A %
Y, BREESSTAMENE, S Em - s BB, XA
RIS, UM AT DO SO 196 ELOART DU = =R B 50, A Ik e
WIT . TERE, (RATBUCHSCR R — AN B, [BERHE— OO,

tr] PAZ=# rbac_model_matcher_using_in_op, keyget2_modelflikeyget_model,

B

[request_definition]
r = sub, obj


https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/examples/rbac_model_matcher_using_in_op.conf
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/examples/keyget2_model.conf
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/examples/keyget_model.conf

e.Enforce(Sub{Name: "alice"}, Obj{Name: "a book", Admins:
[]Jinterface{}{"alice", "bob"}})

RIRAORAEAS

Casbin VLA ERFif 2 R MIE S RIRISFOR(E LI, Casbin® & 1 ARTHI N
&, et 7S —HPERMIES ., FR VIXHEREAERATETRSN, IXERIAFOR(ES AT RESE
ASMNYZRE, XLETIRERTRENPOLAMIE 5 BN SCRy .  ERAIXNINRERS, 1HIEE,

| i 4

>CasbinSLHE I FIAFOR(E AT R :

S e RIKFOR AR
Casbin Golang  https://github.com/Knetic/govaluate
jCasbin Java https://github.com/killme2008/aviator
Node- i ) .
) Node.js  https://github.com/donmccurdy/expression-eval

Casbin
PHP- ) )
Casbi PHP https://github.com/symfony/expression-language

asbin

PyCasbin Python  https://github.com/danthedeckie/simpleeval

Casbin.NET C# https://github.com/davideicardi/DynamicExpresso

https://github.com/casbin4d/Casbin4D/tree/master/

Casbin4D Delphi )
SourceCode/Common/Third%20Party/


https://github.com/Knetic/govaluate
https://github.com/killme2008/aviator
https://github.com/donmccurdy/expression-eval
https://github.com/symfony/expression-language
https://github.com/danthedeckie/simpleeval
https://github.com/davideicardi/DynamicExpresso
https://github.com/casbin4d/Casbin4D/tree/master/SourceCode/Common/Third%20Party/TExpressionParser
https://github.com/casbin4d/Casbin4D/tree/master/SourceCode/Common/Third%20Party/TExpressionParser

SR e FIRFORIERS
TExpressionParser
casbin-rs Rust https://github.com/jonathandturner/rhai

casbin-cpp  C++ https://github.com/ArashPartow/exprtk

@ #ix
AR BRI CasbinIERERIRE, TIREEH TRIA G AVRR S R,  &A]
PAE#Z A CasbinB{ Rk IE L aste @, SFRIEEMEREIVEIN, A IRXEZIFA
EE, 1EZMBenchmarksikisr,


https://github.com/casbin4d/Casbin4D/tree/master/SourceCode/Common/Third%20Party/TExpressionParser
https://github.com/jonathandturner/rhai
https://github.com/ArashPartow/exprtk




A > AEESIEAR > Effector

Effector

'Effect'fCERBERMNI LS, Ti'Effector' /2 TAFECasbin R R,

MergeEffects()
'MergeEffects()' & TR T as R B PLRCES R & FH o — N RE,

g

Go

Effect, explainIndex, err = e.MergeEffects(expr, effects,
matches, policyIndex, policylLength)

FEIX M7+

o 'Effect' Z2HIXMEREEIHFHIRERE FIEEH T Indeterminate’)

o 'explainindex';2'eft’ (‘Allow's{'Deny') &5, BHHIGHEL -1,

o 'err TR R G SRR,

o 'expri2BERRUER I FAF LR,

o effects B—TUGREE, nIDIE Allow. Indeterminate BY Deny,
o matches B— M4, HTHErEGRES S RIEITH,

e policyIndex &RIETEMARHFRIRS,

o policyLength ZRIEHITEE,


http://localhost:3000/zh/

TAERS A T AR S 5L 184 MergeEffects () BREL, IZBRECIEARYE expr AbBE
RCRAMIDEAL,

HfHifH Effector, TBIZIRCU A IRERIE:

Go

var e Effector
Effect, explainIndex, err = e.MergeEffects(expr, effects,
matches, policyIndex, policylLength)

MergeEffects() HUFEAEAZE, W expr AJPAVCEIGEE, KA p_eft Eallow, HF
LERCRA R AEFF, NS A VCEEEHEAaRN], BRARTE 2 7T

@ wi
AR expr AUCECSELE "priority(p_eft) || deny", F}H policyIndex /)
F policyLength-1, TERREHRIET—LERR,
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il >

Functions

Functions
NIRRT TEa e

IRECE AT DATEDUACAS e B, (EHTESRR. (AT DA FH A B R Rl o R ) LRI BR K

bool function_name(string url, string pattern)

EANRE—ME/RME, Fn ur L2EGILE pattern,

SFFINE A :

PR

keyMatch

keyMatch2

keyMatch3

keyMatch4

keyMatch5

regexMatch

ipMatch

globMatch

url

% /alice_data/
resourcel JXFE
URL&12

% /alice_data/
resourcel JXHERY
URLH12

% /alice_data/
resourcel XK
URL&12

% /alice_data/
123/book/123 X
FERJURLIER IR

1% /alice_data/
123/?status=1iX
FEAJURLESIZ

A4 R

%
192.168.2.123
IXAEIPHiLhE

% /alice_data/
resourcel XKL
BRIRAEER R

B

% /alice_data/* IXFEJURLES
fREg * ik

% /alice_data/:resourcejX

FERJURLIESIRER ¢ #55K

1% /alice_data/{resource} iX
FERJURLES(REL {3 15X

%
/alice_data/{id}/book/{id}
ZFERURLER 2R {3 B2

% /alice_data/{id}/* iXFERY
URLE&T®, {3 =k * i

—NEMFRIXF K

4192.168.2.0/24 3XFERIIPHE
HEEVCIDR

% /alice_data/* iXFEfIglobts
"

XTIREGERI L, EAITERHEZ="28 BRT keyGet) :

PAVERL YD DR R R SR FH DA AR 2K

il

keymatch_model.conf/keymatch_policy.csv

keymatch2_model.conf/keymatch2_policy.csv

https://github.com/casbin/casbin/blob/
277c1a2b85698272f764d71a94d2595a8d425915/
util/builtin_operators_test.go#L171-L196

https://github.com/casbin/casbin/blob/
277c1a2b85698272f764d71a94d2595a8d425915/
util/builtin_operators_test.go#L208-L222

https://github.com/casbin/casbin/blob/
1cde2646d10ad1190c0d784c3alcOelacelbSbc9/

util/builtin_operators_test.go#L485-1.526

keymatch_model.conf/keymatch_policy.csv

ipmatch_model.conf/ipmatch_policy.csv

https://github.com/casbin/casbin/blob/
277c1a2b85698272f764d71a94d2595a8d425915/
util/builtin_operators_test.go#L426-L466


http://localhost:3000/zh/
https://github.com/casbin/casbin/blob/master/examples/keymatch_model.conf
https://github.com/casbin/casbin/blob/master/examples/keymatch_policy.csv
https://github.com/casbin/casbin/blob/master/examples/keymatch2_model.conf
https://github.com/casbin/casbin/blob/master/examples/keymatch2_policy.csv
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/util/builtin_operators_test.go#L171-L196
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/util/builtin_operators_test.go#L171-L196
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/util/builtin_operators_test.go#L171-L196
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/util/builtin_operators_test.go#L208-L222
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/util/builtin_operators_test.go#L208-L222
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/util/builtin_operators_test.go#L208-L222
https://github.com/casbin/casbin/blob/1cde2646d10ad1190c0d784c3a1c0e1ace1b5bc9/util/builtin_operators_test.go#L485-L526
https://github.com/casbin/casbin/blob/1cde2646d10ad1190c0d784c3a1c0e1ace1b5bc9/util/builtin_operators_test.go#L485-L526
https://github.com/casbin/casbin/blob/1cde2646d10ad1190c0d784c3a1c0e1ace1b5bc9/util/builtin_operators_test.go#L485-L526
https://github.com/casbin/casbin/blob/master/examples/keymatch_model.conf
https://github.com/casbin/casbin/blob/master/examples/keymatch_policy.csv
https://github.com/casbin/casbin/blob/master/examples/ipmatch_model.conf
https://github.com/casbin/casbin/blob/master/examples/ipmatch_policy.csv
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/util/builtin_operators_test.go#L426-L466
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/util/builtin_operators_test.go#L426-L466
https://github.com/casbin/casbin/blob/277c1a2b85698272f764d71a94d2595a8d425915/util/builtin_operators_test.go#L426-L466

bool function_name(string url, string pattern, string key_name)

WREE key_name PERCRI, ENTRHREIBENE, WRIRAVCRT, #RE """,

5411, KeyGet2("/resourcel/action", "/:res/action", "res") ¥R\ "resourcel", KeyGet3("/resourcel_admin/
action", "/{res}_admin/*", "res")¥fiR[A "resourcel" ., ZET KeyGet, EHEZM IS, KeyGet("/resourcel/action",

"/*) KR [E "resourcel/action"

[E5py8 url ik key_name 7
1% /proj/ N~ .
Pro/ ig /proj/* xHEHIURLEA ek ,
keyGet resourcel jX TN \ keyget_model.conf/keymatch_policy.csv
I
FERURLES T2
% /proj/
proJ . 18 /prooj/:resource X (] )
keyGet2 resourcel X ; - feE R keyget2_model.conf/keymatch2_policy.csv
/ URL#&128L : #X
FERURLERZ %
1% /proj/
proJ ] % ERAAH https://github.com/casbin/casbin/blob/
res3_admin/ n .
keyGet3 SKPEURLES /proj/{resource}_admin/*  {EEAIHE 7bd496f94f5a2739a392d333a9aaaal0ae397673/
IXAERURLER IR ER {3 BEX % util/builtin_operators_test.go#L209-L247

7
BE FIRRBEIIEAME A https://github.com/casbin/casbin/blob/master/util/builtin_operators_test.go

QTN R SRR

HoE, WERNEE, RN SEGFRE—MRIE:

func KeyMatch(keyl string, key2 string) bool {
i := strings.Index(key2, "*")
if 1 == -1 {
return keyl == key2
}

if len(keyl) > i {
return keyl[:i] == key2[:i]

3
return keyl == key2[:i]

SR)E, Finterface{} AUt

func KeyMatchFunc(args ...interface{}) (interface{}, error) {
namel := args[0].(string)
name2 := args[1].(string)

return (bool)(KeyMatch(namel, name2)), nil


https://github.com/casbin/casbin/blob/master/examples/keyget_model.conf
https://github.com/casbin/casbin/blob/master/examples/keymatch_policy.csv
https://github.com/casbin/casbin/blob/master/examples/keyget2_model.conf
https://github.com/casbin/casbin/blob/master/examples/keymatch2_policy.csv
https://github.com/casbin/casbin/blob/7bd496f94f5a2739a392d333a9aaaa10ae397673/util/builtin_operators_test.go#L209-L247
https://github.com/casbin/casbin/blob/7bd496f94f5a2739a392d333a9aaaa10ae397673/util/builtin_operators_test.go#L209-L247
https://github.com/casbin/casbin/blob/7bd496f94f5a2739a392d333a9aaaa10ae397673/util/builtin_operators_test.go#L209-L247
https://github.com/casbin/casbin/blob/master/util/builtin_operators_test.go

wa, KEREENEICasbintiiT4s:

e.AddFunction("my_func", KeyMatchFunc)

WE, PRATDAEPRAGERICONF HHGUZAY it FH R 44

[matchers]
m = r.sub == p.sub && my_func(r.obj, p.obj) && r.act == p.act



N > HFESIEE > RBAC

RBAC
e X

[role_definition] FT7E& X RBAC fitadkkkFR, Casbin XHZ PN RBAC
4t, HA A DA AN A RRR, RN A DUAAE A AR R, XN
¥ RBAC ZGAFSHHE T,

HER o Tk, ANRIRERTURAME ] RBAC fith, ARAEMSIHHER 72,

[role_definition]
g =_, _
92 = _, _

FidfatE X8R g 21 RBAC R4, 1M g2 &% 1 RBAC R4, , RREYHERL
KPR, ERELNELT, RRATFER A6, BEREHg., H4IRH
ERHPMEEN ARG (S84 &, e lFRIN#EH gfig2’, 1EZM rbac_model.conf

1 rbac_model_with_resource_roles.conf DIFKEURMA],

Casbin fE S FHFIESEEREY A P - A Gl (WERIRAE RS IR_ERERT A d, MDA BR-fat
RE) o filn:

p, data2_admin, data2, read
g, alice, data2_admin

IXERE alice dkK/ZMAt data2_admin IR, TEIXE, alice AIDAZAF,
iR, sEMt, Casbin HEHINBI N FAFE,


http://localhost:3000/zh/
https://github.com/casbin/casbin/blob/master/examples/rbac_model.conf
https://github.com/casbin/casbin/blob/master/examples/rbac_with_resource_roles_model.conf

R, FEVLECES, PRIZUN Rk A

[matchers]
m = g(r.sub, p.sub) & r.obj == p.obj && r.act == p.act

XEHRETERBH sub NIZIERIEHHHA A sub,

@ #n:

1. Casbin H1#{#&H F - gt

2. Casbin TRIEHFAREGREMHFSMAAREZAERAT. XNHS M
UESRALFH,

3. REAE RBAC RGN A FHIf i AR HR, KA Casbin K HF#l
ARG FRFE, Casbin ILIXAIEREEER T alice EMAH
alice, PRAJDATEERIEEMH role_alice SRAFRRIXAN AN,

4. R A Bfata B, JH B Hfafa c, A4 A BHfifs c, XFMEIEMEHERA
e TCRRAY,

Q) LA RLE

RG], RIS E AR RIS FCN sub HE Sk, BIfE, Golang
Casbin i HE X PHAHFINMNE, WRFHLHAFZE sub, W@ EA]
DR E, EFREEIMEIE, RFEESEAFRAZ sub, TIWHNE
fa], BN AERIGA AT ES)E A e.SetFieldIndex() N

constant.SubjectIndex,

# "subject” here is for sub
[policy_definition]
p = obj, act, subject



e.SetFieldIndex("p", constant.SubjectIndex, 2) // index
starts from 0

ok, err := e.DeleteUser("alice") // without SetFieldIndex,
it will raise an error

it 2 IR ek

Casbin [ RBAC X## RBAC1 HIA A ZIRFEMIFE, XEWHREWR alice B rolel,
7 H rolel A role2, A4 alice HKHHE role2 FE4kAHEAR,

FEXE, BAIE—PUBZRRIGIHES. B, EXTH, RRIGIE 2, X+
Casbin FRINEMGESS, RAILHEERRNERIG], BRIMER 10, XERER
alice XFERIRZM P ALK 10 DI At

// NewRoleManager 1is the constructor for creating an instance
of the
// default RoleManager implementation.
func NewRoleManager (maxHierarchyLevel int) rbac.RoleManager {
rm := RoleManager{}
rm.allRoles = &sync.Map{}
rm.maxHierarchyLevel = maxHierarchylLevel
rm.hasPattern = false

return &rm

arnf X o3 F G I 2

Casbin £ RBAC HHAX AT, ENTERBAN FAT R, WNRIR IR B




RBAC (Hfitkiz A=z —MAERIE) , IRAJCAUEM e.GetAllSubjects()
PRIFEH T e.GetAllRoles () IREUTAE At ENMEDAFILMRE g, u, r M
WIFREIFRE u MR o

B, WRIREEMERAZ9 RBAC (AAAGEREN) BRI AR A IdsRAR
(FRE) 2R ZEAG, ERE—MHP— M EAHEERNSIR, 7RA]ATEE
HLi#4 Casbin ZRITAMAGEINETS, 0 role::admin, IXff, RA]PUEHEEIX
MHIGERAEE 2 G2 — Mt

el & R A sl BUPR?

LA P8I RBAC RIRE R A M G IR, AR RIS ERE Bl eI, 3
IIFRIXAPRAI S EC oy R, EEWHRRACR, RTEEEHIXM D AP
GetImplicitRolesForUser() fl GetImplicitPermissionsForUser(), Mg
GetRolesForUser() F GetPermissionsForUser(). B XHEZIEAER, EZSH
I GitHub [AJ5%,

{£ RBAC i Fi i PLpid

21l RBAC with Pattern

A EBAY

UL Role Managers #47,


https://github.com/casbin/casbin/issues/137

A > EEHIEEA »> RBAC with Pattern

RBAC with Pattern
I SLpi R

o £ g(_, ) HEEAEE

e, _ := NewEnforcer("./example.conf", "./example.csv")
e.AddNamedMatchingFunc("g", "KeyMatch2", util.KeyMatch2)

o {EMT AR,

e.AddNamedbomainMatchingFunc("g", "KeyMatch2",
util.KeyMatch2)

o (ERATARE,
NS &AM AAPL,

M EFrR, Bl enforcer )G, EFHZEIEIE AddNamedMatchingFunc #
AddNamedDomainMatchingFunc APIEGERINILEE, IXEEAPIRE T A0 rf AL,

@ /i
If you use the online editor, You can add a pattern matching function by
clicking the "Add Role Matching" button in the lower left corner.


http://localhost:3000/zh/

matchingForGFunction X

(user, role) {
user.department
role.department;

}

Matching

Add Add Domain
Function

{ERBACHME F DL AL

A, EmEAARERARRLE T, NRa/HF Baag T At. RBACHHIE
ZAVEHC R AT DATE BB EIX — 5o BETCVLHAC RS 2 ATy VEAC R A BA IR A S 808
IR[AE,

RRAVCECRECRT g WEBDNSE

PATHNE, EERBACIEILALERHRTN g(r.sub, p.sub). ZREFATATLAEHEIX
TR Al -

p, alice, book_group, read
g, /book/1, book_group



FRLA alice RIDARISEFTE 1158, UG book 1 1 book 2, HAIREAETATN, K&
ARBEGINBFFEAE (BH) PR2AFEEDN, 810 o RIEHNERTEZEARI— A4,

B2, ABAILECRREYL, TR EM 1Tl A 5 SRR -

g, /book/:id, book_group

Casbin ¥ HEI NE /book/1 F1 /book/2 PLECZIFET /book/:id ., EHFEEG
XFEE AT e R AR

Go Node.js

e.AddNamedMatchingFunc("g", "KeyMatch2", util.KeyMatch2)

await e.addNamedMatchingFunc('g', Util.keyMatch2Func);

FES/RL - PR E ARV AL R AR, AT AR T a RS R A R 2

Go Node.js

e.AddNamedDomainMatchingFunc('"g", "KeyMatch2", util.KeyMatch2)

await e.addNamedDomainMatchingFunc('g', Util.keyMatch2Func);

WRIRAEHE g(r.sub, p.sub, r.dom) BfT24EE, BHIEE W EEroac, f#i#R
Ui, g(r.sub, p.sub, r.dom) ¥KEHF r.sub BEIEH r.dom HEAEMAE
p.sub, ATDUXFLZVLELERI TAEA R RA] DAEIX BB 2| 52 R 7R A,


https://github.com/casbin/casbin/blob/dbdb6cbe2e7a80863e4951f9ff36da07fef01b75/model_test.go#L278-L307

PR 1 _EmIEBCEACETR, Bl 1 AT DAfE FI g

Bilan, ERBAIFAE sub FEARFRIAYEL, domaini F1 domain2 HHEFEIFIALRE, FRA'
A] DA A Afideips =X

p, admin, domainl, datal, read
p, admin, domainl, datal, write
p, admin, domain2, data2, read
p, admin, domain2, data2, write

g, alice, admin, *
g, bob, admin, domain2

EXNMEFH, Bl alice REFFEdomainTildomain2 B S N\ data, g
AR ZRDLALD * {# alice BEWS A A1 ML,

IR, FFRl R ERig i, TEFERZEEN R, AT PALIEAL
ARG R 7 L policy_definition,



A > A > RBAC with Domains

RBAC with Domains
SIRF I g X

CasbinfFHYRBACH tan] DUZ 2 /IVERFE TR, FPE TR A GERE S A ER
IR/ AR, RP R ERT AR, N TR RS, XAEEAEM, B
R P FE A RRIF

53R A EE RN R AR

[role_definition]
g = 5 5 —

FHA O REBAHBIIR, XERANIZLEL, ARG G AT DAUZ

p, admin, tenantl, datal, read
p, admin, tenant2, data2, read

g, alice, admin, tenantl
g, alice, user, tenant2

XEHE tenantl Y admin AR DAt E datal, FfH alice £ tenant1 i
admin fifa, 7F tenant2 H#iH user A, Kk, el PAiEE datal, 2Am, HTF
alice f tenant2 A& admin, WFEiAiEE data2 .,

g, FEULECEsH, RGN 7 s A M


http://localhost:3000/zh/

[matchers]
m = g(r.sub, p.sub, r.dom) && r.dom == p.dom && r.obj == p.obj

&& r.act == p.act

EZ#rbac_with_domains_model.conf AIREGRH,

Q) LML R

TR 1RIRIREI, SRISE PRI A TZE dom, FHIEASE 1N (sub,
dom, obj, act) &, IFE, Golang Casbin3iH & XL FFITE,
INFI A A2 dom, WITCRETEIMENE, B UREAEREME, W
R Z dom, MITEIRHA BN, # M AERBHAITERETEAH
e.SetFieldIndex() PAZKEX constant.DomainIndex

# “domain” here for “dom’
[policy_definition]
p = sub, obj, act, domain

e.SetFieldIndex("p", constant.DomainIndex, 3) // index

starts from 0O
users := e.GetAllUsersByDomain("domainl") // without

SetFieldIndex, it will raise an error


https://github.com/casbin/casbin/blob/master/examples/rbac_with_domains_model.conf

A > A > RBAC with Conditions

RBAC with Conditions
S A R T S

ConditionalRoleManager SXHFTETRISI AN H B SRR

fan, HEAIFTE DG A ORISR, FRATAT DI DU 75 5317

model.conf

[request_definition]
r = sub, obj, act

[policy_definition]
p = sub, obj, act

[role_definition]
g = 5 (—I _)

[policy_effect]
e = some(where (p.eft == allow))

[matchers]
m = g(r.sub, p.sub) & r.obj == p.obj && r.act == p.act

9=_, _ (_ _) Bl ( _) RESESSEFTRENSESNE, _ (SRS
(DAS}

policy.csv


http://localhost:3000/zh/

p, alice, datal, read

p, data2_admin, data2, write
p, data3_admin, data3, read
p, data4_admin, data4, write
p, data5_admin, data5, read
p, data6_admin, data6, write
p, data7_admin, data7, read
p, data8_admin, data8, write

g, alice, data2_admin, 0000-01-01 00:00:00, 0000-01-02 00:00:00
g, alice, data3_admin, 0000-01-01 00:00:00, 9999-12-30 00:00:00

g, alice, datad4_admin, _, _

g, alice, data5_admin, _, 9999-12-30 00:00:00
g, alice, data6_admin, _, 0000-01-02 00:00:00
g, alice, data7_admin, 0000-01-01 00:00:00, _
g, alice, data8_admin, 9999-12-30 00:00:00, _

HAREH

j#id AddNamedLinkConditionFunc JAASRMKE( g RAURNE) INII—DSRAFREL, 4

PATSRHIN, K B SRBHN IS EOHEIBA XA R B0 TRE, (IR EE
AR H A TSR (g PSR 2 A R, A5 k2 TRy

e.AddNamedLinkConditionFunc("g", "alice", "data2_admin",
util.TimeMatchFunc)
e.AddNamedLinkConditionFunc("g", "alice", "data3_admin",
util.TimeMatchFunc)
e.AddNamedLinkConditionFunc("g", "alice", "data4_admin",
util.TimeMatchFunc)
e.AddNamedLinkConditionFunc("g", "alice", "data5_admin",
util.TimeMatchFunc)
e.AddNamedLinkConditionFunc("g", "alice", "data6_admin",
util.TimeMatchFunc)
e.AddNamedLinkConditionFunc("g", "alice", "data7_admin",

N

o,

[N



I SR AFPA%L

H € IR R RR BT & DA R Y
type LinkConditionFunc = func(args ...string) (bool, error)

o

// TimeMatchFunc is the wrapper for TimeMatch.
func TimeMatchFunc(args ...string) (bool, error) {
if err := validateVariadicStringArgs(2, args...); err !=
nil {
return false, fmt.Errorf("%s: %s", "TimeMatch", err)

}
return TimeMatch(args[@], args[1])

// TimeMatch determines whether the current time 1is between
startTime and endTime.

// You can use "_" to indicate that the parameter 1is ignored
func TimeMatch(startTime, endTime string) (bool, error) {
now := time.Now()
if startTime != "_" {
if start, err := time.Parse('"2006-01-02 15:04:05",
startTime); err != nil {

return false, err
} else if !now.After(start) {
return false, nil

if endTime !'= "_" {
if end, err := time.Parse("2006-01-02 15:04:05",



=

R NEN i

model.conf

[request_definition]
r = sub, dom, obj, act

[policy_definition]
p = sub, dom, obj, act

[role_definition]
g = —I —7 —I (—I —)

[policy_effect]

O B

e = some(where (p.eft == allow))

[matchers]

m = g(r.sub, p.sub, r.dom) && r.dom == p.dom && r.obj == p.obj

&& r.act == p.act

policy.csv

p, alice, datal, read
p, data2_admin, data2,
p, data3_admin, data3,
p, data4_admin, data4,
p, data5_admin, data5,
p, data6_admin, data6,
p, data7_admin, data?7,
p, data8_admin, datas,

g, alice, data2_admin,

write
read
write
read
write
read
write

domain2, 0000-01-01 00:00:00, 0000-01-02



A

JEJd AddNamedDomainLinkConditionFunc SN EERIE( g RBITRME) Hn—"DELEEH
B, YPITIREIN, K B EREUE N S EOHEIRA SRR A TR A, R
i, ARZHH LR A SR (g SRBLRIE) S AR, BNIHLE e

e.AddNamedbomainLinkConditionFunc("g", "alice", "data2_admin",
"domain2", util.TimeMatchFunc)
e.AddNamedDomainLinkConditionFunc("g", "alice", "data3_admin",
"domain3", util.TimeMatchFunc)
e.AddNamedDomainLinkConditionFunc("g", "alice", "data4_admin",
"domain4", util.TimeMatchFunc)
e.AddNamedDomainLinkConditionFunc("g", "alice", "data5_admin",
"domain5", util.TimeMatchFunc)
e.AddNamedbomainLinkConditionFunc("g", "alice", "data6_admin",
"domain6", util.TimeMatchFunc)
e.AddNamedDomainLinkConditionFunc("g", "alice", "data7_admin",
"domain7", util.TimeMatchFunc)
e.AddNamedDomainLinkConditionFunc("g", "alice", "data8_admin",
"domain8", util.TimeMatchFunc)

e.enforce("alice", "domainl", "datal", "read") //
except: true
e.enforce("alice", "domain2", "data2", "write") //
except: false
e.enforce("alice", "domain3", "data3", '"read") //
except: true
e.enforce("alice", "domain4'", "data4", "write") //
except: true
e.enforce("alice", "domain5", "data5", "read") //
except: true
e.enforce("alice", "domain6", "data6", "write") //

except: false



H € A& PREL
@B conditional RoleManager —#f, X fFHE XKL, H EREXH,

{EE, DomainMatchingFunc, MatchingFunc 1 LinkConditionFunc ZbFAIFFIZ
A, FAEARFRIIE G,

/—\request subject request domain

f
Policy ConditionalDomainManager ,—------c--cooooooon

domainlé,/& domain2
sub ‘ |
~

(COnditionaanleManager rCom:Iitiona'LRc\'l.eManager R
act
003 y
\ J f-,i—.':c-c;:E L-c;:—m-c-;'
I_-__-_i-___-_’
Ir inkCondtionFunc_2 !
o -J/ ------- - _J
T ®







L SR VIS E et

Casbin RBAC vs. RBAC96

Casbin RBAC vs. RBAC96
Casbin RBACHIRBAC96

FERX A S, AR He#iCasbin RBACFIRBAC96,

Casbin RBACSZ#fRBACO6HIJL--ATALIRE, FFAEIMALA_EXIIN 1R HIZEE,

RBAC XN

WA 9
ey
RBACO
-
RBAC1 TEEX
-
R
FeqbHE
RBAC2
(53
-
SHE
FegbaE
RBA
S

)

iR

RBACO/2RBACOGHE M A, BRI 7. MEMBIR
Z AR R,

RBACT{ERBACORYELAM L3N T M Z IR, IXEKE,
% alice B rolel, rolelfB role2, AR alice t¥4
A role2 FFAAHIE,

RBAC21ERBACO 14/ 7 4)3K, X f{FRBAC2REMS AL H 5
SRR, 2T, SRR IR,

RBAC3/Z2RBACTHIRBAC24i &, 'E><#FRBACIHIRBAC2
A CRIRGFIZI R, 28T, SRR R,


http://localhost:3000/zh/
https://profsandhu.com/cs6393_s12/lecture-rbac96.pdf

Casbin RBACHIRBAC96.Z [al it X 1|

1.

fECasbin1, FFMIfAGZ XA AMRERBACI6 HR 4L,

fECasbint, FHFMIACEPAI TSR, Blan, =58P0 N RSt

p, admin, book, read
p, alice, book, read
g, amber, admin

AR PR{EF Casbin Enforcerfys:filiH GetAllSubjects() Jiik:

e.GetAllSubjects()

IR [AMER R :

[admin alice]

X2 RIAfECasbinr, SR P At

SR, GISRVRIAF GetAllRoles () Fik:

e.GetAllRoles()

IR EER 2 :

[admin]



MixH, RA] AR HAECasbind, HF Mt EE XA, HEHTMEERBACI6
HHARABHE, 2R, PRA] DATEPREVRIEHERINATER, 40 user::alice fl
role: :admin REAFH BT X R,

. Casbin RBACTR LAY R FELRBACO6 H %,
RBACO6 X T7RAR: B2, 5. BiN, 7. 5. EiIcMm&if,

MM, fECasbint, FATRARMA FAF R, X EEIRBERS A BHIE & IR RATAL
PR

. Casbin RBAC/ ##5,

fECasbin1, VRAIDAZETEGEITHAN,  IX D DIREREIREY YT Al R B N R 7



N > EESIEARD > ABAC

ABAC
2. 2 ABACEIZY?

ABACREE T EIERVIRIEH], EARvrreEd A TE, IREATIRENE (BM) XK
eI, AR P EREA S, RATREVTIHE —ME ZRRIABACT RIIZHITES, M
XACML, % —751H, CasbinfJABACE &H152%, {ECasbinfJABACH, fRAJ LA
LI AR B S U AR T R A 74T Hio

A PRE—TE /T HIABACRA:

[request_definition]
r = sub, obj, act

[policy_definition]
p = sub, obj, act

[policy_effect]

e = some(where (p.eft == allow))
[matchers]
m = r.sub == r.obj.Owner

fEVCACESH, FATEH r.obj.owner fX%& r.obj ., &% Enforce() BE r.obj ¥
B PNEERERG], AR —DNFRE,  Casbinf i RS K NIRKE RIZEE AR DL
1) obj K RAS &

IXJE r.obj EMIREEERE X :


http://localhost:3000/zh/

type testResource struct {
Name string
Owner string

QRIS JSONTAlenforcerfE i 248, A S
e.EnableAcceptJsonRequest (true) Ja HIZIEE,

fan:

e, _ := NewEnforcer("examples/abac_model.conf")
e.EnableAcceptJsonRequest(true)

dataldson := { "Name": "datal", "Owner": "bob"}°

ok, _ := e.Enforce("alice", datalJson, '"read")

Q #ix

JE RS2 JSONSHI T RE A RER T B RE RIE11E1.50%,

i HI ABAC?

ZHEHABAC, RFEZEMMMIFE:

1. BRI ER TR e B
2. LR BEESEBINE NS E UL #25 Casbinf) Enforce () BRI,

& ik
Hui, REMH r.sub. r.obj. r.act FIERKITETZFFABAC, IRAEEFEH:



p.sub XFERYERIG TR LR E, KINfECasbinfRIEFIRAIMNEE L — P45
REEL,

Q #m
fRA] DAFEDCEC s 2" ABACEE, #140: m = r.sub.Domain ==

r.obj.Domain,

Q %

WRIR R BEAE 5 CSV R RAVEIE P HIES, fRe] US55 ERIER
KEELE, HlaN, "keyMatch("bob", r.sub.Role)" ¥ A%,

AR DUIE B A2 2 MR B K ABAC KN

EIRABACHRIRSCHIE HAZ D LR MR, 2R, EWFZHLT, SEGRGITHEE M
REHRIABACHIN, 7l @X DMK, BEINIERISREIAN], mARESERF, X
ATDAOEIE S I eval() IREMIERKH, X2—16l1:

X2 T E XABACHRIR CONF SCAFHTTE o

[request_definition]
r = sub, obj, act

[policy_definition]
p = sub_rule, obj, act

[policy_effect]
e = some(where (p.eft == allow))



FEIXMBITH, p.sub_rule B—DEHAEE (APE XA | W& TERKEH
IR R

XJEFT Enforcement PR NSRS, BILE, URA] DA FEIELS eval() IR L
BlE RS ECRE L HLEABACLH,

p, r.sub.Age > 18, /datal, read
p, r.sub.Age < 60, /data2, write



A > EEEAL 5> Priority Model

Priority Model

Casbin>CRifEEA LI TR~

PARE AL e R i
XAEF R WFPPUE Tedt; HlS R R RIS e gem,

model.conf:

[policy_effect]
e = priority(p.eft) || deny

VRT3 | E2 0 L

HUL: casbin#550

LT AaR ], Ledolim. AIRINERPE IS/, ERETITERE, A2
B IR,

Q@ ohsFdE
TE R E X HIEH 8 IR L AR 2 “priority”.  ZAEH B E XY, RFFE
Vi e.SsetFieldIndex () JHEFME KN (= TestCustomizedFieldindexH

k- ZN VI



http://localhost:3000/zh/
https://github.com/casbin/casbin/issues/550
https://github.com/casbin/casbin/pull/1044

model.conf:

[policy_definition]
p = customized_priority, sub, obj, act, eft

Golangf{iE i :
e, _ := NewEnforcer("./example/
priority_model_explicit_customized.conf",

"./example/
priority policy_explicit_customized.csv")
// Due to the customized priority token, the enforcer
fails to handle the priority.

ok, err := e.Enforce("bob", "data2", "read") // the result

will be ‘true, nil"’
// Set PriorityIndex and reload
e.SetFieldIndex("p", constant.PriorityIndex, 0)

err := e.LoadPolicy()
if err 1= nil {
log.Fatalf("LoadPolicy: %v'", err)
}
ok, err := e.Enforce("bob", "data2", "read") // the result

will be “false, nil’

Hai, SMeg=7+F AddPolicy f1 AddPolicies., WRELHA T
UpdatePolicy, RARNIZEE AT E T,

model.conf:

[request_definition]
r = sub, obj, act



policy.csv

p, 10, datal_deny_group, datal, read, deny
p, 10, datal_deny group, datal, write, deny
p, 10, data2_allow_group, data2, read, allow
p, 10, data2_allow_group, data2, write, allow

p, 1, alice, datal, write, allow
p, 1, alice, datal, read, allow
p, 1, bob, data2, read, deny

g, bob, data2_allow_group
g, alice, datal_deny_group

1EkK:

alice, datal, write --> true // because 'p, 1, alice, datal,
write, allow™ has the highest priority

bob, data2, read --> false

bob, data2, write --> true // because bob has the role of
‘data2_allow_group’ which has the right to write data2, and
there's no deny policy with higher priority

WRPE A CA P 2R G IMBRA e
WM

R P AR RSE L RE 2 2, RRERE, R TP EZ M|, (RO
RA P ERFERIRPEERZ,  RMA A EEHEENDG], BB2SeH LR SREE
(S5ftaxhr) BEEHEEMMEHK, FLZEE, B Mcasbin#833Fcasbin#831,

model.conf:


https://github.com/casbin/casbin/pull/833
https://github.com/casbin/casbin/issues/831

[request_definition]
r = sub, obj, act

[policy_definition]
p = sub, obj, act, eft

[role_definition]
g9 =_, _

[policy_effect]
e = subjectPriority(p.eft) || deny

[matchers]
m = g(r.sub, p.sub) & r.obj == p.obj && r.act == p.act

policy.csv

p, root, datal, read, deny
p, admin, datal, read, deny

p, editor, datal, read, deny
p, subscriber, datal, read, deny

p, jane, datal, read, allow
p, alice, datal, read, allow

g, admin, root

g, editor, admin
g, subscriber, admin

g, jane, editor
g, alice, subscriber

1K



jane, datal, read --> true // because jane is at the bottom,
her priority is higher than that of editor, admin, and root
alice, datal, read --> true

TR IRESH B RAGIXFE

role: root
- role: admin
|- role editor
| L user: jane
|
L— role: subscriber
L— user: alice

Ledl Hah B RGOX A
role: root # auto priority: 30
- role: admin # auto priority: 20
- role: editor # auto priority: 10

L— role: subscriber # auto priority: 10



A > HFESEE > Super Admin

Super Admin

HENER AR NRANER G, ©r] DA TRBAC, ABACHITH A IEHIRBACF A
Ho  TRAIRIBIFan T

[request_definition]
r = sub, obj, act

[policy_definition]
p = sub, obj, act

[policy_effect]

e = some(where (p.eft == allow))

[matchers]

m = r.sub == p.sub && r.obj == p.obj && r.act == p.act || r.sub
== "root"

XTI, B 78X M request_definition. policy_definition.
policy_effect flmatchers, CasbinA] AFfiEIEKE G REILALHNG, — DEZEATT
H/EKE sub B Nroot, WIEHAIWIER, RACKEYHT, HPENRHRITITE#ERE,

FUTLinux RGEH HIrootH ', BAZACHrootA] PAVT R SCAFIILE, QiR FATA8LE
— sub XN RGAZEERTFRIR, BATATCAGHEIEEAEHREH R, 57T sub ik
TR A RIERIBUR,


http://localhost:3000/zh/

N > TR

{71

Model Storage

TR (i

Policy Storage

M A7 vk

Policy Subset Loading

IEAEANEGS I8 B SR


http://localhost:3000/zh/

A > i > Model Storage

Model Storage

SRIEAR, BARURERINE, ARERRTE. BATIAEREANZ e SAl, i

TEIBTTINBUEDL, P ATRAT TR LB — D APERAR AL R B

SR, ANFHE.  BAHRME 7 =AM 7y FoRINEREAY, iR

M\.CONF Azt

X2 CasbinAUEH W7, XN TR RRRAEZ M, HIRFEZECasbinIBA)

TR, S EERABRTTE,

. CONF XX examples/rbac_model.conf FJNEFI T :

[request_definition]
r = sub, obj, act

[policy_definition]
p = sub, obj, act

[role_definition]
g=_, _

[policy_effect]
e = some(where (p.eft == allow))

[matchers]
m = g(r.sub, p.sub) & r.obj == p.obj && r.act == p.act

PRI RA] DA DA 75 USRS A


http://localhost:3000/zh/
https://github.com/casbin/casbin/blob/master/examples/rbac_model.conf

e := casbin.NewEnforcer("examples/rbac_model.conf", "examples/
rbac_policy.csv")

MM

BRI DO s wiatt, mAZER . coNF SXfF, 3X2— 1 RBACHEAIRI B

import (
"github.com/casbin/casbin/v2"
"github.com/casbin/casbin/v2/model"
"github.com/casbin/casbin/v2/persist/file-adapter"

)

// Initialize the model from Go code.

m := model.NewModel()

m.AddDef ("r", "r'", "sub, obj, act")

m.AddDef ("p", "p", "sub, obj, act")

m.AddDbef("g", "g", "_, _")

m.AddDef ("e", "e", "some(where (p.eft == allow))")

m.AddDef ("m", "m", "g(r.sub, p.sub) && r.obj == p.obj && r.act
== p.act")

// Load the policy rules from the .CSV file adapter.
// Replace it with your adapter to avoid using files.
a := fileadapter.NewAdapter("examples/rbac_policy.csv")

// Create the enforcer.
e := casbin.NewEnforcer(m, a)



M AF H AR

8#, VRATDAMZAT AT AR IR MRILSOR . IO TR U IR AR 2GRS — M
RIS,

import (
"github.com/casbhin/casbin/v2"
"github.com/casbhin/casbin/v2/model"

// Initialize the model from a string.
text :=

[request_definition]
r = sub, obj, act

[policy_definition]
p = sub, obj, act

[role_definition]
9=_, _

[policy_effect]
e = some(where (p.eft == allow))

[matchers]
m = g(r.sub, p.sub) & r.obj == p.obj && r.act == p.act

m, _ := model.NewModelFromString(text)
// Load the policy rules from the .CSV file adapter.

// Replace it with your adapter to avoid using files.
a := fileadapter.NewAdapter("examples/rbac_policy.csv")






A > i > Policy Storage

Policy Storage

fECasbin1, REGFIERIEN — MERCH KL,

M\.CSV I IMER A M

X2 CasbinBIiRH W7 IR EERIRE 5 R, HR\ICasbinAPA 5K #H
Bhi, = RABAR TS,

.CSV X examples/rbac_policy.csviIN U R :

p, alice, datal, read
p, bob, data2, write
p, data2_admin, data2, read
p, data2_admin, data2, write
g, alice, data2_admin

OF: i
MR XHREIES, RNIZANGSEEFEN], Han:

p, alice, "datal,data2", read --correct
p, alice, datal,data2, read --incorrect (the whole
phrase '"datal,data2" should be wrapped in double quotes)

IERIRXAHEEFIESHING S, RMIZANGISEETE, FHRIRARNG S
JI[IEFE


http://localhost:3000/zh/
https://github.com/casbin/casbin/blob/master/examples/rbac_policy.csv

p, alice, data, "r.act in (""get"", ""post"")"
correct

p, alice, data, "r.act in ("get", "post")"
incorrect (you should use "" to escape "")

FfHEAIE: casbin#886

g fc 2 AP

Jitk el A
LoadPolicy() Ahilh MR INE A SRS
SavePolicy() ot R ATA SRS ML R A i
AddPolicy() Al [ A ISR IS ]
RemovePolicy() Ak AR ER SRR ]

RemoveFilteredPolicy()  RIiE  MAEEHFERR S I B AR DT EC AY SRS LU

LU R i FaY

PRI SR S

P,

data2_admin, data2, read


https://github.com/casbin/casbin/issues/886

XML IEES ) (AMySQL)

id ptype vO vl

1 p data2_admin  data2

2 p data2_admin  data2

3 g alice admin
BAIIE X

v2 vd v4 v5

read

write

o id: FUEETNTHE, EHAFET casbiniklg BI—# 7. ERIAERTT BT

HARHIERC#=.

e ptype: BXNTp, g, 925,

o vO-v5: FIFKABMRIIE S, MM T Kigcsy HANERIGRIE, SIREEBURT
fRE e R, gk, AIDIATCRZA), (HIGECHR-iE R Sl 764,
QUEARIZXSPRARBIEATE, IGIAH N AT IERC A € T 2 e,

IGACa R

K TFIEHEC A APIFE A SR RS E Z 40775, 1E151R): /docs/adapters



A > i > Policy Subset Loading

Policy Subset Loading

—EEIERCLER SR IR RIRE B, IXEIRE CasbinINEAY RIS 2 5 T 407 1d IR as 18 B 1
PR SRIGH 75, RXAVFEREL, S EH AR TRIE, HomriE iR
W SN 1 RE LA

FUEH SR RIS RN A TIL R SRS, HFREAMH LoadFilteredPolicy 77ik. WIESEL
B R R T AVIERL RS, 0 TR IEEAMIIR RS, it jE RIS I,
SavePolicy J7iE#EEH,

fan, DURACRS A B N B R e S G B 2 A A B RBACHE Y, TEIXFPE L,
I IR R MG BRAIAE — M, FR T "domainl" MY, (R SEM&ATHER MINEL ) SN
Ak

import (

"github.com/casbin/casbin/v2"

fileadapter "github.com/casbin/casbin/v2/persist/file-
adapter"

)

enforcer, _ := casbin.NewEnforcer()

adapter := fileadapter.NewFilteredAdapter("examples/
rbac_with_domains_policy.csv")
enforcer.InitWithAdapter("examples/
rbac_with_domains_model.conf", adapter)

filter := &fileadapter.Filter{
P: []string{"", "domaini"},
G: []string{"", "", "domaini"},


http://localhost:3000/zh/

BB — ML EMNEINEE: LoadIncrementalFilteredPolicy .
LoadIncrementalFilteredPolicy [T LoadFilteredPolicy, {HEAZTERR
SERTINERI SRS, B R IR G PSR IS A I EE SR



A > Scenarios

Scenarios

Data Permissions

BURPUIRAI IR T 5

Menu Permissions

AR


http://localhost:3000/zh/

A > Scenarios > Data Permissions

Data Permissions

PATTEPIRESEAER GE98) RIMOUTR: MR BECAPIELE ] BatchEnforce ()
API,

1. AR bR

L H P IEIERBACE IR GG AR A A EL sl R, TS @ 1 SRS R B Rz o FeZa AT, Fx
MR ECAR O Basl, EERHRERIOCR, EFREMLHITM AP
GetImplicitRolesForUser () fl GetImplicitPermissionsForUser(), TMif~E
GetRolesForUser () fl GetPermissionsForUser ()., BXEZFAERE, ESMHI
GitHub/rl#,

2. fdifl BatchEnforce()
BatchEnforce () HATEMNERIFEM/REAHIRE R,

g :

Go Node.js Java

boolArray, err := e.BatchEnforce(requests)

const boolArray = await e.batchEnforce(requests);

List<Boolean> boolArray = e.batchEnforce(requests);


http://localhost:3000/zh/
https://github.com/casbin/casbin/issues/137
https://github.com/casbin/casbin/issues/137

A > Scenarios > Menu Permissions

Menu Permissions

BATE LN B —MEASpring BootlSEH ARG RG], X N/REIF FHjCasbin RE S g
IR, &%, ERNBEMREMRH— DML TH TR RE, 7R EE|CasbinsZ
R HEMIES, WGofPython,

1. fd B

IRFEAE policy.csv XIFHREMOMBIRER, DUSSERITZRINRFRER, BHZ
HIE, HEZFIXGitHub &%,

1.1 BER

i policy.csv, TRA]DARIEHIEC B A EARFISEREEN), DASZEIAR FE 117 )44
il IXAECE SHE ST A N S AP SE AT T RIARR, PRI A €A TR SR EK,
PAN S BRI 2 [B] 1 2R R

1.2 BURE X (Re)

o SRMGRI: SREELL p NETSOE X, faEfmt (sub) MMAIESCHAIT (obj) LAY
BIR (act) , DARMIMIRIRCR (eft) , HAallow RniREHZ T, deny &
AR BAEL,

AN/

e p, ROLE_ROOT, SystemMenu, read, allow ¥’ ROLE_ROOT f i FLIEEL
SystemMenu BT,

e p, ROLE_ROOT, UserMenu, read, deny 7%/~ ROLE_ROOT f tatiiE4aiszhx
UserMenu SZHAI0,


http://localhost:3000/zh/
https://github.com/jcasbin/jcasbin-menu-permission

1.3 M OREk

o MBAK: HF-AEXRARMAGZRREN L g NEEE L. RXAFHHFN—TEZ
I EYEARIR,

R

e g, user, ROLE_USER FR/~RHF user #43HC T ROLE_USER fifh,
e g, ROLE_ADMIN, ROLE_USER 77X ROLE_ADMIN M ROLE_USER ZEABR,

1.4 RRTRIRE
o RHRFR: FHIZ AN TRA g2 NAISE X, HITHER RIS,
B

e g2, UserSubMenu_allow, UserMenu 7~ UserSubMenu_allow s UserMenu
BT 5,

e g2, (NULL), SystemMenu #/R SystemMenu{%H 7RI, RIKE TR
BRI,

1.5 S HBUERAE AR BN

i fjCasbinE PSR, AQCSEEAM F2 8 [RI AR IR R S E R R4 AR RN, A
GRS NN AN

AR PR AR 7K -

QUR— NI ERIARHIEAZ T allow BUR, ABAERIFTE TR BMEIAY allow R,
PRAERFAIFRIC deny o IXTERE —H—PNCERZAIVIFRY, ERFR AR
[AIAY,

AEPRAT ELHANBRBE BRSO



WIS — AR E AR (B AT bR IREL) | A —
FIEAIRATT allow BUR, A4 R AR N BA al low BUR. KR T
PIAT D SRS TS

1.6 TR &R

KTAEOZEBIRIVAAR, Rl EN & deny BURRIZ S,
RARGULZ EMBIRATRE

~

AOEAE AN RN, - DA

IR LA BRIATE Al X

SR — A, 40 ROLE_ADMIN, WZRARAIEZALTAI— D3RI,
AdminSubMenu_deny (#ric deny) , HRZBMEIXMNAEHS —DMAME (Ha,
ROLE_ROOT ) #k#K, AR RV sdE4an e am, Xtk 7 HmmN <2
RIS AR A kAR T a0

ARIMBAEB R A -

M, WER—MHEN— PSRBT (FI41, UserSubMenu_deny ) HYViIRIFEZALZERIARY
(AHWARIC Y deny , EEVERABIIRIZ T allow) , IB2HX M AL —1
fats (4N, ROLE_ADMIN) 4Kz, AkKHA tn] DAE SENARY deny IRZS, Ao
IXEESE BT,

1.7 R BIA

R -

p, ROLE_ROOT, SystemMenu, read, allow

p, ROLE_ROOT, AdminMenu, read, allow

p, ROLE_ROOT, UserMenu, read, deny

p, ROLE_ADMIN, UserMenu, read, allow

p, ROLE_ADMIN, AdminMenu, read, allow

p, ROLE_ADMIN, AdminSubMenu_deny, read, deny



FHABR ROLE_ROOT ROLE_ADMIN ROLE_USER

SystemMenu X X
UserMenu X X
UserSubMenu_allow ) 4
UserSubSubMenu X
UserSubMenu_deny ) 4 X
AdminMenu X
AdminSubMenu_allow X
AdminSubMenu_deny X X

2. SR BABUFR A

J#iIMenuServiced ] findAccessibleMenus () BR%L, ] DAfE4A @ - 48] LA ]
HIFFE R BIRYIR, ZREREH P RS ANIFEER SRR, A] DUEH
checkMenuAccess () Fii%. XFAIEMR TR BEANRAE REEH], FIFHjCasbinfI#E
T RO S B R A PR


https://github.com/jcasbin/jcasbin-menu-permission/blob/master/src/main/java/org/casbin/service/MenuService.java

¥ YItE

Enforcers

PITAECasbin Ry TEZESH, BEN— D F O SRS LA R T R

Adapters

SCRFHIERCER I E T TR

Watchers

HERFZ > Casbin T LB A B — ik

Dispatchers

VAR AL 1 — AP SR B B A 7 3


http://localhost:3000/zh/

' Role Managers

S TR T & Casbin T HIRBACH L2 IR 45K,

' Middlewares

Casbin A

' GraphQL Middlewares

GraphQLi s F45 X

' Cloud Native Middlewares

=IFEA R



N > VREDE >

Enforcers

Enforcer ;2Casbin iy EZLE, BE/EN— 1 DAL N RIS LA R T

1Eo

SR T A

Enforcers

MRt 7 CasbinfUTasHI5EHEAIR, WM Hr A TasHMENT S =75 otk  THEAIFK
1, FAI=FHAE SR )

Go Python

KRR

KRR

CachedEnforcer

DistributedEnforcer

(=4 DU

Enforcer &M 5CasbintRIEFIAIAZ H
Casbin  MFEARLEM, IRA] DATEIX HEREE %
Enforcer APIRJEEZIE4IE R,

CachedEnforcer 3T Enforcer , XHi#
FHBLS ENTF PR A TE RTG53, TR
T EfE I BAR R NTE R fERE 1. I
Casbin b, Bl EEPIRIE T LIEL S, RATEA
i EnableCache K5 F 1Tt 45 RAY A7
(BRIANJEH) o cachedEnforcer HIEA
API757%5 Enforcer #[H,

Casbin  DistributedEnforcer i NEREH


http://localhost:3000/zh/
https://github.com/casbin/casbin/blob/master/enforcer.go
https://github.com/casbin/casbin/blob/master/enforcer_cached.go
https://github.com/casbin/casbin/blob/master/enforcer_distributed.go

AT (=4 fiiid
I afl, eonEERR LT
Syncedenforcer . RA]ATEIXHEREIH KR
JEFEAR BB Z1EA(E R
_ Syncedenforcer 3T Enforcer, fZ2ft[H
SyncedEnforcer Casbin " N
ﬁ/lﬁlﬁjo lﬁ%g&%%ﬁi\ago
. dCachedEnt Cash SyncedCachedEnforcer filZt T
ncedCachedEnforcer asbin
Y Enforcer, {RBLIERL T,
AT AR (=4 finid
Enforcer /2 /' 5 CasbintkIE AR H [/ 5
PATH Casbin  A&ity, IRA]DMEIX HREIHG K Enforcer API
Y 2 R R
DistributedEnforcer XFi N EREHHIZ
DistributedEnforcer ~ Casbin ML, B NJEEZREEE T SyncedEnforcer
R A] DATEIX B EREN A A FE AR 1 B 2 1 4H(E R
. Syncedenforcer # T Enforcer, &#t[FEI*;
SyncedEnforcer Casbin .
M, ‘ERE&ELEN,
AsyncEnforcer Casbin  AsyncEnforcer &t 7P API,
_ FastEnforcer fHEH— B k50 AT
FastEnforcer Casbin

R,

fRA] AEIX LR B B 2 (5 8


https://github.com/casbin/casbin/blob/master/enforcer_synced.go
https://github.com/casbin/casbin/blob/master/enforcer_cached_synced.go
https://github.com/casbin/pycasbin/blob/master/casbin/enforcer.py
https://github.com/casbin/pycasbin/blob/master/casbin/distributed_enforcer.py
https://github.com/casbin/pycasbin/blob/master/casbin/synced_enforcer.py
https://github.com/casbin/pycasbin/blob/master/casbin/async_enforcer.py
https://github.com/casbin/pycasbin/blob/master/casbin/fast_enforcer.py
https://github.com/wakemaster39/fastbin

A > PEEE >  Adapters

Adapters

fECasbint, HRIETEAERIE N —MEHEE (WHRICasbinfyHEIfF) KL, CasbinF A DA FHIEHRD
e NF I INECRIEIN (AR LoadPolicy () ) , BREFFRISHUINRIZZIfF i+ (AR
SavePolicy()) o N TERFFEEEL, (A RIGELE HIRIETER,

SCHFHRIGHACES

NHETRML T CasbiniGll #siy 5228513,  WOME(a] 58 =75 MG RC as i saimk, EEABAT, BT EBA L
Hl|F:

Go Java Node.js PHP Python NET Rust Ruby Swift Lua

Adapter Type Author AutoSave Description
File
. . For .CSV (Comma-Separated Values)
Adapter File Casbin X )
__ files
(built-in)
Filtered File For .CSV (Comma-Separated Values)
Adapter File @faceless-saint X files with policy subset loading
(built-in) support
MySQL, PostgreSQL, SQL Server,
SQL SQLite3 are supported in master
sQL @Blank-Xu . .
Adapter branch and Oracle is supported in
oracle branch by database/sql
. MySQL, PostgreSQL, TiDB, SQLite,
orm
ORM Casbin SQL Server, Oracle are supported by
Adapter

Xorm

GORM ORM Casbin MySQL, PostgreSQL, Sqlite3, SQL


http://localhost:3000/zh/
http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
https://en.wikipedia.org/wiki/Comma-separated_values
http://localhost:3000/docs/policy-subset-loading
http://localhost:3000/docs/policy-subset-loading
http://localhost:3000/docs/policy-subset-loading
https://github.com/faceless-saint
https://en.wikipedia.org/wiki/Comma-separated_values
https://github.com/Blank-Xu/sql-adapter
https://github.com/Blank-Xu/sql-adapter
https://github.com/Blank-Xu
https://github.com/casbin/xorm-adapter
https://github.com/casbin/xorm-adapter
https://github.com/go-xorm/xorm/
https://github.com/casbin/gorm-adapter

Adapter

Adapter

GORM
Adapter Ex

Ent Adapter

Beego ORM
Adapter

SQLX
Adapter

Sqlx
Adapter

GF ORM
Adapter

GoFrame
ORM
Adapter

gf-adapter

Gdb
Adapter

Type

ORM

ORM

ORM

ORM

ORM

ORM

ORM

ORM

ORM

Author

Casbin

Casbin

Casbin

@memwey

@Blank-Xu

@vance-liu

@kotlin2018

@zcyc

@jxo-me

AutoSave

Description

Server are supported by GORM

MySQL, PostgreSQL, Sqlite3, SQL
Server are supported by GORM

MySQL, MariaDB, PostgreSQL,
SQLite, Gremlin-based graph
databases are supported by ent
ORM

MySQL, PostgreSQL, Sqlite3 are
supported by Beego ORM

MySQL, PostgreSQL, SQLite, Oracle
are supported by SQLX

MySQL, PostgreSQL, SQL Server,
SQLite3 are supported in master
branch and Oracle is supported in
oracle branch by sqlx

MySQL, SQLite, PostgreSQL, Oracle,
SQL Server are supported by
GoFrame ORM

MySQL, SQLite, PostgreSQL, Oracle,
SQL Server are supported by
GoFrame ORM

MySQL, SQLite, PostgreSQL, Oracle,
SQL Server are supported by
GoFrame ORM

MySQL, SQLite, PostgreSQL, Oracle,
SQL Server are supported by


https://github.com/casbin/gorm-adapter
https://github.com/go-gorm/gorm
https://github.com/casbin/gorm-adapter-ex
https://github.com/casbin/gorm-adapter-ex
https://github.com/go-gorm/gorm
https://github.com/casbin/ent-adapter
https://entgo.io/
https://entgo.io/
https://github.com/casbin/beego-orm-adapter
https://github.com/casbin/beego-orm-adapter
https://beego.wiki/docs/mvc/model/overview/
https://github.com/memwey/casbin-sqlx-adapter
https://github.com/memwey/casbin-sqlx-adapter
https://github.com/memwey
https://github.com/jmoiron/sqlx
https://github.com/Blank-Xu/sqlx-adapter
https://github.com/Blank-Xu/sqlx-adapter
https://github.com/Blank-Xu
https://github.com/jmoiron/sqlx
https://github.com/vance-liu/gdb-adapter
https://github.com/vance-liu/gdb-adapter
https://github.com/vance-liu
https://github.com/gogf/gf/tree/master/contrib/drivers
https://github.com/kotlin2018/adapter
https://github.com/kotlin2018/adapter
https://github.com/kotlin2018/adapter
https://github.com/kotlin2018
https://github.com/gogf/gf/tree/master/contrib/drivers
https://github.com/zcyc/gf-adapter
https://github.com/zcyc
https://github.com/gogf/gf/tree/master/contrib/drivers
https://github.com/jxo-me/gdb-adapter
https://github.com/jxo-me/gdb-adapter
https://github.com/jxo-me

Adapter

GoFrame
V2 Adapter

Bun
Adapter

Filtered
PostgreSQL
Adapter

Filtered pgx
Adapter

Pgx
Adapter

PostgreSQL
Adapter

RQLite
Adapter

MongoDB
Adapter

RethinkDB
Adapter

Cassandra
Adapter

DynamoDB
Adapter

Type

ORM

ORM

SQL

SQL

SQL

SQL

SQL

NoSQL

NoSQL

NoSQL

NoSQL

Author

@hailaz

@JunNishimura

Casbin

@pckhoi

@gtoxlili

@cychiuae

EDOMO Systems

Casbin

@adityapandey9

Casbin

HOOQ

AutoSave

Description

GoFrame ORM

MySQL, SQLite, PostgreSQL, Oracle,
SQL Server are supported by
GoFrame ORM

MySQL, SQLite, PostgreSQL, SQL
Server are supported by Bun ORM

For PostgreSQL

PostgreSQL is supported by pgx

PostgreSQL is supported by pgx,
supports customizable column count

For PostgreSQL

For RQLite

For MongoDB based on MongoDB Go
Driver

For RethinkDB

For Apache Cassandra DB

For Amazon DynamoDB


https://github.com/gogf/gf/tree/master/contrib/drivers
https://github.com/hailaz/gf-casbin-adapter
https://github.com/hailaz/gf-casbin-adapter
https://github.com/hailaz
https://goframe.org/pages/viewpage.action?pageId=1114686
https://github.com/JunNishimura/casbin-bun-adapter
https://github.com/JunNishimura/casbin-bun-adapter
https://github.com/JunNishimura
https://bun.uptrace.dev/guide/drivers.html
https://github.com/casbin/casbin-pg-adapter
https://github.com/casbin/casbin-pg-adapter
https://github.com/casbin/casbin-pg-adapter
https://www.postgresql.org/
https://github.com/pckhoi/casbin-pgx-adapter
https://github.com/pckhoi/casbin-pgx-adapter
https://github.com/pckhoi
https://github.com/jackc/pgx
https://github.com/gtoxlili/pgx-adapter
https://github.com/gtoxlili/pgx-adapter
https://github.com/gtoxlili
https://github.com/jackc/pgx
https://github.com/cychiuae/casbin-pg-adapter
https://github.com/cychiuae/casbin-pg-adapter
https://github.com/cychiuae
https://www.postgresql.org/
https://github.com/edomosystems/rqlite-adapter
https://github.com/edomosystems/rqlite-adapter
https://github.com/edomosystems
https://github.com/rqlite/rqlite/
https://github.com/casbin/mongodb-adapter
https://github.com/casbin/mongodb-adapter
https://www.mongodb.com/
https://github.com/mongodb/mongo-go-driver
https://github.com/mongodb/mongo-go-driver
https://github.com/adityapandey9/rethinkdb-adapter
https://github.com/adityapandey9/rethinkdb-adapter
https://github.com/adityapandey9
https://rethinkdb.com/
https://github.com/casbin/cassandra-adapter
https://github.com/casbin/cassandra-adapter
http://cassandra.apache.org/
https://github.com/HOOQTV/dynacasbin
https://github.com/HOOQTV/dynacasbin
https://github.com/HOOQTV
https://aws.amazon.com/dynamodb/

Adapter

Dynacasbin

ArangoDB
Adapter

Amazon S3
Adapter

Go CDK
Adapter

Azure
Cosmos DB
Adapter

GCP
Firestore
Adapter

GCP Cloud
Storage
Adapter

GCP Cloud
Spanner
Adapter

Consul
Adapter

Redis
Adapter
(Redigo)

Type

NoSQL

NoSQL

Cloud

Cloud

Cloud

Cloud

Cloud

Cloud

KV
store

KV
store

Author

NewbMiao

@adamwasila

Soluto

@bartventer

@spacycoder

@reedom

qurami

@flowerinthenight

@ankitm123

Casbin

AutoSave

Description

For Amazon DynamoDB

For ArangoDB

For Minio and Amazon S3

Adapter based on Go Cloud Dev Kit
that supports: Amazon DynamoDB,
Azure CosmosDB, GCP Firestore,
MongoDB, In-Memory

For Microsoft Azure Cosmos DB

For Google Cloud Platform Firestore

For Google Cloud Platform Cloud
Storage

For Google Cloud Platform Cloud
Spanner

For HashiCorp Consul

For Redis


https://github.com/NewbMiao/dynacasbin
https://github.com/NewbMiao
https://aws.amazon.com/dynamodb/
https://github.com/adamwasila/arangodb-adapter
https://github.com/adamwasila/arangodb-adapter
https://github.com/adamwasila
https://www.arangodb.com/
https://github.com/Soluto/casbin-minio-adapter
https://github.com/Soluto/casbin-minio-adapter
https://github.com/Soluto
https://github.com/minio/minio
https://aws.amazon.com/s3/
https://github.com/bartventer/casbin-go-cloud-adapter
https://github.com/bartventer/casbin-go-cloud-adapter
https://github.com/bartventer
https://gocloud.dev/
https://github.com/spacycoder/cosmos-casbin-adapter
https://github.com/spacycoder/cosmos-casbin-adapter
https://github.com/spacycoder/cosmos-casbin-adapter
https://github.com/spacycoder
https://docs.microsoft.com/en-us/azure/cosmos-db/introduction
https://github.com/reedom/casbin-firestore-adapter
https://github.com/reedom/casbin-firestore-adapter
https://github.com/reedom/casbin-firestore-adapter
https://github.com/reedom
https://cloud.google.com/firestore/
https://github.com/qurami/casbin-cloud-storage-adapter
https://github.com/qurami/casbin-cloud-storage-adapter
https://github.com/qurami/casbin-cloud-storage-adapter
https://github.com/qurami
https://cloud.google.com/storage/
https://cloud.google.com/storage/
https://github.com/flowerinthenight/casbin-spanner-adapter
https://github.com/flowerinthenight/casbin-spanner-adapter
https://github.com/flowerinthenight/casbin-spanner-adapter
https://github.com/flowerinthenight
https://cloud.google.com/spanner/
https://cloud.google.com/spanner/
https://github.com/ankitm123/consul-adapter
https://github.com/ankitm123/consul-adapter
https://github.com/ankitm123
https://www.consul.io/
https://github.com/casbin/redis-adapter
https://github.com/casbin/redis-adapter
https://github.com/casbin/redis-adapter
https://redis.io/

Adapter

Redis
Adapter
(go-redis)

Etcd
Adapter

BoltDB
Adapter

Bolt
Adapter

BadgerDB
Adapter

Protobuf
Adapter

JSON
Adapter

String
Adapter

HTTP File
Adapter

FileSystem
Adapter

Adapter
File

Adapter
(built-in)

Type

KV
store

KV
store

KV
store

KV
store

KV
store

Stream

String

String

HTTP

File

Type

File

Author

@mlsen

@sebastianliu

@speza

@wirepair

@inits

Casbin

Casbin

@giangmzsx

@h4ckedneko

@naucon

Author

Casbin

AutoSave Description

X

AutoSave

X

For Redis

For etcd

For Bolt

For Bolt

For BadgerDB

For Google Protocol Buffers

For JSON

For String

For http.FileSystem

For fs.FS and embed.FS

Description

For .CSV (Comma-Separated Values) files


https://github.com/mlsen/casbin-redis-adapter
https://github.com/mlsen/casbin-redis-adapter
https://github.com/mlsen/casbin-redis-adapter
https://github.com/mlsen
https://redis.io/
https://github.com/sebastianliu/etcd-adapter
https://github.com/sebastianliu/etcd-adapter
https://github.com/sebastianliu
https://github.com/coreos/etcd
https://github.com/speza/casbin-bolt-adapter
https://github.com/speza/casbin-bolt-adapter
https://github.com/speza
https://github.com/boltdb/bolt
https://github.com/wirepair/bolt-adapter
https://github.com/wirepair/bolt-adapter
https://github.com/wirepair
https://github.com/boltdb/bolt
https://github.com/inits/casbin-badgerdb-adapter
https://github.com/inits/casbin-badgerdb-adapter
https://github.com/inits
https://github.com/dgraph-io/badger
https://github.com/casbin/protobuf-adapter
https://github.com/casbin/protobuf-adapter
https://developers.google.com/protocol-buffers/
https://github.com/casbin/json-adapter
https://github.com/casbin/json-adapter
https://www.json.org/
https://github.com/qiangmzsx/string-adapter
https://github.com/qiangmzsx/string-adapter
https://github.com/qiangmzsx
https://github.com/h4ckedneko/casbin-httpfs
https://github.com/h4ckedneko/casbin-httpfs
https://github.com/h4ckedneko
https://golang.org/src/net/http/fs.go
https://github.com/naucon/casbin-fs-adapter
https://github.com/naucon/casbin-fs-adapter
https://github.com/naucon
https://pkg.go.dev/io/fs
https://pkg.go.dev/embed
http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
https://en.wikipedia.org/wiki/Comma-separated_values

Adapter

JDBC
Adapter

Hibernate
Adapter

MyBatis
Adapter

Hutool
Adapter

MongoDB
Adapter

DynamoDB
Adapter

Redis
Adapter

Adapter

File Adapter
(built-in)

Filtered File
Adapter
(built-in)

String
Adapter

(built-in)

Basic

Type

JDBC

ORM

ORM

ORM

NoSQL

NoSQL

KV
store

Type

File

File

String

Native

Author AutoSave
Casbin
Casbin
Casbin
@mapleafgo
Casbin
Casbin X
Casbin

Author
Casbin
Casbin
@calebfaruki
Casbin

Description

MySQL, Oracle, PostgreSQL, DB2, Sybase,
SQL Server are supported by JDBC

Oracle, DB2, SQL Server, Sybase, MySQL,
PostgreSQL are supported by Hibernate

MySQL, Oracle, PostgreSQL, DB2, Sybase,
SQL Server (the same as JDBC) are
supported by MyBatis 3

MySQL, Oracle, PostgreSQL, SQLite are
supported by Hutool

MongoDB is supported by mongodb-driver-
sync

For Amazon DynamoDB

For Redis

AutoSave Description

X For .CSV (Comma-Separated
Values) files
For .CSV (Comma-Separated

X Values) files with policy
subset loading support

X For String

pg, mysql, mysql2, sqlite3,


https://github.com/jcasbin/jdbc-adapter
https://github.com/jcasbin/jdbc-adapter
https://docs.oracle.com/cd/E19226-01/820-7688/gawms/index.html
https://github.com/jcasbin/hibernate-adapter
https://github.com/jcasbin/hibernate-adapter
http://www.hibernate.org/
https://github.com/jcasbin/mybatis-adapter
https://github.com/jcasbin/mybatis-adapter
https://mybatis.org/mybatis-3/
https://github.com/mapleafgo/jcasbin-extra
https://github.com/mapleafgo/jcasbin-extra
https://github.com/mapleafgo
https://github.com/looly/hutool
https://github.com/jcasbin/jcasbin-mongo-adapter
https://github.com/jcasbin/jcasbin-mongo-adapter
https://mongodb.github.io/mongo-java-driver/
https://mongodb.github.io/mongo-java-driver/
https://github.com/jcasbin/dynamodb-adapter
https://github.com/jcasbin/dynamodb-adapter
https://aws.amazon.com/dynamodb/
https://github.com/jcasbin/redis-adapter
https://github.com/jcasbin/redis-adapter
https://redis.io/
http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
https://en.wikipedia.org/wiki/Comma-separated_values
https://en.wikipedia.org/wiki/Comma-separated_values
http://localhost:3000/docs/policy-subset-loading
http://localhost:3000/docs/policy-subset-loading
http://localhost:3000/docs/policy-subset-loading
https://en.wikipedia.org/wiki/Comma-separated_values
https://en.wikipedia.org/wiki/Comma-separated_values
https://github.com/casbin/node-casbin/blob/master/src/persist/stringAdapter.ts
https://github.com/casbin/node-casbin/blob/master/src/persist/stringAdapter.ts
https://github.com/casbin/node-casbin/blob/master/src/persist/stringAdapter.ts
https://github.com/calebfaruki
https://github.com/node-casbin/basic-adapter

Adapter

Adapter

Sequelize
Adapter

TypeORM
Adapter

Prisma
Adapter

Knex
Adapter

Objection.js
Adapter

MikroORM
Adapter

Node
PostgreSQL

Type

ORM

ORM

ORM

ORM

ORM

ORM

ORM

SQL

Author

Casbin

Casbin

Casbhin

knex

@willsoto

@baisheng

@touchifyapp

AutoSave

Description

oracledb, mssql are
supported by the adapter
itself

MySQL, PostgreSQL, SQLite,
Microsoft SQL Server are
supported by Sequelize

MySQL, PostgreSQL,
MariaDB, SQLite, MS SQL
Server, Oracle, WebSQL,
MongoDB are supported by
TypeORM

MySQL, PostgreSQL,
MariaDB, SQLite, MS SQL
Server, AWS Aurora, Azure
SQL are supported by
Prisma

MSSQL, MySQL,
PostgreSQL, SQLite3, Oracle
are supported by Knex.js

MSSQL, MySQL,
PostgreSQL, SQLite3, Oracle
are supported by
Objection.js

MongoDB, MySQL, MariaDB,
PostgreSQL, SQLite are
supported by MikroORM

PostgreSQL adapter with
advanced policy subset


https://github.com/node-casbin/basic-adapter
https://github.com/node-casbin/sequelize-adapter
https://github.com/node-casbin/sequelize-adapter
https://github.com/sequelize/sequelize
https://github.com/node-casbin/typeorm-adapter
https://github.com/node-casbin/typeorm-adapter
https://github.com/typeorm/typeorm
https://github.com/node-casbin/prisma-adapter
https://github.com/node-casbin/prisma-adapter
https://www.prisma.io/
https://github.com/knex/casbin-knex-adapter
https://github.com/knex/casbin-knex-adapter
https://github.com/knex
https://knexjs.org/
https://github.com/willsoto/casbin-objection-adapter
https://github.com/willsoto/casbin-objection-adapter
https://github.com/willsoto
https://vincit.github.io/objection.js/
https://github.com/baisheng/casbin-mikroorm-adapter
https://github.com/baisheng/casbin-mikroorm-adapter
https://github.com/baisheng
https://mikro-orm.io/
https://github.com/touchifyapp/casbin-pg-adapter
https://github.com/touchifyapp/casbin-pg-adapter
https://github.com/touchifyapp

Adapter

Native
Adapter

Mongoose
Adapter

Mongoose
Adapter
(No-
Transaction)

Node
MongoDB
Native
Adapter

Node
MongoDB
Native
Adapter

DynamoDB
Adapter

Couchbase
Adapter

Redis
Adapter

Redis
Adapter

Type

NoSQL

NoSQL

NoSQL

NoSQL

NoSQL

NoSQL

KV
store

KV
store

Author

elastic.io and Casbin

minhducck

NathanBhaniji

@juicycleff

@fospitia

@MarkMYoung

Casbin

@NandaKishorJeripothula

AutoSave

Description

loading support and
improved performances built
with node-postgres.

MongoDB is supported by

Mongoose

MongoDB is supported by
Mongoose

For Node MongoDB Native

For Node MongoDB Native

For Amazon DynamoDB

For Couchbase

For Redis

For Redis


https://github.com/touchifyapp/casbin-pg-adapter
https://github.com/touchifyapp/casbin-pg-adapter
https://node-postgres.com/
https://github.com/node-casbin/mongoose-adapter
https://github.com/node-casbin/mongoose-adapter
https://github.com/elasticio
https://mongoosejs.com/
https://github.com/minhducck/casbin-mongoose-adapter
https://github.com/minhducck/casbin-mongoose-adapter
https://github.com/minhducck/casbin-mongoose-adapter
https://github.com/minhducck/casbin-mongoose-adapter
https://github.com/minhducck
https://mongoosejs.com/
https://github.com/NathanBhanji/mongodb-casbin-adapter
https://github.com/NathanBhanji/mongodb-casbin-adapter
https://github.com/NathanBhanji/mongodb-casbin-adapter
https://github.com/NathanBhanji/mongodb-casbin-adapter
https://github.com/NathanBhanji
https://mongodb.github.io/node-mongodb-native/
https://github.com/juicycleff/casbin-mongodb-adapter
https://github.com/juicycleff/casbin-mongodb-adapter
https://github.com/juicycleff/casbin-mongodb-adapter
https://github.com/juicycleff/casbin-mongodb-adapter
https://github.com/juicycleff
https://mongodb.github.io/node-mongodb-native/
https://github.com/fospitia/casbin-dynamodb-adapter
https://github.com/fospitia/casbin-dynamodb-adapter
https://github.com/fospitia
https://aws.amazon.com/dynamodb/
https://github.com/MarkMYoung/casbin-couchbase-adapter
https://github.com/MarkMYoung/casbin-couchbase-adapter
https://github.com/MarkMYoung
https://www.couchbase.com/
https://github.com/node-casbin/redis-adapter
https://github.com/node-casbin/redis-adapter
https://redis.io/
https://github.com/NandaKishorJeripothula/node-casbin-redis-adapter
https://github.com/NandaKishorJeripothula/node-casbin-redis-adapter
https://github.com/NandaKishorJeripothula
https://redis.io/

Adapter

File Adapter
(built-in)

Database
Adapter

Zend Db
Adapter

Doctrine
DBAL
Adapter
(Recommend)

Medoo
Adapter

Laminas-db
Adapter

Zend-db
Adapter

ThinkORM
Adapter
(ThinkPHP)

Redis
Adapter

Type

File

ORM

ORM

ORM

ORM

ORM

ORM

ORM

KV
store

Author

Casbin

Casbin

Casbin

Casbin

Casbin

Casbin

Casbin

Casbin

@nshake

AutoSave

X

X

Description

For .CSV (Comma-Separated Values) files

MySQL, PostgreSQL, SQLite, Microsoft SQL
Server are supported by techone/database

MySQL, PostgreSQL, SQLite, Oracle, IBM DB2,
Microsoft SQL Server, Other PDO Driver are
supported by zend-db

Powerful PHP database abstraction layer
(DBAL) with many features for database
schema introspection and management.

Medoo is a lightweight PHP Database
Framework to Accelerate Development,
supports all SQL databases, including MySQL ,
MSSQL, SQLite, MariaDB, PostgreSQL,
Sybase, Oracle and more.

MySQL, PostgreSQL, Oracle, IBM DB2,
Microsoft SQL Server, PDO, etc. are
supported by laminas-db

MySQL, PostgreSQL, Oracle, IBM DB2,
Microsoft SQL Server, PDO, etc. are
supported by zend-db

MySQL, PostgreSQL, SQLite, Oracle,

Microsoft SQL Server, MongoDB are
supported by ThinkORM

For Redis


http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
https://en.wikipedia.org/wiki/Comma-separated_values
https://github.com/php-casbin/database-adapter
https://github.com/php-casbin/database-adapter
https://github.com/techoner/database
https://github.com/php-casbin/zend-db-adapter
https://github.com/php-casbin/zend-db-adapter
https://docs.zendframework.com/zend-db/
https://github.com/php-casbin/dbal-adapter
https://github.com/php-casbin/dbal-adapter
https://github.com/php-casbin/dbal-adapter
https://github.com/php-casbin/dbal-adapter
https://github.com/doctrine/dbal
https://github.com/php-casbin/medoo-adapter
https://github.com/php-casbin/medoo-adapter
https://github.com/catfan/Medoo
https://github.com/php-casbin/laminas-db-adapter
https://github.com/php-casbin/laminas-db-adapter
https://github.com/laminas/laminas-db
https://github.com/php-casbin/zend-db-adapter
https://github.com/php-casbin/zend-db-adapter
https://github.com/zendframework/zend-db
https://github.com/getandpost/tp3-adapter
https://github.com/getandpost/tp3-adapter
https://github.com/getandpost/tp3-adapter
https://github.com/top-think/think-orm
https://github.com/nsnake/CasbinAdapter-Redis-Adapter
https://github.com/nsnake/CasbinAdapter-Redis-Adapter
https://github.com/nsnake
https://redis.io/

Adapter

File Adapter
(built-in)

Django ORM
Adapter

SQLObject
Adapter

SQLAIchemy
Adapter

Type

File

ORM

ORM

ORM

Author

Casbin

Casbin

Casbin

Casbin

Description

For .CSV
(Comma-
Separated
Values) files

PostgreSQL,
MariaDB,
MySQL,
Oracle,
SQLite, IBM
DB2,
Microsoft
SQL Server,
Firebird,
ODBC are
supported by
Django ORM

PostgreSQL,
MySQL,
SQLite,
Microsoft
SQL Server,
Firebird,
Sybase, MAX
DB,
pyfirebirdsql
are
supported by
SQLObject

PostgreSQL,
MySQL,
SQLite,
Oracle,


http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
https://en.wikipedia.org/wiki/Comma-separated_values
https://en.wikipedia.org/wiki/Comma-separated_values
https://en.wikipedia.org/wiki/Comma-separated_values
https://en.wikipedia.org/wiki/Comma-separated_values
https://github.com/officialpycasbin/django-orm-adapter
https://github.com/officialpycasbin/django-orm-adapter
https://docs.djangoproject.com/en/3.0/ref/databases/
https://github.com/officialpycasbin/sqlobject-adapter
https://github.com/officialpycasbin/sqlobject-adapter
http://www.sqlobject.org/index.html
https://github.com/officialpycasbin/sqlalchemy-adapter
https://github.com/officialpycasbin/sqlalchemy-adapter

Adapter

Async
SQLAIchemy
Adapter

Async
Databases
Adapter

Peewee
Adapter

Type

ORM

ORM

ORM

Author

Casbin

Casbin

@shblhy

AutoSave

Description

Microsoft
SQL Server,
Firebird,
Sybase are
supported by
SQLAIchemy

PostgreSQL,
MySQL,
SQLite,
Oracle,
Microsoft
SQL Server,
Firebird,
Sybase are
supported by
SQLAIchemy

PostgreSQL,
MySQL,
SQLite,
Oracle,
Microsoft
SQL Server,
Firebird,
Sybase are
supported by
Databases

PostgreSQL,
MySQL,
SQLite are
supported by
Peewee


https://www.sqlalchemy.org/
https://github.com/officialpycasbin/async-sqlalchemy-adapter
https://github.com/officialpycasbin/async-sqlalchemy-adapter
https://github.com/officialpycasbin/async-sqlalchemy-adapter
https://www.sqlalchemy.org/
https://github.com/officialpycasbin/casbin-databases-adapter
https://github.com/officialpycasbin/casbin-databases-adapter
https://github.com/officialpycasbin/casbin-databases-adapter
https://www.encode.io/databases/
https://github.com/shblhy/peewee-adapter
https://github.com/shblhy/peewee-adapter
https://github.com/shblhy
http://docs.peewee-orm.com/

Adapter

MongoEngine
Adapter

Pony ORM
Adapter

Tortoise ORM
Adapter

Async Ormar
Adapter

SQLModel
Adapter

Couchbase
Adapter

Type

ORM

ORM

ORM

ORM

ORM

NoSQL

Author

@zhangbailong945

@drorvinkler

@thearchitector

@shepilov-
vladislav

@shepilov-
vladislav

Sciencelogic

AutoSave

X

(without

remove_filtered_policy())

Description

MongoDB is
supported by
MongoEngine

MySQL,
PostgreSQL,
SQLite,
Oracle,
CockroachDB
are
supported by
Pony ORM

PostgreSQL
(>=9.4),
MySQL,
MariaDB, and
SQLite are
supported by
Tortoise ORM

PostgreSQL,
MySQL,
SQLite are
supported by
Ormar

PostgreSQL,
MySQL,
SQLite are
supported by
SQLModel

For
Couchbase


https://github.com/zhangbailong945/mongoengine_adapter
https://github.com/zhangbailong945/mongoengine_adapter
https://github.com/zhangbailong945
http://mongoengine.org/
https://github.com/drorvinkler/pycasbin-pony-adapter
https://github.com/drorvinkler/pycasbin-pony-adapter
https://github.com/drorvinkler
https://ponyorm.org/
https://github.com/thearchitector/casbin-tortoise-adapter
https://github.com/thearchitector/casbin-tortoise-adapter
https://github.com/thearchitector
https://tortoise.github.io/databases.html
https://github.com/shepilov-vladislav/ormar-casbin-adapter
https://github.com/shepilov-vladislav/ormar-casbin-adapter
https://github.com/shepilov-vladislav
https://github.com/shepilov-vladislav
https://github.com/collerek/ormar/
https://github.com/shepilov-vladislav/async-casbin-sqlmodel-adapter
https://github.com/shepilov-vladislav/async-casbin-sqlmodel-adapter
https://github.com/shepilov-vladislav
https://github.com/shepilov-vladislav
https://github.com/tiangolo/sqlmodel
https://github.com/ScienceLogic/casbin-couchbase-adapter
https://github.com/ScienceLogic/casbin-couchbase-adapter
https://github.com/ScienceLogic
https://www.couchbase.com/

Adapter Type Author AutoSave Description

DynamoDB _ For
NoSQL @abgadeer
Adapter DynamoDB
MongoDB is
Pymongo .
NoSQL Casbin X supported by
Adapter
Pymongo
Redis KV . _ .
Casbin For Redis
Adapter store
For Google
GCP Firebase . _ Cloud
Cloud @devrushi41
Adapter Platform
Firebase
Adapter  Type Author AutoSave Description
File
Adapter For .CSV (Comma-Separated Values
.p File Casbin X ] P )
(built- files
in)

MySQL, PostgreSQL, SQLite, Microsoft

EF
- ORM Casbin X SQL Server, Oracle, DB2, etc. are
apter
P supported by Entity Framework 6
EFC MySQL, PostgreSQL, SQLite, Microsoft
ore
Adat ORM Casbin SQL Server, Oracle, DB2, etc. are
apter
P supported by Entity Framework Core
T MySQL, PostgreSQL, SQLite, Microsoft
in
g ORM @Tirael SQL Server, Oracle, Access, Firebird,
Adapter

Sybase, etc. are supported by ling2db

Azure Cloud @sagarkhandelwal For Microsoft Azure Cosmos DB


https://github.com/abqadeer/python-dycasbin
https://github.com/abqadeer/python-dycasbin
https://github.com/abqadeer/
https://aws.amazon.com/dynamodb/
https://github.com/officialpycasbin/pymongo-adapter
https://github.com/officialpycasbin/pymongo-adapter
https://pypi.org/project/pymongo/
https://github.com/officialpycasbin/redis-adapter
https://github.com/officialpycasbin/redis-adapter
https://redis.io/
https://github.com/devrushi41/pycasbin-firebase-adapter
https://github.com/devrushi41/pycasbin-firebase-adapter
https://github.com/devrushi41
https://firebase.google.com/
https://firebase.google.com/
https://firebase.google.com/
https://firebase.google.com/
http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
https://en.wikipedia.org/wiki/Comma-separated_values
https://github.com/casbin-net/EF-Adapter
https://github.com/casbin-net/EF-Adapter
https://docs.microsoft.com/en-us/ef/ef6/
https://github.com/casbin-net/EFCore-Adapter
https://github.com/casbin-net/EFCore-Adapter
https://docs.microsoft.com/en-us/ef/core/
https://github.com/Tirael/Linq2DB-Adapter
https://github.com/Tirael/Linq2DB-Adapter
https://github.com/Tirael
https://github.com/linq2db/linq2db/blob/master/Tests/Base/TestProvName.cs
https://github.com/linq2db/linq2db/blob/master/Tests/Base/TestProvName.cs
https://github.com/linq2db/linq2db/blob/master/Tests/Base/TestProvName.cs
https://github.com/linq2db/linq2db
https://github.com/sagarkhandelwal/Casbin-Using-Cosmos
https://github.com/sagarkhandelwal
https://docs.microsoft.com/en-us/azure/cosmos-db/introduction

Adapter Type

Cosmos
DB
Adapter

Adapter

File Adapter
(built-in)

Diesel
Adapter

Sqlx
Adapter

SeaORM
Adapter

SeaORM
Adapter

Rbatis
Adapter

DynamodDB
Adapter

MongoDB
Adapter

Type

File

ORM

ORM

ORM

ORM

ORM

NoSQL

MongoDB

Author AutoSave Description
Author AutoSave Description
For .CSV (Comma-Separated
Casbin X ) P
Values) files
SQLite, PostgreSQL, MySQL are
Casbin e ) d
supported by Diesel
PostgreSQL, MySQL are
Casbin supported by Sqlx with fully
asynchronous operation
PostgreSQL, MySQL, SQLite are
@lingdu1234 supported by SeaORM with fully
asynchronous operation
PostgreSQL, MySQL, SQLite are
@ZihanType supported by SeaORM with fully
asynchronous operation
MySQL, PostgreSQL, SQLite, SQL
. _ Server, MariaDB, TiDB,
rbatis
CockroachDB, Oracle are
supported by Rbatis
@fospitia For Amazon DynamoDB
@wangjun861205 For MongoDB


https://github.com/sagarkhandelwal/Casbin-Using-Cosmos
https://github.com/sagarkhandelwal/Casbin-Using-Cosmos
https://github.com/sagarkhandelwal/Casbin-Using-Cosmos
http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
https://en.wikipedia.org/wiki/Comma-separated_values
https://en.wikipedia.org/wiki/Comma-separated_values
https://github.com/casbin-rs/diesel-adapter
https://github.com/casbin-rs/diesel-adapter
https://github.com/diesel-rs/diesel/blob/master/guide_drafts/backend_installation.md
http://diesel.rs/
https://github.com/casbin-rs/sqlx-adapter
https://github.com/casbin-rs/sqlx-adapter
https://github.com/launchbadge/sqlx
https://github.com/lingdu1234/sea_orm_casbin_adapter
https://github.com/lingdu1234/sea_orm_casbin_adapter
https://github.com/lingdu1234
https://github.com/SeaQL/sea-orm
https://github.com/ZihanType/sea-orm-adapter
https://github.com/ZihanType/sea-orm-adapter
https://github.com/ZihanType
https://github.com/SeaQL/sea-orm
https://github.com/jiashiwen/casbin-rbatis-adapter
https://github.com/jiashiwen/casbin-rbatis-adapter
https://github.com/rbatis
https://github.com/rbatis/rbatis
https://github.com/fospitia/dynamodb-adapter
https://github.com/fospitia/dynamodb-adapter
https://github.com/fospitia
https://aws.amazon.com/dynamodb/
https://github.com/wangjun861205/nb-mongo-adapter
https://github.com/wangjun861205/nb-mongo-adapter
https://github.com/wangjun861205
https://www.mongodb.com/

Adapter Type Author AutoSave Description

JSON . . -
String Casbin For JSON
Adapter
YAML . . _
String Casbin For YAML
Adapter
Strin
9 String Casbin X For String
Adapter
Adapter Type Author AutoSave Description
File
Adapter . . .
(built File Casbin X For .CSV (Comma-Separated Values) files
uilt-
in)
s | ADO, Amalgalite, IBM_DB, JDBC, MySQL, Mysql2,
eque
Adq ; ORM  CasbinRuby ODBC, Oracle, PostgreSQL, SQLAnywhere,
apter
P SQLite3, and TinyTDS are supported by Sequel
Adapter Type Author  AutoSave Description
File Adapter . . ;
o File Casbin X For .CSV (Comma-Separated Values) files
(built-in)
Memory
Adapter (built- Memory Casbin X For memory
in)
PostgreSQL, SQLite, MySQL, MongoDB
Fluent Adapter ORM Casbin g Y g
are supported by Fluent
Adapter Type Author AutoSave Description

File Adapter File Casbin X For .CSV (Comma-Separated Values)


http://github.com/casbin-rs/json-adapter
http://github.com/casbin-rs/json-adapter
https://json.org/
https://github.com/casbin-rs/yaml-adapter
https://github.com/casbin-rs/yaml-adapter
https://yaml.org/
https://github.com/casbin-rs/string-adapter
https://github.com/casbin-rs/string-adapter
https://doc.rust-lang.org/std/string/struct.String.html
http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
https://en.wikipedia.org/wiki/Comma-separated_values
https://github.com/CasbinRuby/casbin-ruby-sql-adapter
https://github.com/CasbinRuby/casbin-ruby-sql-adapter
https://github.com/CasbinRuby
http://sequel.jeremyevans.net/
http://sequel.jeremyevans.net/
http://sequel.jeremyevans.net/
http://sequel.jeremyevans.net/
http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/adapters#file-adapter-built-in
https://en.wikipedia.org/wiki/Comma-separated_values
https://github.com/casbin/SwiftCasbin/blob/master/Sources/Casbin/Adapter/MemoryAdapter.swift
https://github.com/casbin/SwiftCasbin/blob/master/Sources/Casbin/Adapter/MemoryAdapter.swift
https://github.com/casbin/SwiftCasbin/blob/master/Sources/Casbin/Adapter/MemoryAdapter.swift
https://github.com/SwiftCasbin/fluent-adapter
https://docs.vapor.codes/4.0/fluent/overview/#drivers
https://github.com/vapor/fluent
http://localhost:3000/docs/adapters#file-adapter-built-in
https://en.wikipedia.org/wiki/Comma-separated_values

Adapter Type

(built-in)

Filtered File
Adapter File
(built-in)

LuaSQL
Adapter

ORM

4DaysORM
Adapter

ORM

OpenResty

ORM

Adapter

@ #i
SR A 2 A BR R UERC 28 A H casbin. NewEnforcer (), RIS B 3IN#E,

SERTLAE F e . LoadPolicy () M7 H EEHT MNZ RIS AL,

GNERIERCES N SLRF Auto-Save THRE, HEHSINEUMIPRRIGH:, SRISHINIARE B ) /17 [ F£ (.

1.
2.
£

R F5) H savePolicy () ROREATA RIS,

N/l

IXEBAHRM T TLARGI:

NAFERCey (WED

Author

Casbin

Casbin

Casbin

@tom2nonames

AutoSave

THER T E S FERC SR TG (L — MATT 5

Go

PHP Rust

Description

files

For .CSV (Comma-Separated Values)
files with policy subset loading support

MySQL, PostgreSQL, SQLite3 are
supported by LuaSQL

MySQL, SQLite3 are supported by
4DaysORM

MySQL, PostgreSQL are supported by
it


http://localhost:3000/docs/adapters#file-adapter-built-in
http://localhost:3000/docs/policy-subset-loading
http://localhost:3000/docs/policy-subset-loading
http://localhost:3000/docs/policy-subset-loading
https://en.wikipedia.org/wiki/Comma-separated_values
https://github.com/casbin-lua/luasql-adapter
https://github.com/casbin-lua/luasql-adapter
http://lunarmodules.github.io/luasql/
https://github.com/casbin-lua/4daysorm-adapter
https://github.com/casbin-lua/4daysorm-adapter
https://github.com/itdxer/4DaysORM
https://github.com/tom2nonames/lua-resty-casbin-adapter
https://github.com/tom2nonames/lua-resty-casbin-adapter
https://github.com/tom2nonames

import "github.com/casbin/casbin"

e := casbin.NewEnforcer ("examples/basic_model.conf", "examples/
basic_policy.csv")

use Cashin\Enforcer;

$e = new Enforcer('examples/basic_model.conf', 'examples/basic_policy.csv');

use casbin::prelude::*;

let mut e = Enforcer::new("examples/basic_model.conf", "examples/
basic_policy.csv").await?;

X5 NHEEIAEHR:

Go PHP Rust

import (
"github.com/casbin/casbin"
"github.com/casbin/casbin/file-adapter"

)
a := fileadapter.NewAdapter ("examples/basic_policy.csv")
e := casbin.NewEnforcer("examples/basic_model.conf", a)

use Casbin\Enforcer;
use Cashin\Persist\Adapters\FileAdapter;

$a
$e

new FileAdapter('examples/basic_policy.csv');
new Enforcer('examples/basic_model.conf', $a);

use casbin::prelude::*;

let a FileAdapter::new("examples/basic_policy.csv");
let e = Enforcer::new("examples/basic_model.conf", a).await?;



MySQLIGEHC 3

SR T A MMy SQLEHRE ZERIIa L — MATT AR,  BiEHEF]127.0.0.1:3306_EAIMYSQL DB, {#frootf

PIBR
ﬁ:%ﬁgo

Go Rust PHP

import (
"github.com/casbin/casbin"
"github.com/casbin/mysql-adapter"

mysqgladapter.NewAdapter("mysql", "root:@tcp(127.0.0.1:3306)/")
casbin.NewEnforcer("examples/basic_model.conf", a)

® @
I

// https://github.com/casbin-rs/diesel-adapter
// make sure you activate feature "mysql’

use casbin::prelude::*;
use diesel_adapter::{ConnOptions, DieselAdapter};

let mut conn_opts = ConnOptions::default();
conn_opts
.set_hostname("127.0.0.1")
.set_port(3306)
.set_host("127.0.0.1:3306") // overwrite hostname, port config
.set_database("casbin")
.set_auth("casbin_rs", "casbin_rs");

let a = DieselAdapter::new(conn_opts)?;
let mut e = Enforcer::new("examples/basic_model.conf", a).await?;

// https://github.com/php-casbin/dbal-adapter

use Cashin\Enforcer;
use CasbinAdapter\DBAL\Adapter as DatabaseAdapter;

$config = [
// Either 'driver' with one of the following values:
// pdo_mysql, pdo_sqlite, pdo_pgsql, pdo_oci (unstable),pdo_sqlsrv,pdo_sqlsrv,
// mysqli,sqlanywhere, sqlsrv,ibm_db2 (unstable),drizzle_pdo_mysql


https://github.com/casbin/mysql-adapter

{2 H SR RIS AL 8

AT DB R XA A B CRERCES :

import (
"github.com/casbin/casbin"
"github.com/your-username/your-repo"

)
a := yourpackage.NewAdapter (params)
e := casbin.NewEnforcer("examples/basic_model.conf", a)

FEA RIS HC 8% 2 MRS /5% 15

QUERIRAE N A BEHRIERC AR 2 B, PR AT DUXARA:

1 MADNER IS 17
e, _ := NewEnforcer(m, A)
B

e.SetAdapter(A)
e.LoadPolicy()

2 S RAIE ML A3 MA R 221 B

e.SetAdapter(B)

RIS MR EIB

e.SavePolicy()



BT I/ PR AF
RERTREIEA B AEAN AR BTN BT N RN B AR A7 SRS -

// Reload the model from the model CONF file.
e.LoadModel()

// Reload the policy from file/database.
e.LoadPolicy()

// Save the current policy (usually after changed with Casbin API) back to file/
database.
e.SavePolicy()

AutoSave

ERCERE — MUK Auto-Save BIZHRE, X —MEELASSCRF Auto-Save I, FEIRE B A] PSR B SRR
FsE FErh, 2 WEEHIER B RIEHIN,  1X5 savePolicy () R, KNEHESMEREEHHIAT
ARIEHN, FFR A CasbintifTas RIS R EZ I fE . [Hitt, HSRIEMNIR R BRI, FIRER]
FIMEREMIL,

MIEEC RS S Auto-Save [, AT DUEIL Enforcer.EnableAutoSave () BB HI%T, ZIETERING
(AN SOERL AR o

@ #i

1. Auto-Save THREZAIIERY, IEMALHSAT ARSI o R,

2. Auto-Save HTECasbinifT o &L S5 B I A 1R

3. #E LHEMER285IR T Autosave 5, DIEFIENEEE X Auto-Save

XE—Nnm{#F Auto-Save FY7RH]:

import (
"github.com/casbin/casbin"
"github.com/casbin/xorm-adapter"
_ "github.com/go-sql-driver/mysql"



HZRH), ESU: https://github.com/casbin/xorm-adapter/blob/master/adapter_test.go

Gl 2 5 SIS LA

FrE G A ER N il Adaptertz [, /RN MBI /T%E: LoadPolicy(model model.Model)

error Fl SavePolicy(model model.Model) error,

HA =R PO IER),  AIRIEACAR ST Auto-Save JIRE, “EATINIZHSEEL,

Jitk g filiid
LoadPolicy() W ERERINETE REE R
SavePolicy() B BTE RIS R B A
AddPolicy() AN CRESRISRLIU AN E £ (i
RemovePolicy() Al MAEAE R SRR

RemoveFilteredPolicy()  RI3E  MAEREHIIFR S i IS #s VL BC A SR FLI]

0

Q@ #ik
WHIERLAS A2 FF Auto-Save , ‘BN IZNIX =N AEREEREE— NS HEH, X2 — P GolangfrR
il :

// AddPolicy adds a policy rule to the storage.
func (a *Adapter) AddPolicy(sec string, ptype string, rule []string) error {
return errors.New("not implemented")

// RemovePolicy removes a policy rule from the storage.
func (a *Adapter) RemovePolicy(sec string, ptype string, rule []string) error {
return errors.New("not implemented")

// RemoveFilteredPolicy removes policy rules that match the filter from the
storage.
func (a *Adapter) RemoveFilteredPolicy(sec string, ptype string, fieldIndex


https://github.com/casbin/xorm-adapter/blob/master/adapter_test.go
https://github.com/casbin/casbin/blob/master/persist/adapter.go

Casbinfif T2 EE A IX =/ Al R B 22 20 not  implemented %1%,

KT A4 5 JE AL as B RIS B

BARL, IERCEEN SR B/ DI NA,

YRR, BROARBUREEAFRR %2 casbin o

FHo BOARRANIZE casbin_rule,

Ptype¥ll, IWHIIZFRN A ptype, TiAZE p_type 5L Ptype.

FENMN A (id int primary key, ptype varchar, v@ varchar, vi varchar, v2

varchar, v3 varchar, v4 varchar, v5 varchar),
ME—FE RSN AE ptype, vO, v1, v2,v3, v4, v5 ¥l F#EAT,
LoadFilteredPolicy FE— filter fENSEL, IWIEERNIZIGIXFE,

Ilpll:[ [ lla'l-icell ], [ llbobll ] ],

Ilgll : [ [ IIII, |lb00k_gr0upll ], [ Illl, llpen_groupll ] ],
"g2":[ [ "alice" ] ]

VE S o G BRI ?

TR, WERBIREARTEE, GRS RENS B a2 N casbin WEHEE, M ERTFEHERIE,
Xormi&AL s$E NS H 2B https://github.com/casbin/xorm-adapter

b IGERC RS

ContextAdapteryCasbini@liAsf2 it 7 — 1 b R SURKIAHEE

RS, AT DUOIERD A APISE B I QN s il S D RE

ZN/

gormadapter<fiii A _E N XHVIERCES, A2 B R SCSEBL A Izl

ca, _ := NewContextAdapter("mysql", "root:@tcp(127.0.0.1:3306)/", "casbin")
// Limited time 300s

ctx, cancel := context.WithTimeout(context.Background(), 300*time.Microsecond)
defer cancel()


https://github.com/casbin/xorm-adapter
https://github.com/casbin/casbin/blob/master/persist/adapter_context.go
https://github.com/casbin/gorm-adapter

gl s —A4 b S SGE RS

ContextAdapter APIHRLLIIEN Adapter APIZ T —E L RSCAbs, 7ES2BiiEAdapter APIFYEAT L,
TRAT DN B R SCat3EIR 3 R EIP 5

fAi2A5| ] gormadapter : adapter.go


https://github.com/casbin/gorm-adapter/blob/master/adapter.go

A > PJEIMRE >  Watchers

Watchers

BATFFEMMTHERSE, Weted, RYERFZ P Casbinff Tas LBz RIAT—2tk,  IX{EFAT]
I P REB I A FH 21> Casbinftii Ta KA PR B BRI A TH K

HRIEFEIER AR, FROPERETZFEPEENREN, AHHHEERGERER SRR AE N
WEHE R, NHERAL 7 CasbinMERHHI5EEAIFR,  BATRMEM S =77 Jg RIS i i o
Bk, TEIERTA], B HRINE AR

Go Java Node.js Python .NET Ruby PHP

Watcher Type Author Description
PostgreSQL
Database @IguteChung  WatcherEx for PostgreSQL
WatcherEx
Redis WatcherEx KV store Casbin WatcherEx for Redis
Redis Watcher KV store @billcobbler Watcher for Redis
Etcd Watcher KV store Casbin Watcher for etcd
TiKV Watcher KV store Casbin Watcher for TiKV
Messaging
Kafka Watcher @wgarunap Watcher for Apache Kafka
system
Messaging
NATS Watcher Soluto Watcher for NATS
system

ZooKeeper Watcher  Messaging  Grepsr Watcher for Apache ZooKeeper


http://localhost:3000/zh/
https://github.com/coreos/etcd
https://github.com/IguteChung/casbin-psql-watcher
https://github.com/IguteChung/casbin-psql-watcher
https://github.com/IguteChung
https://www.postgresql.org/
https://github.com/casbin/redis-watcher
http://redis.io/
https://github.com/billcobbler/casbin-redis-watcher
https://github.com/billcobbler
http://redis.io/
https://github.com/casbin/etcd-watcher
https://github.com/coreos/etcd
https://github.com/casbin/tikv-watcher
https://github.com/tikv/tikv
https://github.com/wgarunap/casbin-kafka-watcher
https://github.com/wgarunap
https://kafka.apache.org/
https://github.com/Soluto/casbin-nats-watcher
https://github.com/Soluto
https://nats.io/
https://github.com/grepsr/casbin-zk-watcher
https://github.com/grepsr
https://zookeeper.apache.org/

Watcher

NATS, RabbitMQ,
GCP Pub/Sub, AWS
SNS & SQS, Kafka,
InMemory

NATS, RabbitMQ,
GCP Pub/Sub, AWS

SNS & SQS, Kafka,
InMemory

RocketMQ Watcher

Watcher

Etcd Adapter

Redis Watcher

Redis WatcherEx

Lettuce-Based Redis
Watcher

PostgreSQL Watcher

Kafka Watcher

Type

system

Messaging
System

Messaging
System

Messaging
system

Type

KV store

KV store

KV store

KV store

Database

Messaging
system

Author

@rusenask

@bartventer

@fmyxyz

Author

Description

Watcher based on Go Cloud Dev
Kit that works with leading cloud
providers and self-hosted
infrastructure

WatcherEx based on Go Cloud
Dev Kit that works with leading
cloud providers and self-hosted
infrastructure

Watcher for Apache RocketMQ

Description

@mapleafgo  Watcher for etcd

Casbin

Casbin

Casbin

Casbin

Casbin

Watcher for Redis

WatcherEx for Redis

Watcher for Redis based on
Lettuce)

Watcher for PostgreSQL

Watcher for Apache Kafka


https://github.com/rusenask/casbin-go-cloud-watcher
https://github.com/rusenask/casbin-go-cloud-watcher
https://github.com/rusenask/casbin-go-cloud-watcher
https://github.com/rusenask/casbin-go-cloud-watcher
https://github.com/rusenask/
https://gocloud.dev/
https://gocloud.dev/
https://github.com/bartventer/casbin-go-cloud-watcher
https://github.com/bartventer/casbin-go-cloud-watcher
https://github.com/bartventer/casbin-go-cloud-watcher
https://github.com/bartventer/casbin-go-cloud-watcher
https://github.com/bartventer/
https://gocloud.dev/
https://gocloud.dev/
https://github.com/fmyxyz/casbin-rocketmq-watcher
https://github.com/fmyxyz
https://rocketmq.apache.org/
https://github.com/mapleafgo/jcasbin-extra
https://github.com/mapleafgo
https://github.com/coreos/etcd
https://github.com/jcasbin/redis-watcher
http://redis.io/
https://github.com/jcasbin/redis-watcher-ex
http://redis.io/
https://github.com/jcasbin/lettuce-redis-watcher
https://github.com/jcasbin/lettuce-redis-watcher
http://redis.io/
https://lettuce.io/
https://github.com/jcasbin/jcasbin-postgres-watcher
https://www.postgresql.org/
https://github.com/jcasbin/kafka-watcher
https://kafka.apache.org/

Watcher

Etcd Watcher

Redis Watcher

Pub/Sub Watcher

MongoDB Change
Streams Watcher

Postgres Watcher

Watcher

Etcd Watcher

Redis Watcher

Redis Watcher

Redis Async Watcher

PostgreSQL Watcher

RabbitMQ Watcher

Watcher

Redis Watcher

KV store

Type

KV store

KV store

Messaging
system

Database

Database

Type

KV store

KV store

KV store

KV store

Database

Messaging system

Author

@Sbou

Author

Casbin

Casbin

Casbin

Casbin

@mcollina

Author

Casbin

Casbin

Sciencelogic

@kevinkelin

Casbin

Casbin

Description

Watcher for Redis

Description

Watcher for etcd

Watcher for Redis

Watcher for Google Cloud
Pub/Sub

Watcher for MongoDB
Change Streams

Watcher for PostgreSQL

Description

Watcher for etcd

Watcher for Redis

Watcher for Redis

Watcher for Redis

Watcher for PostgreSQL

Watcher for RabbitMQ


https://github.com/node-casbin/etcd-watcher
https://github.com/coreos/etcd
https://github.com/node-casbin/redis-watcher
http://redis.io/
https://github.com/node-casbin/pubsub-watcher
https://cloud.google.com/pubsub/docs
https://cloud.google.com/pubsub/docs
https://github.com/node-casbin/mongo-changestream-watcher
https://github.com/node-casbin/mongo-changestream-watcher
https://www.mongodb.com/docs/manual/changeStreams/
https://www.mongodb.com/docs/manual/changeStreams/
https://github.com/mcollina/casbin-pg-watcher
https://github.com/mcollina
https://www.postgresql.org/
https://github.com/officialpycasbin/etcd-watcher
https://github.com/coreos/etcd
https://github.com/officialpycasbin/redis-watcher
http://redis.io/
https://github.com/ScienceLogic/flask-casbin-redis-watcher
https://github.com/ScienceLogic
http://redis.io/
https://github.com/kevinkelin/casbin_async_redis_watcher
https://github.com/kevinkelin
http://redis.io/
https://github.com/officialpycasbin/postgresql-watcher
https://www.postgresql.org/
https://github.com/officialpycasbin/rabbitmq-watcher
https://www.rabbitmq.com/
https://github.com/Sbou/Casbin.NET-Redis-Watcher
https://github.com/Sbou
http://redis.io/

Watcher Type

Redis Watcher KV store

Author Description

CasbinRuby  Watcher for Redis

RabbitMQ Watcher  Messaging system  CasbinRuby  Watcher for RabbitMQ

Watcher Type Author

Redis Watcher KV store =~ @Tinywan

WatcherEx

Description

Watcher for Redis

N T SRR 2 R R R, BAHREE T watcherEx #H, A EEREAE RIS LA 2L
I HA LB, (HHATER A watcherEx FYSEIL,  FRATTEE DA FE 8 R L BIZ — 5o

5 watcher #20MHLL, watcherEx A] PAX 73RNSR B g EREAY, 14N, AddPolicy Al

RemovePolicy .

WatcherEx Apis:

API

SetUpdateCallback(func(string))
error

Update() error

Close()

iR

SetUpdateCallbacki% B W 224 1E RIS EEHRE b
Wl EL At S B IR R P TR R A, — S BRI
[A]3J& F£Enforcer.LoadPolicy().

Update i B H AR S5 i) 55 (Bl ) DAR 20 B ok ig, @
WEEEE P ESCRIS R,
Enforcer.SavePolicy(), Enforcer.AddPolicy(),
Enforcer.RemovePolicy ()%,

Closef# IEFREBOINEE,  [01VE BRECRE A B o


https://github.com/CasbinRuby/casbin-ruby-redis-watcher
https://github.com/CasbinRuby
http://redis.io/
https://github.com/CasbinRuby/casbin-ruby-rabbitmq-watcher
https://github.com/CasbinRuby
https://www.rabbitmq.com/
https://github.com/php-casbin/webman-permission
https://github.com/Tinywan
http://redis.io/

API

UpdateForAddPolicy(sec, ptype
string, params ...string) error

UpdateForRemovePolicy(sec, ptype
string, params ...string) error

UpdateForRemoveFilteredPolicy(sec,
ptype string, fieldIndex int,
fieldValues ...string) error

UpdateForSavePolicy(model
model.Model) error

UpdateForAddPolicies(sec string,
ptype string, rules ...[]string) error

i

UpdateForAddPolicy & F L fth S 45 (4 58 357 [B1 38 DATH]
HHINS, fEiEdEnforcer.AddPolicy(),
Enforcer.AddNamedPolicy(),
Enforcer.AddGroupingPolicy()#l
Enforcer.AddNamedGroupingPolicy () 7SI 5
Ve

UpdateForRemovePolicy i/ F H fth sz 45 (1) 58 35 [
DARIA H RN, fEiEd

Enforcer.RemovePolicy(),
Enforcer.RemoveNamedPolicy(),
Enforcer.RemoveGroupingPolicy()Fl
Enforcer.RemoveNamedGroupingPolicy () filFR 5

W& JE A A

UpdateForRemoveFilteredPolicy i F H At sz i)
BEHr [T DAR] 25 HAR G, 1E
Enforcer.RemoveFilteredPolicy(),
Enforcer.RemoveFilteredNamedPolicy(),
Enforcer.RemoveFilteredGroupingPolicy ()l
Enforcer.RemoveFilteredNamedGroupingPolicy()

Z AR,

UpdateForSavePolicy i F o fth S 45 (4 58 35 113 DA
A6 H Mg, TEEnforcer.SavePolicy().ZJ&1EH.

UpdateForAddPoliciesifE FH H At S {51 i 5 57 [a] 1 DA
[0 Hik#g, TEEnforcer.AddPolicies(),
Enforcer.AddNamedPolicies(),
Enforcer.AddGroupingPolicies()#
Enforcer.AddNamedGroupingPolicies()Z J5 1
Ho



API

UpdateForRemovePolicies(sec
string, ptype string, rules ...[]string)
error

ik

UpdateForRemovePolicies i F E it Sz 5 1 5557 [1]
VP DA[E2 H kg,  fEEnforcer.RemovePolicies(),
Enforcer.RemoveNamedPolicies(),
Enforcer.RemoveGroupingPolicies()#l
Enforcer.RemoveNamedGroupingPolicies() Z &
W,



A > VEMEE > Dispatchers

Dispatchers

VAR a PRt 7 — (A 2D SRS By T e BNV E T —BERE, WiRaft, DUfR
AT PATER LI — 2t JEd AR s, P Al DURRR ST A VR A

VA BERSHTT IR NIER 77 B — #0702 5 Casbin&i G T ik,  1XLETTIEMNTECasbinA
FRA. AT DAGEF Casbin A B2 (I 5 Se B AP,

53— B R AR A B R TTIE, WREHEEAR IR, DA FEEIRIR BRI F 2
RE, AHBHASH R FIAC B E

@ #ix

P B 25 A LRI TTIN CasbintATEs A — 2. ATEA, ARAERIUG IR
WA, VAERHICIRIEH TR, P 75 B (o P A 3 28 2 A AR I 5201
AR —2

Nt 7 CasbinldE s HI5eHEANER, WU Hr A E B a7 58 =75 oik,  TEImAl
BAr], BT HAINE SR,

Go
Adapter Type Author Description
Hashicorp Raft . A dispatcher based on
_ Raft Casbin )
Dispatcher Hashicorp Raft

KDKYG/casbin- Raft @KDKYG A dispatcher based on


http://localhost:3000/zh/
https://github.com/casbin/hraft-dispatcher
https://github.com/casbin/hraft-dispatcher
https://github.com/hashicorp/raft
https://github.com/KDKYG/casbin-dispatcher
https://github.com/KDKYG

Adapter Type Author Description

dispatcher Hashicorp Raft

DistributedEnforcer

DistributedEnforcer yifi [ #f12% 7 SyncedEnforcer,

Go

e, _ := casbin.NewDistributedEnforcer("examples/
basic_model.conf", "examples/basic_policy.csv")


https://github.com/KDKYG/casbin-dispatcher
https://github.com/hashicorp/raft

A > VJEMREE > Role Managers

Role Managers

e E RSN T EMCasbintFRIRBACH LR IRESH (HIP-fatlis) . MEEHEERA]
PAMCasbinRIg M SMEBTE (AILDAP, Okta, AuthO, Azure AD%) Rz
. BABFRARNMAOERSEI, T RFREYR, B EEEFESAGE
AR (BREVAAEOERSIN o PHEEME 7 CasbinfA B HI5ERAIR, Wil(E:
{58 =75 UM U E B s i otk @A), A TSR HAEA R A )

Go Java Node.js PHP Python

Role manager Author Description

Default Role

) ) Supports role hierarchy stored in the Casbin
Manager (built- Casbin

. policy
in)
Session Role EDOMO Supports role hierarchy stored in the Casbin
Manager Systems  policy, with time-range-based sessions
Okta Role ) . .

Casbin Supports role hierarchy stored in Okta
Manager
AuthO Role Casb Supports role hierarchy stored in AuthO's

asbin

Manager Authorization Extension

ST EE: e oS0 RoleManageri% [, Session Role Managerd] B4
E NS LN,


http://localhost:3000/zh/
https://github.com/casbin/casbin/blob/master/rbac/default-role-manager/role_manager.go
https://github.com/casbin/casbin/blob/master/rbac/default-role-manager/role_manager.go
https://github.com/casbin/casbin/blob/master/rbac/default-role-manager/role_manager.go
https://github.com/casbin/session-role-manager
https://github.com/casbin/session-role-manager
https://github.com/edomosystems
https://github.com/edomosystems
https://github.com/casbin/okta-role-manager
https://github.com/casbin/okta-role-manager
https://www.okta.com/
https://github.com/casbin/auth0-role-manager
https://github.com/casbin/auth0-role-manager
https://auth0.com/
https://auth0.com/docs/extensions/authorization-extension/v2
https://github.com/casbin/casbin/blob/master/rbac/role_manager.go
https://github.com/casbin/session-role-manager

Role manager Author Description

Default Role Manager Casbi Supports role hierarchy stored in the
asbin
(built-in) Casbin policy

ST AE: TG At E e isiiiRoleManageri% ], Default Role Managerm] 4
ENS % LI,

Role manager Author Description

Default Role

) ) Supports role hierarchy stored in the Casbin
Manager (built- Casbin

. policy

in)

Session Role o Supports role hierarchy stored in the Casbin
asbin

Manager policy, with time-range-based sessions

ST EE: e S0 gigiiRoleManageri [, Default Role Managera] B4
E NS LN,

Role manager Author Description
Default Role Manager Casbi Supports role hierarchy stored in the
asbin
(built-in) Casbin policy

ST EE: e fAtE s gigiiRoleManageri [, Default Role Managera] B4
ENS% LI,


https://github.com/casbin/jcasbin/blob/master/src/main/java/org/casbin/jcasbin/rbac/DefaultRoleManager.java
https://github.com/casbin/jcasbin/blob/master/src/main/java/org/casbin/jcasbin/rbac/DefaultRoleManager.java
https://github.com/casbin/jcasbin/blob/master/src/main/java/org/casbin/jcasbin/rbac/RoleManager.java
https://github.com/casbin/jcasbin/blob/master/src/main/java/org/casbin/jcasbin/rbac/DefaultRoleManager.java
https://github.com/casbin/node-casbin/blob/master/src/rbac/defaultRoleManager.ts
https://github.com/casbin/node-casbin/blob/master/src/rbac/defaultRoleManager.ts
https://github.com/casbin/node-casbin/blob/master/src/rbac/defaultRoleManager.ts
https://github.com/node-casbin/session-role-manager
https://github.com/node-casbin/session-role-manager
https://github.com/casbin/node-casbin/blob/master/src/rbac/roleManager.ts
https://github.com/casbin/node-casbin/blob/master/src/rbac/defaultRoleManager.ts
https://github.com/php-casbin/php-casbin/blob/master/src/Rbac/DefaultRoleManager/RoleManager.php
https://github.com/php-casbin/php-casbin/blob/master/src/Rbac/DefaultRoleManager/RoleManager.php
https://github.com/php-casbin/php-casbin/blob/master/src/Rbac/RoleManager.php
https://github.com/php-casbin/php-casbin/blob/master/src/Rbac/DefaultRoleManager/RoleManager.php

Role manager Author Description

Default Role Manager Casbi Supports role hierarchy stored in the
asbin
(built-in) Casbin policy

ST AE: TG At E e isiiiRoleManageri% ], Default Role Managerm] 4
ENS % LI,

API

THZHAPIER 7 DARBGHEANE B


https://github.com/casbin/pycasbin/blob/master/casbin/rbac/default_role_manager/role_manager.py
https://github.com/casbin/pycasbin/blob/master/casbin/rbac/default_role_manager/role_manager.py
https://github.com/casbin/pycasbin/blob/master/casbin/rbac/role_manager.py
https://github.com/casbin/pycasbin/blob/master/casbin/rbac/default_role_manager/role_manager.py

A > PREYEE > Middlewares

Middlewares
WebHEZ2

Go Java Node.js PHP Python C++ NET Rust Lua

Swift
Name Description
Gi A HTTP web framework featuring a Martini-like APl with much
in
better performance, via plugin: authz or gin-casbin
- An open-source, high-performance web framework for Go, via
eego
2 built-in plugin: plugins/authz
Cadd Fast, cross-platform HTTP/2 web server with automatic HTTPS,
a
Y via plugin: caddy-authz
Traefik The cloud native application proxy, via plugin: traefik-auth-plugin
Krat Your ultimate Go microservices framework for the cloud-native
ratos

era, via plugin: tx7do/kratos-casbin or overstarry/kratos-casbin

Go kit A toolkit for microservices, via built-in plugin: plugins/authz


http://localhost:3000/zh/
https://github.com/gin-gonic/gin
https://github.com/gin-contrib/authz
https://github.com/maxwellhertz/gin-casbin
https://github.com/beego/beego
https://github.com/astaxie/beego/blob/master/plugins/authz
https://github.com/caddyserver/caddy
https://github.com/casbin/caddy-authz
https://github.com/traefik/traefik
https://github.com/Knight-7/auth-plugin
https://github.com/go-kratos/kratos
https://github.com/tx7do/kratos-casbin
https://github.com/overstarry/kratos-casbin
https://github.com/go-kit/kit
https://github.com/go-kit/kit/tree/master/auth/casbin

Name

Fiber

Revel

Echo

Iris

GoFrame

Negroni

Chi

Buffalo

Macaron

Description

An Express inspired web framework written in Go, via middleware:
casbin in gofiber/contrib or fiber-casbinrest or fiber-boilerplate or
gofiber-casbin

A high productivity, full-stack web framework for the Go language,
via plugin: auth/casbin

High performance, minimalist Go web framework, via plugin: echo-
authz or echo-casbin or casbinrest or echo-boilerplate

The fastest web framework for Go in (THIS) Earth. HTTP/2 Ready-
To-GO, via plugin: casbin or iris-middleware-casbin

A modular, powerful, high-performance and enterprise-class
application development framework of Golang, via plugin: gf-
casbin

ldiomatic HTTP Middleware for Golang, via plugin: negroni-authz

A lightweight, idiomatic and composable router for building HTTP
services, via plugin: chi-authz

A Go web development eco-system, designed to make your life
easier, via plugin: buffalo-mw-rbac

A high productive and modular web framework in Go, via plugin:
authz


https://github.com/gofiber/fiber
https://github.com/gofiber/contrib/tree/main/casbin
https://github.com/prongbang/fiber-casbinrest
https://github.com/sujit-baniya/fiber-boilerplate
https://github.com/pcminh0505/gofiber-casbin
https://github.com/revel/revel
https://github.com/revel/modules/tree/master/auth/casbin
https://github.com/labstack/echo
https://github.com/labstack/echo-contrib/tree/master/casbin
https://github.com/labstack/echo-contrib/tree/master/casbin
https://github.com/alexferl/echo-casbin
https://github.com/prongbang/casbinrest
https://github.com/alexferl/echo-boilerplate
https://github.com/kataras/iris
https://github.com/iris-contrib/middleware/tree/master/casbin
https://github.com/kokobing/iris-middleware-casbin
https://github.com/gogf/gf
https://github.com/dobyte/gf-casbin
https://github.com/dobyte/gf-casbin
https://github.com/urfave/negroni
https://github.com/casbin/negroni-authz
https://github.com/pressly/chi
https://github.com/casbin/chi-authz
https://github.com/gobuffalo/buffalo
https://github.com/kgosse/buffalo-mw-rbac
https://github.com/go-macaron/macaron
https://github.com/go-macaron/authz

Name Description
DotWeb Simple and easy go web micro framework, via plugin: authz
Tango Micro & pluggable web framework for Go, via plugin: authz

An express Go web framework with routing, middleware,

Baa
dependency injection and http context, via plugin: authz
Tvk An open source Enterprise API Gateway, supporting REST,
Y GraphQL, TCP and gRPC protocols, via plugin: tyk-authz
. Go HTTP framework with high-performance and strong-
ertz
extensibility for building micro-services, via plugin: casbin
Name Description
_ Makes it easy to create Spring-powered applications and services,
Spring . . . . : .
Boot via plugin: casbin-spring-boot-starter or Simple SpringBoot
00

security demo with jCasbin

A powerful and easy-to-use Java security framework that performs
Apache  authentication, authorization, cryptography, and session
Shiro management, via plugin: shiro-casbin or shiro-jcasbin-spring-boot-
starter

JFinal A simple, light, rapid, independent and extensible Java WEB + ORM
ina
framework, via plugin: jfinal-authz

Nutz Web framework (MVC/IOC/AOP/DAO/JSON) for all Java developers,


https://github.com/devfeel/dotweb
https://github.com/devfeel/middleware/tree/master/authz
https://github.com/lunny/tango
https://gitea.com/tango/authz
https://github.com/go-baa/baa
https://github.com/baa-middleware/authz
https://github.com/TykTechnologies/tyk
https://github.com/casbin/tyk-authz
https://github.com/cloudwego/hertz
https://github.com/hertz-contrib/casbin
https://projects.spring.io/spring-boot/
https://projects.spring.io/spring-boot/
https://github.com/jcasbin/casbin-spring-boot-starter
https://github.com/jveverka/spring-examples/tree/master/spring-jcasbin
https://github.com/jveverka/spring-examples/tree/master/spring-jcasbin
https://shiro.apache.org/
https://shiro.apache.org/
https://github.com/jcasbin/shiro-casbin
https://github.com/mapleafgo/shiro-jcasbin-spring-boot-starter
https://github.com/mapleafgo/shiro-jcasbin-spring-boot-starter
http://www.jfinal.com/
https://github.com/jcasbin/jfinal-authz
https://nutzam.com/

Name

mangoo
1/O

Name

Shield

Express

Koa

LoopBack

4

Nest

Fastify

Description

via plugin: nutz-authz

An intuitive, lightweight, high performance full stack Java web
framework, via built-in plugin: AuthorizationService.java

Description

An authZ server and authZ aware reverse-proxy built on top of
casbin.

Fast, unopinionated, minimalist web framework for node, via
plugin: express-authz

Expressive middleware for node.js using ES2017 async functions,
via plugin: koa-authz or koajs-starter or koa-casbin

A highly extensible Node.js and TypeScript framework for
building APIs and microservices, via plugin:
loopback4-authorization

Progressive Node.js framework for building efficient and scalable
server-side applications on top of TypeScript & JavaScript. via
plugin: nest-authz or nest-casbin or NestJS Casbin Module or
nestjs-casbin or acl-nest or nestjs-casbin-typeorm

Fast and low overhead web framework, for Node.js. via plugin:
fastify-casbin or fastify-casbin-rest


https://github.com/jcasbin/nutz-authz
https://github.com/svenkubiak/mangooio
https://github.com/svenkubiak/mangooio
https://github.com/svenkubiak/mangooio/blob/e8c647a3f7c427bce27377025bec074f6d767f50/mangooio-core/src/main/java/io/mangoo/services/AuthorizationService.java
https://github.com/odpf/shield
https://github.com/expressjs/express
https://github.com/node-casbin/express-authz
https://github.com/koajs/koa
https://github.com/node-casbin/koa-authz
https://github.com/djordjep/koajs-starter
https://github.com/zcong1993/koa-casbin
https://github.com/koajs/koa
https://github.com/koajs/koa
https://github.com/sourcefuse/loopback4-authorization
https://nestjs.com/
https://github.com/dreamdevil00/nest-authz
https://github.com/pardjs/nest-casbin
https://github.com/switchit-conseil/nestjs-casbin-module
https://github.com/juicycleff/nestjs-casbin
https://github.com/Twiddlle/acl-nest
https://github.com/0xb4lamx/nestjs-casbin-typeorm
https://github.com/fastify/fastify
https://github.com/nearform/fastify-casbin
https://github.com/nearform/fastify-casbin-rest

Name

Egg

hapi

Casbin
JWT
Express

Hono

Name

Laravel

Yii PHP
Framework

CakePHP

Codelgniter

ThinkPHP
5.1

Description

Born to build better enterprise frameworks and apps with Node.js
& Koa, via plugin: egg-authz or egg-zrole

The Simple, Secure Framework Developers Trust. via plugin: hapi-
authz

Authorization middleware that uses stateless JWT token to
validate ACL rules using Casbin

Fast, lightweight, built on Web Standards. via plugin: @hono/
casbin

Description

The PHP framework for web artisans, via plugin: laravel-authz

A fast, secure, and efficient PHP framework, via plugin: yii-
permission or yii-casbin

Build fast, grow solid PHP Framework, via plugin: cake-
permission

Associate users with roles and permissions in Codelgniter4
Web Framework, via plugin: Codelgniter Permission

The ThinkPHP 5.1 framework, via plugin: think-casbin


https://github.com/eggjs/egg
https://github.com/node-casbin/egg-authz
https://github.com/klren0312/egg-zrole
https://hapi.dev/
https://github.com/node-casbin/hapi-authz
https://github.com/node-casbin/hapi-authz
https://github.com/tiagostutz/casbin-jwt-express
https://github.com/tiagostutz/casbin-jwt-express
https://github.com/tiagostutz/casbin-jwt-express
https://github.com/honojs/hono
https://github.com/honojs/middleware/tree/main/packages/casbin
https://github.com/honojs/middleware/tree/main/packages/casbin
https://laravel.com/
https://github.com/php-casbin/laravel-authz
https://www.yiiframework.com/
https://www.yiiframework.com/
https://github.com/php-casbin/yii-permission
https://github.com/php-casbin/yii-permission
https://github.com/php-casbin/yii-casbin
https://cakephp.org/
https://github.com/php-casbin/cake-permission
https://github.com/php-casbin/cake-permission
https://codeigniter.com/
https://github.com/php-casbin/codeigniter-permission
https://www.thinkphp.cn/
https://www.thinkphp.cn/
https://github.com/php-casbin/think-casbin

Name

ThinkPHP
6.0

Symfony

Hyperf

EasySwoole

Slim

Phalcon

Webman

Name

Django

Description

The ThinkPHP 6.0 framework, via plugin: think-authz

The Symfony PHP framework, via plugin: symfony-permission
or symfony-casbin

A coroutine framework that focuses on hyperspeed and
flexibility, via plugin: hyperf-permission or donjan-deng/hyperf-
casbin or cblink/hyperf-casbin

A distributed, persistent memory PHP framework based on the
Swoole extension, via plugin: easyswoole-permission or
easyswoole-hyperfOrm-permission

A PHP micro framework that helps you quickly write simple yet
powerful web applications and APlIs, via plugin: casbin-with-

slim

A full-stack PHP framework delivered as a C-extension, via
plugin: phalcon-permission

High performance HTTP Service Framework for PHP based on
Workerman, via plugin: webman-permission or webman-casbin

Description

A high-level Python Web framework, via plugin: django-casbin or
django-casbin-auth


https://www.thinkphp.cn/
https://www.thinkphp.cn/
https://github.com/php-casbin/think-authz
https://symfony.com/
https://github.com/php-casbin/symfony-permission
https://github.com/videni/symfony-casbin
https://github.com/hyperf/hyperf
https://github.com/php-casbin/hyperf-permission
https://github.com/donjan-deng/hyperf-casbin
https://github.com/donjan-deng/hyperf-casbin
https://github.com/cblink/hyperf-casbin
https://www.easyswoole.com/
https://github.com/php-casbin/easyswoole-permission
https://github.com/ice-leng/easyswoole-hyperfOrm-permission
https://www.slimframework.com/
https://github.com/php-casbin/casbin-with-slim
https://github.com/php-casbin/casbin-with-slim
https://phalcon.io/
https://github.com/php-casbin/phalcon-permission
https://github.com/walkor/webman
https://github.com/php-casbin/webman-permission
https://github.com/sunsgneayo/webman-casbin
https://www.djangoproject.com/
https://github.com/officialpycasbin/django-casbin
https://github.com/officialpycasbin/django-casbin-auth

Name

Flask

FastAPI

OpenStack

Tornado

Name

Description

A microframework for Python based on Werkzeug, Jinja 2 and
good intentions, via plugin: flask-authz or Flask-Casbin (3rd-
party, but maybe more friendly) or rbac-flask

A modern, fast (high-performance), web framework for building
APIs with Python 3.6+ based on standard Python type hints, via

plugin: fastapi-casbin-auth or Fastapi-app

The most widely deployed open source cloud software in the
world, via plugin: openstack-patron

Tornado is a Python web framework and asynchronous
networking library, via plugin: tornado-authz

Description

A HTTP and reverse proxy server, a mail proxy server, and a generic

Nginx

TCP/UDP proxy server, via plugin: nginx-casbin-module

Name

ASP.NET
Core

ASP.NET
Core

Description

An open-source and cross-platform framework for building
modern cloud based internet connected applications, such as web
apps, loT apps and mobile backends, via plugin:
Casbin.AspNetCore

A simple demo of using Casbin at ASP.NET Core framework, via
plugin: CasbinACL-aspNetCore


http://flask.pocoo.org/
https://github.com/officialpycasbin/flask-authz
https://github.com/daymien/Flask-Casbin
https://github.com/daymien/Flask-Casbin
https://github.com/daobeng/rbac-flask/tree/flask-casbin
https://github.com/tiangolo/fastapi
https://github.com/officialpycasbin/fastapi-casbin-auth
https://github.com/lqmanh/fastapi-app
https://www.openstack.org/
https://github.com/casbin/openstack-patron
https://www.tornadoweb.org/
https://github.com/officialpycasbin/tornado-authz
https://nginx.org/
https://github.com/casbin-cpp/nginx-casbin-module
https://docs.microsoft.com/en-us/aspnet/core
https://docs.microsoft.com/en-us/aspnet/core
https://github.com/casbin-net/Casbin.AspNetCore
https://docs.microsoft.com/en-us/aspnet/core
https://docs.microsoft.com/en-us/aspnet/core
https://github.com/MustafaMustafayev/CasbinACL-aspNetCore

Name Description

Actix A Rust actors framework, via plugin: actix-casbin
Actix A small, pragmatic, and extremely fast rust web framework, via
web plugin: actix-casbin-auth

a web framework for Rust that makes it simple to write fast, secure
Rocket  web applications without sacrificing flexibility, usability, or type
safety, via plugin: rocket-authz or rocket-casbin-auth

Axum A ergonomic and modular rust web framework, via plugin: axum-
web casbin-auth

Poem A full-featured and easy to use web framework with the Rust
web programming language, via plugin: poem-casbin

Name Description

A dynamic web platform based on NGINX and LuaJIT, via plugin:

OpenResty ) )
lua-resty-casbin and casbin-openresty-example
A cloud-native, platform-agnostic, scalable API Gateway

Kong distinguished for its high performance and extensibility via
plugins, via plugin: kong-authz

APISIX A dynamic, real-time, high-performance API gateway, via plugin:

authz-casbin


https://github.com/actix/actix
https://github.com/casbin-rs/actix-casbin
https://github.com/actix/actix-web
https://github.com/actix/actix-web
https://github.com/casbin-rs/actix-casbin-auth
https://github.com/SergioBenitez/Rocket
https://github.com/casbin-rs/rocket-authz
https://github.com/0xethsign/rocket-casbin-auth-app
https://github.com/tokio-rs/axum
https://github.com/tokio-rs/axum
https://github.com/casbin-rs/axum-casbin-auth
https://github.com/casbin-rs/axum-casbin-auth
https://github.com/poem-web/poem
https://github.com/poem-web/poem
https://github.com/casbin-rs/poem-casbin
https://openresty.org/
https://github.com/casbin-lua/lua-resty-casbin
https://github.com/rushitote/casbin-openresty-example
https://github.com/Kong/kong
https://github.com/casbin-lua/kong-authz
https://github.com/apache/apisix
https://github.com/apache/apisix/blob/master/docs/en/latest/plugins/authz-casbin.md

Name Description

Vapor A server-side Swift web framework, via plugin: vapor-authz

a5t

Node.js

Hl g

Okta —EEHEEE, HEd RS — 5 casbin-spring-boot-
demo

AuthO —/N5 T, AIEN S RIERNRZECE G, #iddEf: casbin-

authO-rbac


https://github.com/vapor/vapor
https://github.com/SwiftCasbin/vapor-authz
https://okta.com/
https://github.com/myriad-personal/casbin-spring-boot-demo
https://github.com/myriad-personal/casbin-spring-boot-demo
https://auth0.com/
https://auth0.com/
https://auth0.com/

A > PEIEE >  GraphQL Middlewares

GraphQL Middlewares

Casbini# i E 77 &Y 77 N GraphQLIm TR AN, R A Y IE— ESRIF I E 9 :
https://graphgl.org/learn/authorization/, #2a]i%i, Casbini i TGraphQLZR
TEHL 551858 2 A,

// Casbin authorization logic lives inside postRepository
var postRepository = require('postRepository');

var postType = new GraphQLObjectType({
name: 'Post',
fields: {
body: {
type: GraphQLString,
resolve: (post, args, context, { rootvValue }) => {
return postRepository.getBody(context.user, post);

}
}
}
1)

Y FiIGraphQL )

N 7 Casbin GraphQLARIRIFFHYZEEEAIFR,  WGMLAAT S =77 X I GraphQL A [H]
YT,  TEEAIERAT, ISR HEmEsRS: )

Go Node.js Python



http://localhost:3000/zh/
https://graphql.org/learn/authorization/

G hQL
b "aphQ fe iz
ST

FFgraphgl-go

raphgl-authz raphaql Casbin B \
Jrapnd Jrapnd A
Graphql#
graphgl-casbin graphql @esmaeilpour  Casbin—j&f#H
A SR
gqlgen_casbin_RBAC_example  gglgen @WenyXu (=)
rp ) £ GraphQLSz®l  1E#& fitiidk

graphgl-authz ~ GraphQL.js Casbin  FiTGraphQL.js#CasbinfZ i

GraphQL3k

rh EH ik
/1)
hql- GraphQL- GraphQL- 3fYCasbi
graphq raphQ @Checho3388 i+ GraphQL-core 3fJCasbin

authz core 3 A R


https://github.com/casbin/graphql-authz
https://github.com/graphql-go/graphql
https://github.com/esmaeilpour/graphql-casbin
https://github.com/graphql-go/graphql
https://github.com/esmaeilpour
https://github.com/WenyXu/gqlgen_casbin_RBAC_example
https://github.com/99designs/gqlgen
https://github.com/WenyXu
https://github.com/node-casbin/graphql-authz
https://github.com/graphql/graphql-js
https://github.com/graphql/graphql-js
https://github.com/Checho3388/graphql-authz
https://github.com/Checho3388/graphql-authz
https://github.com/graphql-python/graphql-core
https://github.com/graphql-python/graphql-core
https://github.com/Checho3388
https://github.com/graphql-python/graphql-core

A > ¥JEIEE >  Cloud Native Middlewares

Cloud Native Middlewares

A H
Go Node.js
YWiH =3 iR
k8s-authz Casbin T KubernetesHIzALH a1 14
envoy-authz Casbin  HFIstiofIEnvoy A H R

kubesphere-authz ~ Casbin = FlFkubeSphere X Hal

niH =4 ik
ODPF Open Data ODPF Shield2—M A= 3T B A AUR]

Shield Platform IR SS .


http://localhost:3000/zh/
https://github.com/casbin/k8s-authz
https://kubernetes.io/
https://github.com/casbin/envoy-authz
https://istio.io/
https://envoyproxy.io/
https://github.com/casbin/kubesphere-authz
https://kubesphere.io/
https://github.com/odpf/shield
https://github.com/odpf/shield
https://github.com/odpf
https://github.com/odpf

A > AP

API

| APl Overview

Casbin API {#H

Management API

FRALXT CasbinHEIE A BHAY R 1H SCHF A URAPI

~ RBAC API

—PERAFHIRBAC APl ILAPIUZEFAPIR) — P45,  RBACH PRI LA AL APIfRI (L AAH,

| RBAC with Domains API

—NEH P RKGFRBAC S IAPL,  IEAPUEERIAPII— 14, RBACH AT LAEH L APIfRT AL AT TR FRAS,

RBAC with Conditions API

— NI PR A 45 FIIRBAC AP,

| RoleManager API

RoleManager APHERE T — & E P AR ERIHE M, MRoleManageriSMUERCE s, W DATE AR (A4 FRAT s b FTE IR,


http://localhost:3000/zh/




A > APl > APIOverview

API Overview

HHBR N A A R Ul Casbin API, FE AR Z2% Casbin BUH TAEFERL, A&
Al DAIEIX R EIX L M2 . Casbin AY22EE F1 Casbin FYTTAEERL, ATLA, HETFRER] R
XADBRER, BNRECL 2R EIFF A T Casbin RIS H,

Enforce API

1EFRATIM Casbin #J Enforce APl F4f, FATHEM model.conf Hl#E:—> RBAC #
B FEM policy.csv HNECGREE, 0] AEIXE TRERNELRE, BINEXNMBREF RS
Wit T, FAVMRIEEREFRMR T LS HBCE S

model.conf
[request_definition]
r = sub, obj, act

[policy_definition]
p = sub, obj, act

[role_definition]
g=_, _

[policy_effect]
e = some(where (p.eft == allow))

[matchers]
m = g(r.sub, p.sub) & r.obj == p.obj && r.act == p.act


http://localhost:3000/zh/

policy.csv

p, admin, datal, read
p, admin, datal, write
p, admin, data2, read
p, admin, data2, write
p, alice, datal, read
p, bob, data2, write
g, amber, admin

g, abc, admin

PRBCE X Im, TREIEEEL N,

// Load information from files.

enforcer, err := casbin.NewEnforcer("./example/model.conf",
"./example/policy.csv")
if err I= nil {
log.Fatalf("Error, detail: %s", err)
}
ok, err := enforcer.Enforce("alice", "datal", "read")

IEACHE A S IR 7 Rl iR RN SR Mg, casbin.NewEnforcer () ERECRIR[A]—
MITER. BEXEHMNSEORRI SR, FHNIBEMES M, SRR R AR
R err H,  HAREMEHBONIERC SN BRI SRNG, 4%, EhrT DUERSE =
77 TG RC AR EAE R IR

ok, err := enforcer.Enforce("alice", "datal", "read") fUEHTHHIAVIIA]
IR, 5 Alice n] DA 152/ETiIR] datal, ok FUREMERFHN true; &N, ¥H
false., fEMRBIH, ok HIEN true,



EnforceEx API

AR RERRANE 2 TR IRES SV TIER, ATDARRITINES T EnforceEx() BR%L, &)
PUXFEE e

ok, reason, err := enforcer.EnforcekEx("amber", "datal", "read")
fmt.Println(ok, reason) // true [admin datal read]

EnforceEx() FREETEIREME reason HUREIFAYIM KIS Z e, TEHIRHIH,
amber 22— admin i, FrLAKEE p, admin, datal, read RIFLIERHA
true, BCACREAYHNHHLEFREH,

Casbin f245 TVFZ R T A AP, 1X2E API TEELARTIRE EIEAN T — L3I M TRE,
e

e ok, err := enforcer.EnforcewWithMatcher(matcher, request)
IH PR F — N DR 2

e 0k, reason, err := enforcer.EnforceExWithMatcher (matcher,

request)
IXJ& EnforcewithMatcher () #1 EnforceEx () B4 5,

e boolArray, err := enforcer.BatchEnforce(requests)
HRRERVF—RINIESS, FHRE—DEE,

IXJ2Casbinf—Ma B EI,  VRAT LA Casbinfil FHIXEAPIS 8 — MRS 38, T
ITRAERE P RAVBTE AR R — 2 H AR AR AP,



BRLAPI
RHLAPI

XEEAPIH TERISHFRRIEN R, ERXMIrH, FANEEIE— M T s e
RK—LEIRI,

THE NHAYAR:
enforcer, err := casbin.NewEnforcer("./example/model.conf",
"./example/policy.csv")
if err 1= nil {

fmt.Printf("Error, details: %s\n", err)

3
allSubjects := enforcer.GetAllSubjects()

fmt.Println(allSubjects)

SETEAIBIFL, BP9 TH T RSB ZRIER, BN REXEE
o

% allSubjects := enforcer.GetAllSubjects() KZRIE X FHRRIFTE /8,
FR A MERNEAIRE], R FTENAR N,

W, AR A %2 :
[admin alice bob]

TRA] LK R £ GetAllSubjects () XN GetAllNamedSubjects (), PAIKECY Ay
4RI B 3 A 2R



[AFE, AN objects, Actions, Roles E#F | GetAlL K%L, ZIIXLEREL, IR
HTRZAEREA TR subject BN ATFR AR,

HAh, A E 2R R RIE P A TTEERNR EES BRI,

policy = e.GetPolicy() KeZRKIEH TG RAELN,

filteredPolicy := e.GetFilteredPolicy(0, "alice") MZRKH&H BATE
TE T B IR AR B P B,

namedPolicy := e.GetNamedPolicy("p") KR4 K& IETHE AN,
filteredNamedPolicy = e.GetFilteredNamedPolicy("p", O, "bob") &
REFHEE 7B IR A 44 SR rh Y Fir i 1S,

groupingPolicy := e.GetGroupingPolicy() KZREKIEHIIFTE fA gk &N
il

filteredGroupingPolicy := e.GetFilteredGroupingPolicy(O,
"alice") MERAGEETFERIL IR A RME R AUATA M Gdk AR,

namedGroupingPolicy := e.GetNamedGroupingPolicy("g") K2 HREEHHY
FITE F C &R,
namedGroupingPolicy := e.GetFilteredNamedGroupingPolicy("g", O,

"alice") MR BATEE 7B IEASHT RIS -HHIAITA M g &N

@, MER, S API

Casbini@fit 72 MAPI, A TEIBITINEIEENIN, MEReE SR,

DU T ANFARAT, IBRRIECHOENS, DU B B R T

// load information from files

enforcer, err := casbin.NewEnforcer("./example/model.conf",
"./example/policy.csv")

if err 1= nil {



B IXEEAPI, 15A] DA ISR RNE, [FAE, ATy FilteredPolicy,
NamedPolicy, FilteredNamedPolicy, GroupingPolicy,

NamedGroupingPolicy, FilteredGroupingPolicy,
FilteredNamedGroupingPolicy f&fit I RMIAYAPI, ZREAEA], HFKERERIRF
) Policy B yid 4 25,

AN, B SECESONEEH, ER] DL R gw R R SR

foan, =5 EEARIXAER R

enforcer.UpdatePolicy([]string{"eve", "data3", "read"},
[]string{"eve", "data3", "write"})

WERFATH Policy BN Policies %4 N A MBS 5L:

enforcer.UpdatePolicies([][]string{{"eve", "data3", "read"},
{"jack", "data3", "read"}}, [][]string{{"eve", "data3",
"write"}, {"jack", "data3", "write"}})

AR FRATTAT DA B G R IX LR SRS

[RIFEA R VE AT AN I F GroupingPolicy, NamedGroupingPolicy .,

AddEx API

Casbin{2fit T AJdEXZRFIAPI, DAEEBL A P #HE 2k,

AddPolicieskEx(rules [][]string) (bool, error)
AddNamedPoliciesEx(ptype string, rules [][]string) (bool, error)
AddGroupingPoliciesEx(rules [][]string) (bool, error)
AddNamedGroupingPoliciesEx(ptype string, rules [][]string)



XEETTESRABEXGRITTENXANE T, WRHP— N ESFE, ElTRReR
&R —RN, AR RTIR [Ffalse.,

wan, iEFATEE AddPolicies F1 AddPoliciesEx o

AT DU PSS E il 2 casbin ™ AN A R TH S

func TestDemo(t *testing.T) {

e, err := NewEnforcer("examples/basic_model.conf",
"examples/basic_policy.csv")
if err I= nil {

fmt.Printf("Error, details: %s\n", err)
}
e.ClearPolicy()
e.AddPolicy("user1", '"datal", "read")
fmt.Println(e.GetPolicy())
testGetPolicy(t, e, [][]lstring{{"user1", "datal", "read"}})

// policy {"user1", "datal", "read"} now exists

// Use AddPolicies to add rules in batches

ok, _ := e.AddPolicies([][]string{{"user1", "data1l",
"read"}, {"user2", "data2", "read"}})

fmt.Println(e.GetPolicy())

// {"user2", '"data2", '"read'"} failed to add because
{"user1", "datal", "read"} already exists

// AddPolicies returns false and no other policies are
checked, even though they may not exist in the existing ruleset

// ok == false

fmt.Println(ok)

testGetPolicy(t, e, [][]lstring{{"user1", "datal", "read"}})

// Use AddPoliciesEx to add rules in batches

ok, _ = e.AddPolicieseEx([][]string{{"user1", "datal",
"read"}, {"user2", "data2", "read"}})

fmt.Println(e.GetPolicy())



RBAC API

Casbin WHR ML T —LEAPI, DAEEXRBACEIAIFIRNG, WIRIEFERBAC, &A] PIEE
FREHXEEAP,

EXE BT A R A H CasbinfJRBAC API, 1A IERBACA S, #&A] LALE
X HIREUHE Z 1R 4H(E R

PATVEE I DA SRR R AN E AR b, w5 AR —FEo

enforcer, err := casbin.NewEnforcer("./example/model.conf",
"./example/policy.csv")
if err 1= nil {

fmt.Printf("Error, details: %s\n", err)

}

SRIG, FATTAT LA FHEnforcer enforcer HYSZEISRIT [AIIXLEAPI,

roles, err := enforcer.GetRolesForUser("amber")
fmt.Println(roles) // [admin]
users, err := enforcer.GetUsersForRole("admin")

fmt.Println(users) // [amber abc]
GetRolesForuUser () IR[El—/Mi&amberfis AAREE, EX M, amberH

M, Bt Zadmin, ATLAE roles 2 [admin] o [RIRE, 0] DA
GetUsersForRole() RIKEUE TR NMAGIAF, HREALREHEHE — PN,

enforcer.HasRoleForUser("amber", "admin") // true



EA] DAfER] HasRoleForUser () KRIAMFZGE TIZM . EXMIFH, amber
seadminfypiiia, Fr AREHNREMER true.

fmt.Println(enforcer.Enforce("bob", "data2", "write")) // true
enforcer.DeletePermission("data2", "write")
fmt.Println(enforcer.Enforce("bob", "data2", "write")) // false

A A DeletePermission() MER— R,

fmt.Println(enforcer.Enforce("alice", "datal", "read")) // true
enforcer.DeletePermissionForUser("alice", "datal", "read")
fmt.Println(enforcer.Enforce("alice", "datal", "read")) // false

¥ F DeletePermissionForuUser () A FMIBR— MR,

Casbinf PFZBIXFERIAPI, AT HTE A 77 TEFDRIEME S _EIAAPIRY KU HHIE, 0T DAE
NS ERENXEEAPL,



A > APl > Management AP

Management API

TR Casbin TR B 2 S FF R LA API

Filtered API

JUFFTE IS RapiEl G HEIRI 2% (fieldIndex int, fieldvalues ...string).
fieldIndex ZULALIFUANZS], fieldvalues FRgERN BAGMIE, EAE, fieldValuesH
B2 AT ER AT DA AT r] 5]

I

p, alice, book, read
p, bob, book, read
p, bob, book, write
p, alice, pen, get
p, bob, pen ,get

e.GetFilteredPolicy(1, "book") // will return: [[alice book read] [bob
book read] [bob book write]]

e.GetFilteredPolicy(1, "book", "read") // will return: [[alice book
read] [bob book read]]

e.GetFilteredPolicy(0, "alice", "", "read") // will return: [[alice
book read]]

e.GetFilteredPolicy(0, "alice") // will return: [[alice book read]
[alice pen get]]


http://localhost:3000/zh/

W

%

2FEZE e ;ZEnforcersfl,
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e, err := NewEnforcer("examples/rbac_model.conf", "examples/
rbac_policy.csv")

const e = await newEnforcer('examples/rbac_model.conf', 'examples/
rbac_policy.csv')

$e = new Enforcer('examples/rbac_model.conf', 'examples/
rbac_policy.csv');

e = casbin.Enforcer("examples/rbac_model.conf", "examples/
rbac_policy.csv")

var e = new Enforcer("path/to/model.conf", "path/to/policy.csv");

let mut e = Enforce: :new("examples/rbac_model.conf", "examples/
rbac_policy.csv").await?;

Enforcer e = new Enforcer("examples/rbac_model.conf", "examples/
rbac_policy.csv");

Enforce()

EnforcethiE —/ FAK" 2 &5 Al DU R i Rl — X R, MASEUEE Z: (sub, obj, act),

Bl :
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e.Enforce(request)

ok, err :

const ok await e.enforce(request);
$ok = $e->enforcer($request);

ok = e.enforcer(request)

boolean ok = e.enforce(request);

EnforceWithMatcher ()

EnforceWithMatcher{#i fi B & X VLACLAS R E — N FER"Z 57T DA 4R1E" il — NN R,
ASHUERF . (matcher, sub, obj, act), Xmatcher =S FAFERET, BRIAHE AT PTEEES,

o

Go PHP Python Java

ok, err := e.EnforceWithMatcher(matcher, request)

$ok = $e->enforcewWithMatcher($matcher, $request);

ok = e.enforce_with_matcher(matcher, request)

boolean ok = e.enforcewWithMatcher(matcher, request);



EnforceEx()
EnforceExiaid il ATVEAC A RN R AR T

o

Go Node.js PHP Python

ok, reason, err := e.EnforceEx(request)
const ok = await e.enforceEx(request);
list($ok, $reason) = $e->enforceEx($request);

ok, reason = e.enforce_ex(request)

EnforceExWithMatcher ()

-

EnforceExWithMatcherfili i H & Y VLHC g5 18 3 38 K DT AL Y AR SR Rt 7o

il
Go
ok, reason, err := e.EnforceExWithMatcher (matcher, request)
BatchEnforce()

BatchEnforceHUTHE MG RIHEM/REVH A IR A1 45 3R



filan:

Go Node.js Java

boolArray, err := e.BatchEnforce(requests)
const boolArray = await e.batchEnforce(requests);

List<Boolean> boolArray = e.batchEnforce(requests);

GetAllSubjects()
GetAllSubjectsZREHHERAE 24 Bif SR Mg H Y 32 1571 55

o

Go Node.js PHP Python .NET Rust Java

allSubjects := e.GetAllSubjects()

const allSubjects = await e.getAllSubjects()

$allSubjects $e->getAllSubjects();

all_subjects e.get_all_subjects()
var allSubjects = e.GetAllSubjects();

let all_subjects = e.get_all_subjects();

List<String> allSubjects = e.getAllSubjects();



GetAllNamedSubjects()
GetAlINamedSubjectsZREL 4 i an 44 SRMg H LAY 32512

filan:
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allNamedSubjects := e.GetAllNamedSubjects("p")

const allNamedSubjects = await e.getAllNamedSubjects('p"')
$allNamedSubjects = $e->getAllNamedSubjects("p");
all_named_subjects = e.get_all_named_subjects("p")

var allNamedSubjects = e.GetAllNamedSubjects("p");

let all_named_subjects = e.get_all_named_subjects("p");

List<String> allNamedSubjects = e.getAllNamedSubjects("p");

GetAllObjects()
GetAllObjectsFRECY i Rl H HHBHAY AT 5 512R

Bilgn
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allObjects := e.GetAllObjects()

const allObjects = await e.getAllObjects()

$allObjects = $e->getAllObjects();
all_objects = e.get_all_objects()
var allObjects = e.GetAllObjects();

let all_objects = e.get_all_objects();

List<String> allObjects = e.getAllObjects();

GetAllNamedObjects()
GetAlINamedObjectsZREL 4 Hif fin 44 SREE H AT R 53K,

filan:
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allNamedObjects := e.GetAllNamedObjects("p")

const allNamedObjects = await e.getAllNamedObjects('p")

$allNamedObjects = $e->getAllNamedObjects("p");

all_named_objects = e.get_all_named_objects("p")

var allNamedObjects = e.GetAllNamedObjects("p");



let all_named_objects = e.get_all_named_objects("p");

List<String> allNamedObjects = e.getAllNamedObjects("p");

GetAllActions()
GetAllActionsZRHL 4 i SR HI BRI AR S1IER

filgn
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allActions := e.GetAllActions()

const allActions = await e.getAllActions()
$allActions = $e->getAllActions();
all_actions = e.get_all_actions()

var allActions = e.GetAllActions();

let all_actions = e.get_all_actions();

List<String> allActions = e.getAllActions();

GetAllNamedActions()
GetAllNamedActions#kEU 4 Al i 44 SR Mg U AR5 3%

o



Go Node.js PHP Python .NET Rust Java

allNamedActions := e.GetAllNamedActions("p")

const allNamedActions = await e.getAllNamedActions('p')
$allNamedActions = $e->getAllNamedActions("p");
all_named_actions = e.get_all_named_actions("p")

var allNamedActions = e.GetAllNamedActions("p");

let all_named_actions = e.get_all_named_actions("p");

List<String> allNamedActions = e.getAllNamedActions("p");

GetAllRoles()
GetAllRolesZKEL Y mij SRl H HIER I 51135,

Bilgn
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allRoles = e.GetAllRoles()

const allRoles = await e.getAllRoles()

$allRoles = $e->getAllRoles();



all_roles = e.get_all_roles()
var allRoles = e.GetAllRoles();
let all_roles = e.get_all_roles();

List<String> allRoles = e.getAllRoles();

GetAllNamedRoles()
GetAlINamedRolesTRE Y fif i 44 SRl o HH BRI A €311 2%,

filan:

Go Node.js PHP Python .NET Rust Java

allNamedRoles := e.GetAllNamedRoles("g")

const allNamedRoles = await e.getAllNamedRoles('g")

$allNamedRoles = $e->getAllNamedRoles('g');

all_named_roles = e.get_all_named_roles("g")

var allNamedRoles = e.GetAllNamedRoles("g");

let all_named_roles = e.get_all_named_roles("g");

List<String> allNamedRoles = e.getAllNamedRoles("g");



GetPolicy()
GetPolicy kBRI Hh Y Rl A SR

o
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policy = e.GetPolicy()

const policy = await e.getPolicy()

$policy = $e->getPolicy();

policy = e.get_policy()

var policy = e.GetPolicy();

let policy = e.get_policy();

List<List<String>> policy = e.getPolicy();

GetFilteredPolicy()
GetFilteredPolicy ZREXRIS BT SACINI, AT DA E T B 8.

o
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filteredPolicy := e.GetFilteredPolicy(0, "alice")

const filteredPolicy = await e.getFilteredPolicy(®, 'alice')

$filteredPolicy = $e->getFilteredPolicy(0, "alice");

filtered_policy e.get_filtered_policy(0, "alice")

var filteredPolicy = e.GetFilteredPolicy(0, "alice");

let filtered_policy = e.get_filtered_policy(0,
vec!["alice".to_owned()]);

List<List<String>> filteredPolicy = e.getFilteredPolicy(0,

GetNamedPolicy()
GetNamedPolicyZk Hi 44 Sl 5 Y i SN

o .
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namedPolicy := e.GetNamedPolicy("p")

const namedPolicy = await e.getNamedPolicy('p"')

$namedPolicy = $e->getNamedPolicy("p");

named_policy e.get_named_policy("p")

"alice");



var namedPolicy = e.GetNamedPolicy("p");
let named_policy = e.get_named_policy("p");

List<List<String>> namedPolicy = e.getNamedPolicy("p");

GetFilteredNamedPolicy()
GetFilteredNamedPolicyIKEX A 44 SRS A B 1 AN, 7T DAFE & = B i de

Bilgn
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filteredNamedPolicy = e.GetFilteredNamedPolicy("p", 0, "bob")

const filteredNamedPolicy = await e.getFilteredNamedPolicy('p', O,
'bob')

$filteredNamedPolicy = $e->getFilteredNamedPolicy("p", O, "bob");

filtered_named_policy = e.get_filtered_named_policy("p", 0, "alice")

var filteredNamedPolicy = e.GetFilteredNamedPolicy("p", 0, "alice");

let filtered_named_policy = e.get filtered named_policy("p", ©,
vec! ["bob".to_owned()]);

List<List<String>> filteredNamedPolicy = e.getFilteredNamedPolicy("p",
0, "bob");



GetGroupingPolicy()
GetGroupingPolicy ZREU SR g i T A £ ok < H

o
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groupingPolicy := e.GetGroupingPolicy()

const groupingPolicy = await e.getGroupingPolicy()

$groupingPolicy $e->getGroupingPolicy();

grouping_policy = e.get_grouping_policy()

var groupingPolicy = e.GetGroupingPolicy();
let grouping_policy = e.get_grouping_policy();

List<List<String>> groupingPolicy = e.getGroupingPolicy();

GetFilteredGroupingPolicy()
GetFilteredGroupingPolicy 2k BRI H A A 1 k&N, AT DAFE € 7 BOT T8 8%

o
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filteredGroupingPolicy := e.GetFilteredGroupingPolicy (0, "alice")

const filteredGroupingPolicy = await e.getFilteredGroupingPolicy(0,
'alice')

$filteredGroupingPolicy = $e->getFilteredGroupingPolicy(0, "alice");
filtered_grouping_policy = e.get_filtered_grouping_policy(0, "alice")
var filteredGroupingPolicy = e.GetFilteredGroupingPolicy(0, "alice");

let filtered_grouping_policy = e.get_filtered_grouping_policy(0,
vec!["alice".to_owned()]);

List<List<String>> filteredGroupingPolicy =
e.getFilteredGroupingPolicy (0, "alice");

GetNamedGroupingPolicy()
GetNamedGroupingPolicy KBRS - I FT A f gk A,

filan:
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namedGroupingPolicy := e.GetNamedGroupingPolicy("g")

const namedGroupingPolicy = await e.getNamedGroupingPolicy('g")

$namedGroupingPolicy = $e->getNamedGroupingPolicy("g");



named_grouping_policy = e.get_named_grouping_policy("g")
var namedGroupingPolicy = e.GetNamedGroupingPolicy("g");
let named_grouping_policy = e.get_named_grouping_policy("g");

List<List<String>> namedGroupingPolicy = e.getNamedGroupingPolicy("g");

GetFilteredNamedGroupingPolicy()
GetFilteredNamedGroupingPolicyJK BRI A T F ok A& R,

filan:
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namedGroupingPolicy := e.GetFilteredNamedGroupingPolicy("g", O,
"alice")

const namedGroupingPolicy = await
e.getFilteredNamedGroupingPolicy('g', 0, 'alice')

$namedGroupingPolicy = $e->getFilteredNamedGroupingPolicy("g", O,
"alice");

named_grouping_policy = e.get_filtered_named_grouping_policy("g", 0O,
"alice")

var namedGroupingPolicy = e.GetFilteredNamedGroupingPolicy("g", O,
"alice");

let named_grouping_policy = e.get_filtered_named_groupingPolicy("g",



List<List<String>> filteredNamedGroupingPolicy =
e.getFilteredNamedGroupingPolicy("g", 0, "alice");

HasPolicy()
HasPolicyHfiE & G 7 TR,

o .

Go Node.js PHP Python .NET Rust Java

hasPolicy := e.HasPolicy("data2_admin", "data2", "read")

const hasPolicy = await e.hasPolicy('data2_admin', 'data2', 'read')
$hasPolicy = $e->hasPolicy('data2_admin', 'data2', 'read');
has_policy = e.has_policy("data2_admin", "data2", "read")

var hasPolicy = e.HasPolicy("data2_admin", "data2", "read");

let has_policy = e.has_policy(vec!["data2_admin".to_owned(),
"data2".to_owned(), "read".to_owned()]);

boolean hasPolicy = e.hasPolicy("data2_admin", "data2", "read");

HasNamedPolicy()
HasNamedPolicy i€ & &5 17 1E fn 44 BB

o :
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hasNamedPolicy := e.HasNamedPolicy("p", "data2_admin", "data2", "read")

const hasNamedPolicy = await e.hasNamedPolicy('p', 'data2_admin',
'data2', 'read')

$hasNamedPolicy = $e->hasNamedPolicy("p", "data2_admin", "data2",
"read");

has_named_policy = e.has_named_policy("p", "data2_admin'", "data2",
"read")

var hasNamedPolicy = e.HasNamedPolicy("p", "data2_admin", "data2",
"read");

let has_named_policy = e.has_named_policy("p",
vec!["data2_admin".to_owned(), "data2".to_owned(), "read".to_owned()]);

boolean hasNamedPolicy = e.hasNamedPolicy("p", "data2_admin", "data2",
"read");

AddPolicy()

AddPolicy Rz BURNIZR N S AT RN,  GRMNC L7 E, KEOREfalse, MNAZBIANM,
AN, REGEE A R Fltrue,

filan:
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added := e.AddPolicy('eve', 'data3', 'read')

const p = ['eve', 'data3', 'read']
const added = await e.addPolicy(...p)

$added = $e->addPolicy('eve', 'data3', 'read');

added = e.add_policy("eve", "data3", "read")

var added = e.AddPolicy("eve", "data3", "read");

or

var added = await e.AddPolicyAsync("eve", "data3", "read");

let added = e.add_policy(vec!["eve".to_owned(), "data3".to_owned(),

"read".to_owned()]);

boolean added = e.addPolicy("eve", "data3", "read");

AddPolicies()

AddPolicies R BNIERINZI L AT, ZIRIEAT LRI IR, Rtk RSB E S
5 4IRS — AN, RO [Elfalse, 1A RIEMINBASINE L HTRME,  Q1RATA R
RN SRR —2, BEOR[Eltrue, FRREEEA SRIS LU0 2] 4 B SR

filan:
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rules := [][] string {
[Istring {"jack", "data4", "read"},
[Istring {"katy", "data4", "write"},
[I1string {"leyo", "data4", '"read"},



const rules = [
['jack', 'data4', 'read'],
['katy', 'data4', 'write'],
['leyo', 'data4', 'read'],
["ham', 'data4',K ‘'write']

1;

const areRulesAdded = await e.addPolicies(rules);

rules = [
["jack", "data4", "read"],
["katy", "data4", "write"],
["leyo", "data4", "read"],
["ham", "data4", "write"]

]

are_rules_added = e.add_policies(rules)

let rules = vec!|[

vec!["jack".to_owned(), "data4".to_owned(), "read".to_owned()],
vec!["katy".to_owned(), "datad4".to_owned(), "write".to_owned()],
vec!["leyo".to_owned(), "data4".to_owned(), "read".to_owned()],
vec!["ham".to_owned(), "data4".to_owned(), "write".to_owned()],

1;

let are_rules_added = e.add_policies(rules).await?

String[][] rules = {
{"jack", "data4", "read"},
{"katy", "data4", "write"},
{"leyo", "data4", "read"},
{"ham", "data4", "write"},

};

boolean areRulesAdded = e.addPolicies(rules);



AddPoliciesEx()

AddPoliciesExRHHZARINITR MY BiRMG, WURMINCEE7E, MNEASEaRm, HES
AddPoliciesfNE, HMAFERFNISHR, A EERERPfalse

o

Go

ok, err := e.AddPoliciesEx([][]string{{"user1", "datal", '"read"},
{"user2", "data2", "read"}})

AddNamedPolicy()

AddNamedPolicy KRNI E Ml dn 44 kMg, RMNEEFTE, REIRElfalsedt H
FUNAR W, A0, AR IR Eltrue,

o :
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added := e.AddNamedPolicy("p", "eve", "data3", "read")

const p = ['eve', 'data3', 'read']
const added = await e.addNamedPolicy('p', ...p)

$added = $e->addNamedPolicy("p", "eve", "data3", "read");

added = e.add_named_policy("p", "eve", "data3", "read")



var added = e.AddNamedPolicy("p", "eve",

or

var added = await e.AddNamedPolicyAsync("p",
let added = e.add_named_policy("p", vec!

"data3".to_owned(),

boolean added = e.addNamedPolicy("p",

AddNamedPolicies()

ueven, "data3",

"data3", "read");

"eve", "data3", "read"),;

"eve".to_owned(),

"read".to_owned()]).await?;

"read");

AddNamedPolicies KA MMIAINE S AT an 2 5KlG, % BRIEARR LR TR, R, R
PO LS RN 5 2 AT SRIEA —8,  BRECRIR [l falsedt HA A RISHLNESINE] 4 7 5
QUERFTAA I BBOINIFARS SRS — 28, BRECRAIR Al truedt B SRS IUNIHAR 2 a0 21 = i o

I,
Bgn:
Go Node.js Python Rust
rules := [][] string {
[Istring {"jack", '"data4",
[Istring {"katy", "data4",
[1string {"leyo", '"data4",
[]string {"ham", "data4",
3
areRulesAdded :=

const rules = [

['jack', 'data4', 'read'],
['katy', 'data4', 'write'],
['leyo', 'data4', 'read'],

Java

"read"},
"write"},
"read"},

"write"},

e.AddNamedPolicies("p",

rules)



rules = [
["jack", "data4", "read"],
["katy", "data4", "write"],
["leyo", "data4", "read"],
["ham", "data4", "write"]

]

are_rules_added = e.add_named_policies("p", rules)

let rules = vec![
vec!["jack".to_owned(), "datad4".to_owned(), "read".to_owned()],
vec!["katy".to_owned(), "datad4".to_owned(), "write".to_owned()],
vec!["leyo".to_owned(), "datad4".to_owned(), "read".to_owned()],
vec!["ham".to_owned(), "data4".to_owned(), "write".to_owned()],

1;

let are_rules_added := e.add_named_policies("p", rules).await?;

List<List<String>> rules = Arrays.aslList(
Arrays.asList("jack", "data4", '"read"),
Arrays.aslList("katy", "data4", "write"),
Arrays.asList("leyo", "data4", '"read"),
Arrays.asList("ham", "data4", "write")

);

boolean areRulesAdded = e.addNamedPolicies("p", rules);

AddNamedPoliciesEXx()

AddNamedPoliciesEx R BN INZ AT an 4 5, AR ELFAE, MRS BIR

Bl {H5AddNamedPolicies ™A, HMAFERNFNISHGM, Mz B0 false

filan:
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ok, err := e.AddNamedPoliciesex("p", []1[]string{{"user1", "data1l",

"read"}, {"user2", "data2", "read"}})

SelfAddPoliciesEx()

SelfAddPoliciesEx-RiZ B NIZRANZI 2 AT an 44 5Rlg, H BSMENMREREREEH. N
CEfFTE, HINPSERSBRM, H5SelfAddPoliciesNE, HAMAFERFIISHERN, A

BR[O false

Bl :

Go

ok, err := e.SelfAddPoliciesEx("p", "p", [][]string{{"user1", "datal",

"read"}, {"user2", "data2", "read"}})

RemovePolicy()

RemovePolicy \ 4 T SR RS ER— AN,

Bilgn
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removed := e.RemovePolicy("alice", "datal", "read")

const p = ['alice', 'datal', 'read']
const removed = await e.removePolicy(...p)

$removed = $e->removePolicy("alice", "datal", "read");



removed = e.remove_policy("alice", "datal", "read")

var removed = e.RemovePolicy("alice", "datal", "read");

or
var removed = await e.RemovePolicyAsync("alice", "datal", "read");

let removed = e.remove_policy(vec!["alice".to_owned(),
"datal".to_owned(), "read".to_owned()]).await?;

boolean removed = e.removePolicy("alice", "datal", "read");

RemovePolicies()

RemovePolicies MY T SIS RS BRI, X IBRIERIMEBUZ IR TR, BRI, QSR
BEHRN S Y FiRIE A —8, KECKIREfalse, J H %A RISHUNM S FiRIEHREER, WFR
I AN 5 SRR — 2%, eR B [Eltrue, I HLAEA SRS HLIUIER 22 M 24 1T SRS S ER

o :
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rules := []J[] string {
[1string {"jack", "data4", "read"},
[Istring {"katy", "data4", "write"},
[Istring {"leyo", "data4", '"read"},
[I1string {"ham", "data4", "write"},

b

areRulesRemoved := e.RemovePolicies(rules)
const rules = [

['jack', 'data4', 'read'],
['katy', 'data4', 'write'],



rules = [
["jack", "data4", "read"],
["katy", "data4", "write"],
["leyo", "data4", "read"],
["ham", "data4", "write"]

]

are_rules_removed = e.remove_policies(rules)

let rules = vec![
vec!["jack".to_owned(), "datad4".to_owned(), "read".to_owned()],
vec!["katy".to_owned(), "datad4".to_owned(), "write".to_owned()],
vec!["leyo".to_owned(), "datad4".to_owned(), "read".to_owned()],
vec!["ham".to_owned(), "data4".to_owned(), "write".to_owned()],

1;

let are_rules_removed = e.remove_policies(rules).await?;

String[][] rules = {
{"jack", "data4", "read"},
{"katy", "data4", "write"},
{"leyo", "data4", '"read"},
{"ham", "data4", "write"},

Iy
boolean areRulesRemoved = e.removePolicies(rules);
RemoveFilteredPolicy()

RemoveFilteredPolicy M /i SRIE HFSER — MM, 7] DAFEE FEdJEds. RemovePolicy
ME R RIS AR R — AN,

filan:
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removed := e.RemoveFilteredPolicy (0, "alice", "datal", "read")

const p = ['alice', 'datal', 'read']
const removed = await e.removeFilteredPolicy (0, ...p)

$removed = $e->removeFilteredPolicy (0, "alice", "datal", "read");

removed = e.remove_filtered_policy(0, "alice", "datal", "read")

var removed = e.RemoveFilteredPolicy("alice", "datal", "read");
or

var removed
"read");

await e.RemoveFilteredPolicyAsync("alice", "datal",

let removed = e.remove_filtered_policy(®, vec!["alice".to_owned(),
"datal".to_owned(), "read".to_owned()]).await?;

boolean removed = e.removeFilteredPolicy(0, "alice", "datal", "read");

RemoveNamedPolicy()
RemoveNamedPolicy M 24 Fijan 44 S R BR— DMK,

o
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removed := e.RemoveNamedPolicy("p", "alice", "datal", "read")

const p = ['alice', 'datal', 'read']
const removed = await e.removeNamedPolicy('p', ...p)



$removed = $e->removeNamedPolicy("p", "alice", "datal", "read");

removed = e.remove_named_policy("p", "alice", "datal", "read")

var removed = e.RemoveNamedPolicy("p", "alice", "datal", "read");
or

var removed = await e.RemoveNamedPolicyAsync("p", "alice", "datal",
"read");

let removed = e.remove_named_policy("p", vec!["alice".to_owned(),
"datal".to_owned(), "read".to_owned()]).await?;

boolean removed = e.removeNamedPolicy("p", "alice", "datal", "read");

RemoveNamedPolicies()

RemoveNamedPolicies )\ 4wl an 44 RIE RS ERIZAIN],  ZIREPE R e, Kk, a0
RIZBOIRNEL S RIS MR RIS A —5, RECRIR Alfalse, I HI%E SRIEHUU M 2w SRIE %
Bro  WNERPTA BRGNS SRREHIN — 2, PRECEHR[Mtrue, FF H S SRBEHUIER 2 M 24 Al SR ES
R,
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rules := [][] string {
[I1string {"jack", "data4", "read"},
[I1string {"katy", "data4", "write"},
[I1string {"leyo", "data4", '"read"},
[I1string {"ham", "data4", "write"},

areRulesRemoved := e.RemoveNamedPolicies("p", rules)



const rules = [
['jack', 'data4', 'read'],
['katy', 'data4', 'write'],
['leyo', 'data4', 'read'],
["ham', 'data4',K ‘'write']

1;

const areRulesRemoved = await e.removeNamedPolicies('p', rules);

rules = [
["jack", "data4", "read"],
["katy", "data4", "write"],
["leyo", "data4", "read"],
["ham", "data4", "write"]

]

are_rules_removed = e.remove_named_policies("p", rules)

let rules = vec!|[
vec!["jack".to_owned(), "data4".to_owned(), "read".to_owned()],
vec!["katy".to_owned(), "datad4".to_owned(), "write".to_owned()],
vec!["leyo".to_owned(), "data4".to_owned(), "read".to_owned()],
vec!["ham".to_owned(), "data4".to_owned(), "write".to_owned()],

1;

let areRulesRemoved = e.remove_named_policies("p", rules).await?;

List<List<String>> rules = Arrays.asList(
Arrays.aslList("jack", "data4", "read"),
Arrays.aslList("katy", "data4", "write"),
Arrays.asList("leyo", "data4", '"read"),
Arrays.asList("ham", "data4", "write")

)

boolean areRulesRemoved = e.removeNamedPolicies("p", rules);

RemoveFilteredNamedPolicy()

RemoveFilteredNamedPolicy )\ 24 Fii an 44 SRIG FR AR ER— DA, 7] DA & F BRI 8RR
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removed := e.RemoveFilteredNamedPolicy("p", ©, "alice", "datal",
"read")

const p = ['alice', 'datal', 'read']
const removed = await e.removeFilteredNamedPolicy('p', 0, ...p)

$removed = $e->removeFilteredNamedPolicy("p", ©, "alice", "data1l",
"read");

removed = e.remove_filtered_named_policy("p", 0, "alice", "datal",
"read")

var removed e.RemoveFilteredNamedPolicy("p", 0, "alice", "datal",
"read");

or

var removed = e.RemoveFilteredNamedPolicyAync("p", 0, "alice",

"datal", "read");

let removed = e.remove_filtered_named_policy("p", 0,
vec!["alice".to_owned(), "datal".to_owned(),
"read".to_owned()]).await?;

boolean removed = e.removeFilteredNamedPolicy("p", 0, "alice",
"datal", "read");

HasGroupingPolicy()
HasGroupingPolicy i€ & 75 17 15 f gk A

filgn
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has := e.HasGroupingPolicy("alice", "data2_admin")

const has = await e.hasGroupingPolicy('alice', 'data2_admin')
$has = $e->hasGroupingPolicy("alice", "data2_admin");

has = e.has_grouping_policy("alice", "data2_admin")

var has = e.HasGroupingPolicy("alice", "data2_admin");

let has = e.has_grouping_policy(vec!["alice".to_owned(),
"data2_admin".to_owned()]);

boolean has = e.hasGroupingPolicy("alice", "data2_admin");

HasNamedGroupingPolicy()
HasNamedGroupingPolicy i€ & & 17 1E i 4 fa gk A K],
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has := e.HasNamedGroupingPolicy("g", "alice", "data2_admin")

const has = await e.hasNamedGroupingPolicy('g', 'alice', 'data2_admin')

$has = $e->hasNamedGroupingPolicy("g", "alice", "data2_admin");



has = e.has_named_grouping_policy("g", "alice", "data2_admin'")
var has = e.HasNamedGroupingPolicy("g", "alice", "data2_admin");

let has = e.has_named_grouping_policy("g", vec!["alice".to_owned(),
"data2_admin".to_owned()]);

boolean has = e.hasNamedGroupingPolicy("g", "alice", "data2_admin");

AddGroupingPolicy()

AddGroupingPolicy A B SRS F NN A EAkARN], RN CEELE, KECK IR EIfalse, #i
MRS, AW, REGEEZIFTALR [E true,
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added := e.AddGroupingPolicy("groupl", "data2_admin")

const added = await e.addGroupingPolicy('groupl', 'data2_admin')

$added = $e->addGroupingPolicy("groupl", "data2_admin");

added = e.add_grouping_policy('"groupl", "data2_admin")

var added
or
var added = await e.AddGroupingPolicyAsync("groupl", "data2_admin");

e.AddGroupingPolicy("groupl", "data2_admin");

let added

e.add_grouping_policy(vec!["groupl".to_owned(),



boolean added = e.addGroupingPolicy("groupl", "data2_admin");

AddGroupingPolicies()

AddGroupingPoliciesf Bk A& NN E M/ RkIg, IZREARR LZ2E A, Hit, R
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rules := [][] string {
[Istring {"ham", "data4_admin"},
[1string {"jack", "data5_admin"},

¥

areRulesAdded := e.AddGroupingPolicies(rules)

const groupingRules = [
['ham', 'data4_admin'],
['jack', 'data5_admin']

1;

const areRulesAdded = await e.addGroupingPolicies(groupingRules);

rules = [
["ham", "data4_admin"],
["jack", "data5_admin"]

]

are_rules_added = e.add_grouping_policies(rules)



let rules = vec!|[
vec!["ham".to_owned(), "data4_admin".to_owned()],

vec!["jack".to_owned(), "data5_admin".to_owned()],

1;

let areRulesAdded = e.add_grouping policies(rules).await?;

String[][] groupingRules = {
{"ham", "data4_admin"},
{"jack", "data5_admin"}

}i

boolean areRulesAdded = e.addGroupingPolicies(groupingRules);

AddGroupingPoliciesEx()

AddGroupingPoliciesExRf f ok A AT AN R Y Jii skilg, RN C SR, MNASHER
h. {E5AddGroupingPoliciesNEl, HMAFLERFINISHEM, M2 R0 false

filan:
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ok, err := e.AddGroupingPoliciesEx([][]string{{"user1", "member"},
{"user2", "member"}})

AddNamedGroupingPolicy()

AddNamedGroupingPolicy ¥ an 44 09 /i kAN AN E S /i RN, RN EEAETE, KL
¥R [Efalse, MUMIASWE, AW, REGEEZIFTRNR[E true,

foian:
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added := e.AddNamedGroupingPolicy("g", "groupl", "data2_admin")

const added = await e.addNamedGroupingPolicy('g', 'groupl',
'data2_admin')

$added = $e->addNamedGroupingPolicy("g", "groupl", "data2_admin");

added = e.add_named_grouping_policy("g", "groupl", "data2_admin'")

var added e.AddNamedGroupingPolicy("g", "groupl", "data2_admin");

or
var added = await e.AddNamedGroupingPolicyAsync('"g", "groupli",
"data2_admin");

let added = e.add_named_grouping_policy("g", vec!["groupl".to_owned(),
"data2_admin".to_owned()]).await?;

boolean added = e.addNamedGroupingPolicy("g", "groupl", "data2_admin");

AddNamedGroupingPolicies()

AddNamedGroupingPolicies 4 M B AARLNIZRINE 24 510k lg,  IZIRIEA T L2 1%
o [RIE, ARG & RN 5 Y BT SRIS R —8, RECE IR EIfalse, HAZAY A1 RIS
ININSRIEHN] . anSRFTE SN 5 SRIEHN — 2,  PRECKHR [Mtrue, FEREDSRIEHUNEZRANE]
E NN
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rules := [][] string {
[1string {"ham", "data4_admin"},
[Istring {"jack", "data5_admin"},

areRulesAdded := e.AddNamedGroupingPolicies("g", rules)

const groupingRules = [
["ham', 'data4_admin'],
['jack', 'data5_admin']

1;

const areRulesAdded = await e.addNamedGroupingPolicies('g’,
groupingRules);

rules = [
["ham", "data4_admin"],
["jack", "data5_admin"]

are_rules_added = e.add_named_grouping_policies("g", rules)

let rules = vec![
vec!["ham".to_owned(), "data4_admin".to_owned()],
vec!["jack".to_owned(), "data5_admin".to_owned()],

1;

let are_rules_added = e.add_named_grouping_policies("g", rules).await?;

String[][] groupingRules = {
{"ham", "data4_admin"},
{"jack", "data5_admin"}

3

boolean areRulesAdded = e.addNamedGroupingPolicies("g", groupingRules);



AddNamedGroupingPoliciesEx()

AddNamedGroupingPoliciesEx¥& i 44 M kAR IR AN 2 Y /iSRRG, Qi SRAN B 2771,
FINAR 85, {55 AddNamedGroupingPolicies R[A, HARELERIINIS#EM, MR

BR[O false

o
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ok, err := e.AddNamedGroupingPoliciesex("g", [][]string{{"user1",

"member"}, {"user2", "member"}})

RemoveGroupingPolicy()

RemoveGroupingPolicy M 24 i SRS I ER— 1 ta g &AL,
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removed := e.RemoveGroupingPolicy("alice", "data2_admin")
const removed = await e.removeGroupingPolicy('alice', 'data2_admin')
$removed = $e->removeGroupingPolicy("alice", "data2_admin");

removed = e.remove_grouping_policy("alice", "data2_admin")

var removed = e.RemoveGroupingPolicy("alice", "data2_admin");



let removed = e.remove_grouping_policy(vec!["alice".to_owned(),
"data2_admin".to_owned()]).await?;

boolean removed = e.removeGroupingPolicy("alice", "data2_admin");

RemoveGroupingPolicies()

RemoveGroupingPolicies )\ 51 SR lE - MR A AR, AR EREBUZ IR 7R, Ak,
QN SRFZAGIIN 0 2 BRI Y B SRIEA — 2, RECKR [Elfalse, FH HAS MY Hi SR B BRAEAA]
TRIEFIN], QNS A A AR IS 5 SR RN — 3, BRECKAR [Eltrue, F HAA SRS HLIER R
1 HiT RIS R
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rules := [][] string {
[1string {"ham", "data4_admin"},
[1string {"jack", "data5_admin"},

}

areRulesRemoved := e.RemoveGroupingPolicies(rules)

const groupingRules = [
['ham', 'data4_admin'],
['jack', 'data5_admin']

17
const areRulesRemoved = await e.removeGroupingPolicies(groupingRules);
let rules = vec![

vec!["ham".to_owned(), "data4_admin".to_owned()],
vec!["jack".to_owned(), "data5_admin".to_owned()],



rules = [
["ham", "data4_admin"],
["jack", "data5_admin"]

are_rules_removed = e.remove_grouping_policies(rules)

String[][] groupingRules = {
{"ham", "data4_admin"},
{"jack", "data5_admin"}

}i

boolean areRulesRemoved = e.removeGroupingPolicies(groupingRules);

RemoveFilteredGroupingPolicy()
RemoveFilteredGroupingPolicy M =4 Fii Sl Fh il BR— 1 a4k & RN, /T DAFEE 7 Bod T8 8%
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removed := e.RemoveFilteredGroupingPolicy(©, "alice")

const removed = await e.removeFilteredGroupingPolicy(0, 'alice')

$removed = $e->removeFilteredGroupingPolicy (0, "alice");

removed = e.remove_filtered_grouping_policy(0, "alice")

var removed
or
var removed = await e.RemoveFilteredGroupingPolicyAsync(0, "alice");

e.RemoveFilteredGroupingPolicy (0, "alice");



let removed = e.remove_filtered_grouping_policy(0,
vec!["alice".to_owned()]).await?;

boolean removed = e.removeFilteredGroupingPolicy (0, "alice");

RemoveNamedGroupingPolicy()
RemoveNamedGroupingPolicy M 4 {ij i 44 S g H R — 1 f e b &,
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removed := e.RemoveNamedGroupingPolicy('"g", "alice")

const removed = await e.removeNamedGroupingPolicy('g', 'alice')
$removed = $e->removeNamedGroupingPolicy("g", "alice");

removed = e.remove_named_grouping_policy("g", "alice", "data2_admin")

var removed = e.RemoveNamedGroupingPolicy("g", "alice");
or
var removed = await e.RemoveNamedGroupingPolicyAsync("g", "alice");

let removed = e.remove_named_grouping_policy("g",
vec!["alice".to_owned()]).await?;

boolean removed = e.removeNamedGroupingPolicy("g", "alice");



RemoveNamedGroupingPolicies()

RemoveNamedGroupingPolicies M\ 4l Skl bl B an 44 B9 A EL k&N, AR ERO R PUZ I+
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rules := [][] string {
[]string {"ham", "data4_admin"},
[1string {"jack", "data5_admin"},

¥

areRulesRemoved := e.RemoveNamedGroupingPolicies("g", rules)

const groupingRules = [
['ham', 'data4_admin'],
['jack', 'data5_admin']

1;

const areRulesRemoved = await e.removeNamedGroupingPolicies('g',
groupingRules);

rules = [
["ham", "datad4_admin"],
["jack", "data5_admin"]

]

are_rules_removed = e.remove_named_grouping_policies("g", rules)

let rules = vec![
vec!["ham".to_owned(), "data4_admin".to_owned()],



String[][] groupingRules = {
{"ham", "data4_admin"},
{"jack", "data5_admin"}

Iy
boolean areRulesRemoved = e.removeNamedGroupingPolicies("g",
groupingRules);

RemoveFilteredNamedGroupingPolicy()

RemoveFilteredNamedGroupingPolicy M X4 i 44 SRl HR R — N i Gk AR, AT DAYEE
IS SUR); R
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removed := e.RemoveFilteredNamedGroupingPolicy("g", 0, "alice")

const removed = await e.removeFilteredNamedGroupingPolicy('g', O,
'alice')

$removed = $e->removeFilteredNamedGroupingPolicy("g", 0, "alice");

removed = e.remove_filtered_named_grouping_policy("g", ©, "alice")

var removed = e.RemoveFilteredNamedGroupingPolicy("g", 0, "alice");
or

var removed = await e.RemoveFilteredNamedGroupingPolicyAsync("g", 0O,
"alice");

let removed = e.remove_filtered_named_groupingPolicy("g", O,
vec!["alice".to_owned()]).await?;



boolean removed = e.removeFilteredNamedGroupingPolicy("g", 0, "alice");

UpdatePolicy()
UpdatePolicy ¥ |H & 55 #5793t Sk

Bl :
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updated, err := e.UpdatePolicy([]string{"eve", "data3", "read"},
[]string{"eve", "data3", "write"})

const update = await e.updatePolicy(["eve", "data3", "read"], ["eve",
"data3", "write"]);

updated = e.update_policy(["eve", "data3", "read"], ["eve'", '"data3",
"write"])

boolean updated = e.updatePolicy(Arrays.asList("eve", "data3",
"read"), Arrays.asList("eve", "data3", "write"));

UpdatePolicies()

UpdatePolicies i [T H SR 5 i b

g :
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updated, err := e.UpdatePolicies([][]string{{"eve", "data3", "read"},
{"jack", "data3", "read"}}, [][]string{{"eve", "data3", "write"},
{"jack", "data3", "write"}})

old_rules [["eve", "data3", "read"], ["jack", "data3", "read"]]
new_rules = [["eve", "data3", "write"], ["jack", "data3", "write"]]

updated = e.update_policies(old_rules, new_rules)

AddFunction()
AddFunction #sI—" HE R
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func CustomFunction(keyl string, key2 string) bool {
if keyl == "/alice_data2/myid/using/res_id" && key2 ==
"/alice_data/:resource" {
return true
} else if keyl == "/alice_data2/myid/using/res_id" && key2 ==
"/alice_data2/:id/using/:resId" {
return true
} else {
return false

}

}

func CustomFunctionWrapper(args ...interface{}) (interface{}, error) {
keyl := args[0].(string)
key2 := args[1].(string)

return bool(CustomFunction(keyl, key2)), nil



function customFunction(keyl, key2)({
if(keyl == "/alice_data2/myid/using/res_id" && key2 ==
"/alice_data/:resource") {
return true
} else if(keyl == "/alice_data2/myid/using/res_id" && key2 ==
"/alice_data2/:id/using/:resId") {
return true
} else {
return false

e.addFunction("keyMatchCustom", customFunction);

func customFunction($keyl, $key2) {
if ($keyl == "/alice_data2/myid/using/res_id" && $key2 ==
"/alice_data/:resource") {
return true;
} elseif ($keyl == "/alice_data2/myid/using/res_id" && $key
"/alice_data2/:id/using/:resId") {
return true;
} else {
return false;

func customFunctionWrapper(...$args){
$keyl := S$args[0];
$key2 := $args[1];

return customFunction($keyl, $key2);

$e->addFunction("keyMatchCustom", customFunctionWrapper);

def custom_function(keyl, key2):
return ((keyl == "/alice_data2/myid/using/res_id" and key2 ==
"/alice_data/:resource") or (keyl == "/alice_data2/myid/using/res

_id"



fn custom_function(keyl: STring, key2: String) {

keyl == "/alice_data2/myid/using/res_id" && key2 ==
"/alice_data/:resource" || keyl == "/alice_data2/myid/using/res_id" &&
key2 == "/alice_data2/:id/using/:resId"

}

e.add_function("keyMatchCustom", custom_function);

public static class CustomFunc extends CustomFunction {
@Override
public AviatorObject call(Map<String, Object> env, AviatorObject
argl, AviatorObject arg2) {
String keyl = FunctionUtils.getStringValue(argl, env);
String key2 = FunctionUtils.getStringvValue(arg2, env);
if (keyl.equals("/alice_data2/myid/using/res_id") &&
key2.equals("/alice_data/:resource")) {
return AviatorBoolean.valueOf(true);
} else if (keyl.equals("/alice_data2/myid/using/res_id") &&
key2.equals("/alice_data2/:id/using/:resId")) {
return AviatorBoolean.valueOf(true);
} else {
return AviatorBoolean.valueOf(false);

@Ooverride
public String getName() {
return "keyMatchCustom";

FunctionTest.CustomFunc customFunc = new FunctionTest.CustomFunc();
e.addFunction(customFunc.getName(), customFunc);

LoadFilteredPolicy()
LoadFilteredPolicy M I/ EHEEMEIL IR 1L,

filgn:



Go Node.js Python Java

err := e.LoadFilteredPolicy()
const ok = await e.loadFilteredPolicy();

class Filter:

P =1l

G =[]
adapter =
casbin.persist.adapters.FilteredAdapter("rbac_with_domains_policy.csv")
e = casbin.Enforcer("rbac_with_domains_model.conf", adapter)
filter = Filter()
filter.P = ["", "domaini"]

filter.G = ["", "", "domainl"]
e.load_filtered_policy(filter)

e.loadFilteredPolicy(new String[] { "", "domaini" });

LoadIncrementalFilteredPolicy()
LoadIncrementalFilteredPolicy M XM /EHEZEIEM— N TR,
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err := e.LoadIncrementalFilteredPolicy()

const ok = await e.loadIncrementalFilteredPolicy();

adapter =
casbin.persist.adapters.FilteredAdapter("rbac_with_domains_policy.csv")



UpdateGroupingPolicy()

UpdateGroupingPolicy ¥t g #i7HJoldRule’finewRule,
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succeed, err : = e.UpdateGroupingPolicy([]string{"data3_admin",

"data4_admin"}, []string{"admin", "data4_admin"})

boolean succeed = e.updateGroupingPolicy(Arrays.asList("data3_admin",
"data4_admin"), Arrays.asList("admin", "data4_admin"));

UpdateNamedGroupingPolicy()

UpdateNamedGroupingPolicy #4477 ptype HJoldRule’y g #B5rHInewRule,

fan:
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succeed, err : = e.UpdateGroupingPolicy("gl",[]string{"data3_admin",

"data4_admin"}, []string{"admin", "data4_admin"})

boolean succeed = e.updateNamedGroupingPolicy("g1",
Arrays.asList("data3_admin", "data4_admin"), Arrays.asList("admin",
"data4_admin"));

SetFieldIndex()

SetFieldIndex ¥ sub. obj. domain#l priority M MAFRFINIE R HE X,



[policy_definition]
p = customized_priority, obj, act, eft, subject

foan:

Go

e.SetFieldIndex("p", constant.PriorityIndex, 0)
e.SetFieldIndex("p", constant.SubjectIndex, 4)
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e, err := NewEnforcer("examples/rbac_model.conf", "examples/
rbac_policy.csv")

const e = await newEnforcer('examples/rbac_model.conf',
"examples/rbac_policy.csv')

$e = new Enforcer('examples/rbac_model.conf', 'examples/
rbac_policy.csv');

e = casbin.Enforcer("examples/rbac_model.conf", "examples/
rbac_policy.csv")

var e = new Enforcer("path/to/model.conf", "path/to/
policy.csv");

let mut e = Enforcer::new("examples/rbac_model.conf", "examples/


http://localhost:3000/zh/

Enforcer e = new Enforcer("examples/rbac_model.conf", "examples/
rbac_policy.csv");

GetRolesForuUser()
GetRolesForUserfREUH F A A .
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res := e.GetRolesForUser("alice")

const res = await e.getRolesForUser('alice')

$res = $e->getRolesForUser("alice");

roles = e.get_roles_for_user("alice")

var res = e.GetRolesForUser("alice");

let roles = e.get_roles_for_user("alice", None); // No domain

List<String> res = e.getRolesForUser("alice");

GetUsersForRole()

GetUsersForRoleBUA FEAN A ErH .
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res := e.GetUsersForRole("datal_admin")

const res = await e.getUsersForRole('datal_admin')
$res = $e->getUsersForRole("datal admin");

users = e.get_users_for_role("datal_admin")

var res = e.GetUsersForRole("datal_admin");

let users = e.get_users_for_role("datal_admin", None); // No
domain

List<String> res = e.getUsersForRole("datal admin");

HasRoleForUser ()
HasRoleForUserffiiE F F /& S 1A 3
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res := e.HasRoleForUser("alice", "datal_admin")



const res = await e.hasRoleForUser('alice', 'datal_admin')

$res = $e->hasRoleForUser("alice", '"datal admin");

has = e.has_role_for_user("alice", "datal_admin")

var res = e.HasRoleForUser("alice", "datal_admin");

let has
No domain

e.has_role_for_user("alice", "datal_admin", None); //

boolean res = e.hasRoleForUser("alice", "datal_admin");

AddRoleForUser ()

AddRoleForUser s H FEsi—Ma ., WMERHFPE&HE ZMAE BRaem) , MR
[Hlfalse,

o

Go Node.js PHP Python .NET Rust Java

e.AddRoleForUser("alice", "data2_admin")

await e.addRoleForUser('alice', 'data2_admin')

$e->addRoleForUser("alice", "data2_admin");



e.add_role_for_user("alice", "data2_admin")

var added = e.AddRoleForUser("alice", "data2_admin");

or

var added = await e.AddRoleForUserAsync("alice", "data2_admin");
let added = e.add_role_for_user("alice", "data2_admin",

None).await?; // No domain

boolean added = e.addRoleForUser("alice", "data2_admin");

AddRolesForuUser()

AddRolesForUser N P INZ M Ath, AP EsiaxEmtadri—, (BKE
), WR[Efalse,

o

Go Node.js Rust

var roles = []string{"data2_admin", "datal_admin"}
e.AddRolesForUser("alice", roles)

const roles = ["datal_admin", "data2_admin"];
roles.map((role) => e.addRoleForUser("alice", role));

let roles = vec!["datal_admin".to_owned(),
"data2_admin".to_owned()];
let all_added = e.add_roles_for_user("alice", roles,



DeleteRoleForuUser()

DeleteRoleForUserfilfRH P —"M e, WERAPEAEZMAE BIRaEEm) , R
[Flfalse,

o

Go Node.js PHP Python .NET Rust Java

e.DeleteRoleForUser("alice", "datal_admin'")

await e.deleteRoleForUser('alice', 'datal admin')

$e->deleteRoleForUser("alice", "datal admin");

e.delete_role_for_user("alice", "datal_admin")

var deleted
or
var deleted = await e.DeleteRoleForUser("alice", '"datal_admin");

e.DeleteRoleForUser("alice", "datal_admin");

let deleted e.delete_role_for_user("alice", "datal_admin",
None).await?; // No domain

boolean deleted = e.deleteRoleForUser("alice", "datal admin");

DeleteRolesForUser ()

DeleteRolesForUserffilbR i A HIFTE i, WRA P IRE AT (BaERm ,



iR [Alfalse,

i :

Go Node.js PHP Python .NET Rust Java

e.DeleteRolesForUser("alice")

await e.deleteRolesForUser('alice')

$e->deleteRolesForUser("alice");

e.delete_roles_for_user("alice")

var deletedAtLeastOne
or

var deletedAtLeastOne = await
e.DeleteRolesForUserAsync("alice");

e.DeleteRolesForUser("alice");

let deleted_at_least _one = e.delete_roles_for_user("alice",
None).await?; // No domain

boolean deletedAtLeastOne = e.deleteRolesForUser("alice");

DeleteUser()
DeleteUserfitifr— M, RHFANEE (REAERN) , NHR[Efalse,

o



Go Node.js PHP Python .NET Rust Java

e.DeleteUser("alice")

await e.deleteUser('alice')

$e->deleteUser("alice");

e.delete_user("alice")

var deleted
or
var deleted

e.DeleteUser("alice");

await e.DeleteUserAsync("alice");

let deleted

e.delete_user("alice").await?;

boolean deleted = e.deleteUser("alice");

DeleteRole()
DeleteRoleffilf&—"™f .,

fan:

Go Node.js PHP Python .NET Rust Java

e.DeleteRole("data2_admin")



await e.deleteRole("data2_admin")

$e->deleteRole("data2_admin");

e.delete_role("data2_admin")

var deleted
or
var deleted = await e.DeleteRoleAsync("data2_admin");

e.DeleteRole("data2_admin");

let deleted e.delete_role("data2_admin").await?;

e.deleteRole("data2_admin");

DeletePermission()
DeletePermissionfilfr— Y[R, WIRBERAELE (BIRZZ#0) |, NiR[Efalse,

g :

Go Node.js PHP Python .NET Rust Java

e.DeletePermission("read")

await e.deletePermission('read')

$e->deletePermission("read");



e.delete_permission("read")

e.DeletePermission("read");

var deleted
or
var deleted

await e.DeletePermissionAsync("read");

let deleted
e.delete_permission(vec!["read".to_owned()]).await?;

boolean deleted = e.deletePermission("read");

AddPermissionForUser ()

AddPermissionForUser iy H F B (sl — MR, an SR P el & B G 2R
(RPR3z52mm) , iR[Olfalse,

o :

Go Node.js PHP Python .NET Rust Java

e.AddPermissionForUser("bob", "read")

await e.addPermissionForUser('bob', 'read')

$e->addPermissionForUser("bob", "read");

e.add_permission_for_user("bob", "read")



var added e.AddPermissionForUser("bob", "read");
or

var added = await e.AddPermissionForUserAsync("bob", "read");

let added e.add_permission_for_user("bob",
vec!["read".to_owned()]).await?;

boolean added = e.addPermissionForUser("bob", "read");

AddPermissionsForUser ()

AddPermissionsForUser iy H B BRI MR, WA e e sia Hph—
AR (BIR3Zm) |, NR[Elfalse,

fan:

Go Node.js Rust

var permissions = [][]string{{"datal",

"read"}, {"data2","write"}}

for 1 := 0; 1 < len(permissions); i++ {
e.AddPermissionsForUser("alice", permissions[i])

const permissions = [
["datal", "read"],
["data2", "write"],

17

permissions.map((permission) => e.addPermissionForUser('"bob",



let permissions = vec![

vec!["datal".to_owned(), "read".to_owned()],
vec!["data2".to_owned(), "write".to_owned()],

1;

let all_added = e.add_permissions_for_user("bob",

permissions).await?;

DeletePermissionForUser ()

DeletePermissionForUserfiiliRH 8 G — MR, 2SR P alf kA iz ARR

(RPR3z52mm) , iR[Olfalse,

o

Go Node.js PHP Python NET Rust

e.DeletePermissionForUser("bob", "read")

await e.deletePermissionForUser("bob", "read")

$e->deletePermissionForUser("bob", "read");

e.delete_permission_for_user("bob", "read")

var deleted
or

var deleted
"read");

e.DeletePermissionForUser("bob",

Java

"read");

await e.DeletePermissionForUserAsync("bob"



let deleted = e.delete_permission_for_user("bob",
vec!["read".to_owned()]).await?;

boolean deleted = e.deletePermissionForUser("bob", "read");

DeletePermissionsForuUser ()

DeletePermissionsForUserfifilir P el A iR, iR P el fa ik G mmagR (Bl
ARKazse) |, MiR[Elfalse,

fan

Go Node.js PHP Python .NET Rust Java

e.DeletePermissionsForUser ("bob")

await e.deletePermissionsForUser('bob"')

$e->deletePermissionsForUser("bob");

e.delete_permissions_for_user("bob")

var deletedAtLeastOne
or

var deletedAtLeastOne await
e.DeletePermissionsForUserAsync("bob");

e.DeletePermissionsForUser("bob");

let deleted_at_least_one =
e.delete_permissions_for_user("bob").await?;



boolean deletedAtLeastOne = e.deletePermissionForUser ("bob");

GetPermissionsForUser()
GetPermissionsForUserfKBH /8 f AR,

g

Go Node.js PHP Python .NET Java

e.GetPermissionsForUser ("bob")

await e.getPermissionsForUser('bob"')
$e->getPermissionsForUser("bob");
e.get_permissions_for_user("bob")

var permissions = e.GetPermissionsForUser("bob");

List<List<String>> permissions = e.getPermissionsForUser("bob");

HasPermissionForuUser ()
HasPermissionForUserkfiE H F 2 & A — MR,

g



Go Node.js PHP Python .NET Rust Java

e.HasPermissionForUser("alice", []string{"read"})

await e.hasPermissionForUser('alice', 'read')

$e->hasPermissionForUser("alice", []string{"read"});

has = e.has_permission_for_user("alice", "read")

var has e.HasPermissionForUser("bob", "read");

let has e.has_permission_for_user("alice",
vec!["datal".to_owned(), "read".to_owned()]);

boolean has = e.hasPermissionForUser("alice", "read");

GetImplicitRolesForUser ()

GetlmplicitRolesForUserfkEUH F AR f ., 5GetRolesForUser()tHEL, 1HEEK
BT HEATI, ERRBEEAR,

fian:

g, alice, role:admin
g, role:admin, role:user

GetRolesForUser("alice") L HEFREL: ["role:admin"], \ HZ

GetlmplicitRolesForUser("alice")K3KEL: ["role:admin”, "role:user"],



i :

Go Node.js PHP Python .NET Rust Java

e.GetImplicitRolesForUser("alice")

await e.getImplicitRolesForUser("alice")
$e->getImplicitRolesForUser("alice");
e.get_implicit_roles_for_user("alice")

var implicitRoles = e.GetImplicitRolesForUser("alice");
e.get_implicit_roles_for_user("alice", None); // No domain

List<String> implicitRoles = e.getImplicitRolesForUser("alice");

GetImplicitUsersForRole()

GetlmplicitUsersForRolesREx4k A& 1z M iU . 5 GetUsersForRole()#HEL, it
PRI 2R I H2

o

g, alice, role:admin
g, role:admin, role:user

GetUsersForRole("role:user") HEEFREL: ["role:admin”].\ {HZ



GetlmplicitUesrsForRole("role:user"){3kEL: ["role:admin, "alice"].

foan:

Go Node.js Java

users := e.GetImplicitUsersForRole("role:user")
const users = e.getImplicitUsersForRole("role:user");

List<String> users = e.getImplicitUsersForRole("role:user");

GetImplicitPermissionsForUser ()

GetlmplicitPermissionsForUserZKEX A F el M IR AR, \ 5
GetPermissionsForUser()fHEL, It ERIERE R4 A A IR,

fan:

p, admin, datal, read
p, alice, data2, read
g, alice, admin

GetPermissionsForUser("alice") HBEFREL: [["alice", "data2", "read"]].\ {E&
GetimplicitPermissionsForUser("alice")#3kE¢: [["admin®, "datal", "read"], ["alice",
"data2", "read"]].

fan



Go Node.js PHP Python .NET Rust Java

e.GetImplicitPermissionsForUser("alice")

await e.getImplicitPermissionsForUser("alice")
$e->getImplicitPermissionsForUser("alice");
e.get_implicit_permissions_for_user("alice")

var implicitPermissions =
e.GetImplicitPermissionsForUser("alice");

e.get_implicit_permissions_for_user("alice", None); // No domain

List<List<String>> implicitPermissions =
e.getImplicitPermissionsForUser("alice");

GetNamedImplicitPermissionsForUser ()

GetNamedImplicitPermissionsForUserifid a4 k&SRB P el M (IR =R R . 5
GetlmplicitPermissionsForUser()fHLL, BRI R I TR E SRIE 44777

g :

p, admin, datal, read
p2, admin, create
g, alice, admin



GetlmplicitPermissionsForUser("alice") REEZREX: [["admin", "datal", "read"]],HHH&
ERIA N p"

{HZVRA] DLEIL GetNamedIimplicitPermissionsForUser("p2" "alice")f& & TRH#% " p2" 3K
PREX: [["admin", "create"]]

foan:

Go Python

e.GetNamedImplicitPermissionsForUser("p2", "alice")

e.get_named_implicit_permissions_for_user("p2", "alice")

GetDomainsForuUser()
GetDomainsForUserfKEH F #4615,

o :

p, admin, domainl, datal, read
p, admin, domain2, data2, read
p, admin, domain2, data2, write
g, alice, admin, domainil
g, alice, admin, domain2

GetDomainsForUser("alice") r] AZREX["domain1", "domain2"]

o



Go

result, err := e.GetDomainsForUser("alice")

GetImplicitResourcesForuUser()
GetlmplicitResourcesForUseriR 6] 7 b BTG SRHE

fan:

p, alice, datal, read
p, bob, data2, write
p, data2_admin, data2, read
p, data2_admin, data2, write

g, alice, data2_admin

GetlmplicitResourcesForUser("alice") iR [A] [ [alice datal read] [alice data2

read] [alice data2 write]]

Go

resources, err := e.GetImplicitResourcesForUser("alice")

GetImplicitUsersForPermission()

GetimplicitUsersForPermissionfK B BRABa =



foan:

p, admin, datal, read
p, bob, datal, read
g, alice, admin

GetlmplicitUsersForPermission("datal", "read")#i&[E]: ["alice", "bob"].

EE: ARBREIRA, At Cg"hHE=NSE) REdEER.

users, err := e.GetImplicitUsersForPermission("datal", "read")

GetAllowedObjectConditions()
GetAllowedObjectConditionsiX [A] H F Al DA A AT G S5 A 47 B B

g :

p, alice, r.obj.price < 25, read
p, admin, r.obj.category_id = 2, read
p, bob, r.obj.author = bob, write

g, alice, admin

e.GetAllowedObjectConditions("alice", "read", "r.obj.") ¥iR[H

["price < 25", "category_id = 2"], nil

=z

n
a =
ST .



0. HiZk: MERTLAEE SO REFEIFRIRTER, @ H M r.ob). 1E VAT, MERATSUS, *
NI RER N RIS, WERE — D obj RIS AR ATZREK, FFR[E
errors.ERR_OBJ_CONDITION,

1. W1%R'objectConditions'$44H /%%, IR[Al errors.ERR_EMPTY_CONDITION ., JXM&
e Ry — S BRI oA Y ORMAE B2 I B 2 S I BRIIR M 2 R R, XS A
W T IR (BIGIGORM) o WISRAEMEH AYIGEHC A N RIXAERY, 1ER] DU R ZI%IX

PR,

Go

conditions, err := e.GetAllowedObjectConditions("alice",
"read", "I".Obj.")

GetImplicitUsersForResource()
GetlmplicitUsersForResourceE T JFIR [AIFE 2L 77

g :

p, alice, datal, read
p, bob, data2, write
p, data2_admin, data2, read
p, data2_admin, data2, write
g, alice, data2_admin

GetlmplicitUsersForResource("data2") iR [\l [["bob", "data2", "write"],

["alice", "data2", "read"] ["alice", "data2", "write"]], nil,

GetlmplicitUsersForResource("data1") iR [E] [["alice", "datal", "read"]],

nil,



Go

ImplicitUsers, err := e.GetImplicitUsersForResource("data2")

Q) #i
HREIHF, Mt Cg"HRE D280 R,



A > APl > RBAC with Domains API

RBAC with Domains API

— AN P EKFRIRBACS IBAIAPI,  HAPIEEFAPIF— T4, RBACH F AT AR
IEAPIfE AT TA1 SRS,

S E
2R & e fRFEEnforcersLfl,

Go Node.js PHP Python .NET Rust Java

e, err := NewEnforcer("examples/rbac_with_domains_model.conf",
"examples/rbac_with_domains_policy.csv")

const e = await newEnforcer('examples/
rbac_with_domains_model.conf', 'examples/
rbac_with_domains_policy.csv')

$e = new Enforcer('examples/rbac_with_domains_model.conf"',
'examples/rbac_with_domains_policy.csv');

e = casbin.Enforcer("examples/rbac_with_domains_model.conf",
"examples/rbac_with_domains_policy.csv")

var e = new Enforcer("examples/rbac_with_domains_model.conf",
"examples/rbac_with_domains_policy.csv");


http://localhost:3000/zh/

let mut e = Enforcer::new("examples/
rbac_with_domains_model.conf", "examples/
rbac_with_domains_policy.csv").await?;

Enforcer e = new Enforcer("examples/
rbac_with_domains_model.conf", "examples/
rbac_with_domains_policy.csv");

GetUsersForRolelInDomain()
GetUsersForRoleInDomain() ARG RERNEAGMAENH,

o :

Go Node.js Python

res := e.GetUsersForRoleInDomain("admin", "domainl")
const res = e.getUsersForRoleInDomain("admin", "domainl")

res = e.get_users_for_role_in_domain("admin", "domaini1")

GetRolesForUserinDomain()
GetRolesForUserInDomain () BREUKE R A P AEENHA A o

i



Go Node.js Python Java

res := e.GetRolesForUserInDomain("admin", "domaini")
const res = e.getRolesForUserInDomain("alice", "domaini")
res = e.get_roles_for_user_in_domain("alice", "domaini")

List<String> res = e.getRolesForUserInDomain("admin",
"domaini");

GetPermissionsForUserinDomain()

GetPermissionsForUserInDomain() EREUKGZR A el BN IATR,

g -
Go Java
res := e.GetPermissionsForUserInDomain("alice", "domainl1")

List<List<String>> res =
e.getPermissionsForUserInDomain("alice", "domaini");

AddRoleForUserinDomain()

AddRoleForUserInDomain () RECHENIIH A, WRHAPCEHE1XA R
EAEMERE) |, BEXIRE false,



i :

Go Python Java

ok, err := e.AddRoleForUserInDomain("alice", "admin", "domaini")
ok = e.add_role_for_user_in_domain("alice", "admin'", "domaini")

boolean ok = e.addRoleForUserInDomain("alice", "admin",
"domaini");

DeleteRoleForUserlnDomain()

DeleteRoleForUserInDomain( ) EKEMERH P EBANB A, WRAFEEZA R
FAEMERE) |, EHIRE false,

g :

Go Java

ok, err := e.DeleteRoleForUserInDomain("alice", "admin",
"domaini")

boolean ok = e.deleteRoleForUserInDomain("alice", "admin",
"domaini");



DeleteRolesForUserinDomain()

DeleteRolesForUserInDomain () BREUMERA FENIIAR A A . R REE
e RAEMESEE) , ERIRE false,

fan:

Go

ok, err := e.DeleteRolesForUserInDomain("alice", "domaini")

GetAllUsersByDomain()

GetAllUsersByDomain () BREUGR GAEHRIIIFIE . ARAERRIFR A E X
B, ERORE SRR ER A,

fian:

Go

res := e.GetAllUsersByDomain("domainli")

DeleteAllUsersByDomain()

DeleteAllUsersByDomain () EREUMIERS 45 @B G R, G RAERER s
ENI, ERIRE false



i :

Go

ok, err := e.DeleteAllUsersByDomain("domaini")

DeleteDomains()
DeleteDomains EMHBRATE SCBEI PRI, WIHERISE RIS, CBMBRETA B,

fian

Go

ok, err := e.DeleteDomains("domainl1", "domain2")

GetAllIDomains()
GetAllDomains ¥R EUTH 15,

g

Go

res, _ := e.GetAllDomains()



® #ik

ARARIETEAL B name : s domain IXFEHYER, ERIRESSEEINIIT N, TE
Casbin, ::B—/MEEXET, MEHEES TN for, if, TITKEFRN
ZIEBHTRE

GetAllRolesByDomain()

GetAllRolesByDomaini 3k E 58S BRI F B FA £

i :
Go
res := e.GetAllRolesByDomain("domainli")
Q@ &

W RAER T HAMARCRIER, WAk NEEA T,

GetlmplicitUsersForResourceByDomain()
GetlmplicitUsersForResourceByDomain R4 & JE AR [E a2 o

fian:

p, admin, domainl, datal, read
p, admin, domainl, datal, write
p, admin, domain2, data2, read



GetlmplicitUsersForResourceByDomain("datal", "domain1")Ki&R[a] [["alice",

"domainl", "datal", "read"],["alice", "domainl", "datal", "write"]],

nitl

Go

ImplicitUsers, err :=
e.GetImplicitUsersForResourceByDomain("datal", "domaini")

Q@ #i
HeREIHF, Mt (g"HsE N80 BEEHERR,



A > APl > RBAC with Conditions API

RBAC with Conditions API

— DRI P AR A 25 FHIRBAC AP,

2%

AddNamedLinkConditionFunc

AddNamedLinkConditionFunc JN5%#% userName->roleName FINSFR AN, 2fn
R[Eltruely, FEEZEARL, ANTCRK

Go

e.AddNamedLinkConditionFunc("g", "userName", "roleName",
YourLinkConditionFunc)

AddNamedDomainLinkConditionFunc

AddNamedDomainLinkConditionFunc N§%#Z userName-> {roleName, domain}

ISINZEAFeREfn, MfniR[Eltruelt, FEREARL, SNITERK

Go

e.AddNamedDomainLinkConditionFunc("g", "userName", "roleName",


http://localhost:3000/zh/

SetNamedLinkConditionFuncParams

SetNamedLinkConditionFuncParams A%5%#% userName->roleName i% & 54K fn
SO0

Go

e.SetNamedLinkConditionFuncParams('"g", "userName", "roleName",
"YourConditionFuncParam")

e.SetNamedLinkConditionFuncParams("g", "userName2",
"roleName2", "YourConditionFuncParam_1",
"YourConditionFuncParam_2")

SetNamedDomainLinkConditionFuncParams

SetNamedDomainLinkConditionFuncParams #5#% userName->{roleName,
domain} W ESFRENIZSEL

Go

e.SetNamedDomainLinkConditionFuncParams("g", "userName",
"roleName", "domainName", "YourConditionFuncParam'")
e.SetNamedDomainLinkConditionFuncParams("g", "userName2",

"roleName2", "domainName2", "YourConditionFuncParam_1",
"YourConditionFuncParam_2")



A > APl > RoleManager API

RoleManager API

RoleManager

RoleManagerf2fit 7 —/ME BB A EiR/ERY#E I, [MIRoleManageris LA R 25,
A] DATE A €0 44 FRA s - s F I AL AT

AddNamedMatchingFunc ()

AddNamedMatchingFunc B4 MatchingFunc #%PtypefiiiE|RoleManager, f#fT
A ILECREEE ) MatchingFunc .

Go Node.js

e.AddNamedMatchingFunc("g", "", util.KeyMatch)
_, _ = e.AddGroupingPolicies([][]string{{"*", "admin",

"domaini"}})
_, _ = e.GetRoleManager().HasLink("bob", "admin",

"domainli1") // -> true, nil

await e.addNamedMatchingFunc('g', Util.keyMatchFunc);
await e.addGroupingPolicies([['*', 'admin', 'domainli']]);
await e.getRoleManager().hasLink('bob', 'admin', 'domainl');

g


http://localhost:3000/zh/

Go Node.js

e, _ := casbin.NewEnforcer("path/to/model", "path/to/

policy")
e.AddNamedMatchingFunc("g", "", util.MatchKey)

const e = await newEnforcer('path/to/model', 'path/to/

policy');
await e.addNamedMatchingFunc('g', Util.keyMatchFunc);

AddNamedDomainMatchingFunc ()

AddNamedDomainMatchingFunc B MatchingFunc $ZPtype?siinE|
RoleManager, DomainMatchingFunc 5 iR MatchingFunc 28180,

o

Go Node.js

e, _ := casbin.NewEnforcer("path/to/model", "path/to/

policy")
e.AddNamedbomainMatchingFunc("g", "", util.MatchKey)

const e = await newEnforcer('path/to/model', 'path/to/

policy');
await e.addNamedDomainMatchingFunc('g', Util.keyMatchFunc);



GetRoleManager ()
GetRoleManager PREGREL g FY Y AT BB AN

fian

Go Node.js Python

rm := e.GetRoleManager ()
const rm = await e.getRoleManager();

rm = e.get_role_manager()

GetNamedRoleManager ()
GetNamedRoleManager PREGEI M4 HIPtype REUf 8 FAR.

foan:

Go Node.js Python

rm := e.GetNamedRoleManager("g2")

const rm = await e.getNamedRoleManager("g2");

rm = e.get_named_role_manager("g2")



SetRoleManager ()
SetRoleManager FKECH g B YATHIA B EHER,

fian

Go Node.js Python

e.SetRoleManager(rm)
e.setRoleManager(rm);

rm = e.set_role_manager(rm)

SetNamedRoleManager ()
SetNamedRoleManager FREUEI mifHPtypel B A B E AR,

foan:

Go Python

rm := e.SetNamedRoleManager("g2", rm)

rm = e.set_role_manager("g2", rm)



Clear()
Clear MREUBRRATA FIERIEIRE, R €8 Blds B B OV HAE IR,

fan:

Go Node.js Python

rm.Clear ()
await rm.clear();

rm.clear ()

AddLink ()

AdALInKZIN TN A 2 B4R ATERE, At namelfiffa: name2, BEAECHN
gk (ATDAHTHEMER)

fan:

Go Node.js Python

rm.AddLink("ul1", "g1", "domaini")

await rm.addLink('ul', 'g1', 'domainl');



rm.add_1link("u1", "g1", "domainli")

DeleteLink()

DeleteLinkfHER 7 W M A RIFVAE AT R, Mt namelffita: name2, BEM
FIETEE (FTDAHFEMER)

fan:

Go Node.js Python

rm.DeleteLink("ul", "g1", "domaini")
await rm.deleteLink('ul1', 'gl', 'domainl');

rm.delete_link("u1", "gi1", "domainl1")

HasLink()

HasLink#fiE Mtz B2 S AR, At name &M E: name2, HUEMt
MR (ATDAHFHEMER)

fan:

Go Node.js Python

rm.HasLink("u1", "g1", "domainl1")



await rm.hasLink('ul', 'gl1', 'domainl');

rm.has_link("ul1", "g1", "domaini")

GetRoles()
GetRolesZREVH F4kRRI A 1, U2 M GavRTZ: (FTUAH T HMRER)

fan:

Go Node.js Python

rm.GetRoles("ul", "domaini")
await rm.getRoles('ul', 'domainl');

rm.get_roles("ul", "domain")

GetUsers()
GetUsersiREvAt KA EIA A, SEHFIATZER (ATDUHTHEMEN) .

fan:

Go Node.js Python




rm.GetUsers("gl")
await rm.getUsers('gl');

rm.get_users("g1")

PrintRoles()
PrintRoles /A f &1 FTENE| H &,

f5an:

Go Node.js Python

rm.PrintRoles()
await rm.printRoles();

rm.print_roles()

SetLogger()

SetLoggeri B M BB ARAVICRAR

fan:

Go




logger := log.DefaultLogger{}
logger.EnableLog(true)
rm.SetLogger (&logger)

_ = rm.PrintRoles()

GetDomains()
GetDomainsZREUH 7 #iAG rIR

o

Go

result, err := rm.GetDomains(name)



> SR
R A

Multi-threading

e 2 2R BT ] Casbin

Benchmarks

CasbinFF RIS THITFH

Performance Optimization

Casbinf#gEMIL

Authorization of Kubernetes

HT-CasbinfiyKubernetes (k8s) RBACHIABACHZIX a1


http://localhost:3000/zh/

- Admission Webhook for K8s

HT-CasbinfKubernetes (K8s) RBACHIABACTZAX H (Al

' Authorization of Service Mesh through Envoy

JHITEnvoy X AR PRSI THZAY



A > EHHE > Multi-threading

Multi-threading

1R 2 A2 R Casbiniif, AT A FH Casbinth AT a8 AR A5 (U85 :
https://github.com/casbin/casbin/blob/master/enforcer_synced.go (GolLang) 1
https://github.com/casbin/casbin-cpp/blob/master/casbin/enforcer_synced.cpp
(C++),

AN, BIER"AutoLoad" DIfE, GNSREHE A SRIE LN & AT FE L, CasbinthfT
78 AT DA B 3 W EHE ZE B RTH SRIE R, E R BRI e B ahnE, 15
F"StartAutoLoadPolicy()"PR%L, [FIFE, ZZIEIXFEBIME, EHE
Fi"StopAutoLoadPolicy()" %k,


http://localhost:3000/zh/
https://github.com/casbin/casbin/blob/master/enforcer_synced.go
https://github.com/casbin/casbin-cpp/blob/master/casbin/enforcer_synced.cpp

Benchmarks

Go  Python  C++  Lua (JIT)

RSP THIIT R EAEmodel_b_test.gorP i T 7 HMEMNR,  MNRIRSHEC BT

Intel(R) Core(TM) i7-6700HQ CPU @ 2.60GHz, 2601 Mhz, 4 Core(s), 8 Logical Processor(s)

PURZIBIIZ21T go test -bench=. KEAIFLAMENMNIRLE R -benchmem (op = —4>Enforce() M, ms = Zf, KB = T5) :

RN YN IFJFRS (msfop)  PIEIFEY (KB)
ACL 250 (2D 0.015493 5.649
RBAC SE&MN 2MHF, 1Mt 0.021738 7.522
RBAC (/]v) 11004#M (1000 F -, 1007 ) 0164309 80.620
RBAC (/) 110004KM] (10000, 1000/Mf ) 2.258262 765152
RBAC () 1100004540 (1000001 FIf, 100004MFit)  23.916776 7,606
HWRFEAGIRBAC 658N (21HFY, 20MAaf) 0.021146 7.906
WHBAFIIRBAC 64N (2MHF, 1M, 24080 0.032696 10.755
ABAC OZHM (OHFY) 0.007510 2.328
RESTful SN (3T 0.045398 91.774
EoE % BEHI (2MNHF, 1Mt 0.023281 8.370
ok QA (2N, 27N th) 0.016389 5.313

Pycasbind SR HATIIIFHIEAE tests/benchmarks HEAHET 7 EMEMNA,  MAPASAC Ea0

Intel(R) Xeon(R) CPU E5-2673 v4 @ 2.30GHz (Runned by Github actions)
platform linux -- Python 3.11.4, pytest-7.0.1, pluggy-1.2.0

PAREHAT casbin_benchmark (op = —/enforce() WM, ms = ZF)) FREFHIEIENIRES T :

WA FRRAS IFAJTH] (ms/op)
ACL 25 (24P 0.067691

RBAC SN 2PHF, 11MAt) 0.080045


http://localhost:3000/zh/
https://github.com/casbin/casbin/blob/master/model_b_test.go
https://github.com/casbin/pycasbin
https://github.com/casbin/pycasbin/tree/master/tests/benchmarks
https://github.com/casbin/pycasbin/tree/master/tests/benchmarks

Rz

RBAC (7))

RBAC (#)

RBAC (X)

WHRIFEAGHRBAC

WA IRBAC

ABAC

RESTful

Wi

Casbin CPPHRES I THIFF Y EL1E tests/benchmarks H3EAH i Google MR T HEAT T EMENIR, MRS EN T :

RS
11004H1 (1000 F, 100£ 1)
110004<HM (10000 FT, 10001 1)
1100004K11 (100000/4MF1, 10000/ fi1)
BN (2HF, 2D
KN (2P, MMat, 29080
OFHN (OMHF)
SEAN (3P
1)

BN (2 HF,

MM 2PHF, 270 M)

I JFRS (ms/op)

0.853590

6.986668

77.922851

0.106090

0103628

0.053213

NA

NA

0.084684

Intel(R) Core(TM) i5-6300HQ CPU @ 2.30GHz, 4 cores, 4 threads

PATZMIIT Release Bl EH Y casbin_benchmark EARIKIFAIEMHEMNIALE R (op = — 1 enforce() A, ms=2Zf) :

LI

ACL

RBAC

RBAC (/]v)

RBAC (H1)

RBAC (K)

WA BAIRBAC

HI/FHFIRBAC

ABAC

RESTful

fE4a-7 s

w4

BRI
250 (2 H )
SEMM (2THF, 11 At
TMOOZHMN (1000 MHF, 1001 A )
11000558 (10000, 1000 fi )
110000480 (100000~ F, 10000 €4)
MM (2PHF, 21 M)
BN (2P, 1M, 278D
oK (OMHF)
SEMM (3PHFA)
B4 MM (21T HF,

1M Ft)

9F MM (2PHIF, 21 M)

BRFFHS (ms/op)
0.0195
0.0288
0.300
2113
21.450
0.03
0.041
NA

NA
0.0246

0.035

Lua Casbinf RIS THIITF R EfEbench.luarPHE T 7 ALK, MNRPRBIAC BT


https://github.com/casbin/casbin-cpp
https://github.com/casbin/casbin-cpp/tree/master/tests/benchmarks
https://github.com/casbin/casbin-cpp/tree/master/tests/benchmarks
https://github.com/google/benchmark
https://github.com/casbin/lua-casbin
https://github.com/casbin/lua-casbin/blob/master/bench.lua

AMD Ryzen(TM) 5 4600H CPU @ 3.0GHz, 6 Cores, 12 Threads

PARZIEITIZ1T luajit bench. lua JRIFFLENNIALE R (op = — P enforce() VA, ms = ZFf)) :
B 1] FRIR A IFHIIFRY CER/ERE)
ACL 2% (2P 0.0533
RBAC SEMN (2P, 1M 0.0972
RBAC (/] 11004<H1M (1000/NFI /7, 100f7) 0.8598
RBAC (1) 110004548 (1000047, 10004MfA 1) 8.6848
RBAC (K) 1100004 (100000A ', 10000/4MAf)  90.3217
WHREAGHRBAC 650N AHF, 24MMt) 0.1124
AU IRBAC BFIN (2P, MMat, 2980 0.1978
ABAC OF MM (O F) 0.0305
RESTful SR (3PHF) 0.1085
B4 e MM 2P, 11 aE) 0.1934
ek QMM 2hHF, 270 M) 0.1437

A Y A) I’-A
FEER
FE NIRRT, R DA Casbinif & M2 ITEREZR L,

SEWAT DAEREE DURHIERYE . https://v1.casbin.org/casbin/benchmark-monitoring


https://v1.casbin.org/casbin/benchmark-monitoring

Last Update:
Repository:

Download data as JSON Powered by github-action-benchmark



https://github.com/marketplace/actions/continuous-benchmark

A > EHHE > Performance Optimization

Performance Optimization

SAEPABE T P EREYE =R N N, ZERTREZRIBFCasbinhATIERE NIRRT
[, JEHEAMAERRA:

TR R
RS REEIS K, Flan, #CasbinkfilEF)100001MEK, TEXFMEDN T,

B CasbinSL il LR BT EI1E R,  AMMa]RERIMRTT 5

1. 2SR BHZ N CasbinSLfl, IXAEER] IsEn MMAHLE PRI G0, E2F
1%, B2 245,

2. ¥§CasbinSLIEREZIERE (Zaldy) FHHWatcherlfifffifrf Casbin LA —
M, HEZIFRE, BSW: WEH,

@ #i
FEFT DURIIN G IRPIRI 75, I, ¥4CasbinthBEI—MOBHIARIHLEY,
EHLERHS MR 725 T Casbin T il R,

SRR =)

FERINEE P IR EE, AlREFR 2R 0 2RI, RO T A B AR 4a N TR
INECREE AR FTREAEF 18, XA Hiid  n] DO T LR SN

1. KeEER Casbinfi BRI 2 RIS S, — MG RAFHIRBRAIRISNE n] DRR &4
M AP R ESZEMR LR, HRMUEERA2EERE /NI (1< 100) o fl
gn, SERTDAERTA A Z 3= — BRI, FF e vr P RS B SCARATTRIRE,
SE TR AT DAZE S5 BN, R SR IEE (i — PRI, 757ECasbint/# LT


http://localhost:3000/zh/

—GitHub|AJ,

. AT R, ikCasbinfATaR MBI SRS, - filan, $ATes_Onl DRSS T
MF_0ZIFLF_99, mithiTas 1A] DUIRSS TALF 1002199, Z AN A Rl M
WK, HSW: RIgTEMmE.

. KR FRBACHta, M REERTHF, CasbinfIRBAC Zidt f tidk &Mt
(WERNRAE) L, ARBA, XN T BAlicelXFERIH T, Casbin XFRZEO(1) IRt
Al AEIRBACH B - F P R BRI HUT.  WERIREIgRINIA S E % ZE, AR RBAC
LA TR AW EH, EFMLIHEIFEAEE: https://github.com/casbin/
casbin/issues/681#issuecomment-763801583

OF:::
fRA] PARI 238 EIRFT A 771,


https://github.com/casbin/casbin/issues/681#issuecomment-763801583
https://github.com/casbin/casbin/issues/681#issuecomment-763801583

A > EZMHE > Authorization of Kubernetes

Authorization of
Kubernetes

K8s-authz/2—" 4T CasbinfJKubernetes (k8s) =& AI:, FIFHRBAC (T ffh
B m4zEsl) FABAC (BT MRS BHTRIEHIT, A5 K8sKEREA
webhook® %, PAKUECasbin & MNAIK8sEIE A& HIE K & XIS, HiE A
il &8 FH validatingAdmissionwebhook fEKubernetesHiFfit, PAXIAPIARSS 284k &
BTG RN R ATIRUE, FHREE— IR, 82N R VFEFEAIE K,

NFEMINRAE NI RAIRBMEA gy, T 7 — P uiEwebhook, lItwebhookf{
BOMMEMEEAIRIK8 s B IR 7 B IRAVIE K, FHHUTRIERIE, HATECasbinfifT#s%iX
FIEILT, MPABARVEIXEG R TR, ST E - A SRS R SR A
K8sIEAHZ L IR AR HRE Hr.

Giigy V.
2R
RS AT, TERRIER LT AE:

o [ETEiB THYKUbernetes&fit, f&n] DA HDockeriE BEAMMEERE, BLEEHIIRSS A8
FIRE TR Kubernetes RS, A XRIEWindows LB AMIKubernetes &t
FIELIERE, ESRIER, B(ELinux EIXEERINIE, 1ESMItiE™.

o Kubectl CLI, HAX{EWindows_ % 3EKubect! A AT DATEIX KA, X T
Linux, A DATEIXEHEE,

e OpenSSL


http://localhost:3000/zh/
https://github.com/casbin/k8s-authz
https://kubernetes.io/docs/tutorials/kubernetes-basics/create-cluster/cluster-intro/
https://www.digitalocean.com/community/tutorials/how-to-create-a-kubernetes-cluster-using-kubeadm-on-ubuntu-18-04
https://kubernetes.io/docs/tasks/tools/install-kubectl-windows/
https://kubernetes.io/docs/tasks/tools/install-kubectl-linux/

fEHl

FZRR DA 20 B {H K 8s-authz:

1. {£MOpenSSLE MM P AERGEBMEH., 81T NEAIMA:

./gen_cert.sh

2. @B IT A M Fa) Dockerfilefyi#DockerBil®, ISR L FIHRE A
o7 10 B ACAE S AR

docker build -t casbin/k8s_authz:0.1 .

3. fEmodel.conffllpolicy.csvXfFHE X Casbinifilig, A IIXLEHRIRANM TIERHEZ
B, BESHRY,

A, 1ERE AT, BT DARIEERRFEZR, fEmain.goX AN SR liEwebhookFL & X
P B Sem .,

5. @I z1T A NS fEKubernetes® £t _F EEE 56 IiF ] 28 Mwebhook:

=

kubectl apply -f deployment.yaml

6. NTA~RSGeR, BINAIE—Kubernetes secret SRIRFIES:

kubectl create secret generic casbin -n default \
--from-file=key.pem=certs/casbin-key.pem \
--from-file=cert.pem=certs/casbin-crt.pem


https://github.com/casbin/k8s-authz/blob/master/Dockerfile
https://github.com/casbin/k8s-authz/blob/718f58c46e3dbf79063b5b1c18348c2fee5de9e9/manifests/deployment.yaml#L18
https://github.com/casbin/k8s-authz/blob/master/config/model.conf
https://github.com/casbin/k8s-authz/blob/master/config/policy.csv
https://github.com/casbin/k8s-authz/blob/master/main.go
https://github.com/casbin/k8s-authz/blob/master/manifests/deployment.yaml
https://github.com/casbin/k8s-authz/blob/master/manifests/deployment.yaml

7. e EIRSRE, EEEEPmain.gofmanifestsHHRIES H%, PANAIER
secret I H %,

MAE, MRSFEMIZCLBENFHIalT, RIS K8sTEIRAYIA K FHAH N AT TR,


https://github.com/ashish493/k8s-authz/blob/3560551427c0431a9d4594ad1206f084ede37c49/main.go#L26
https://github.com/ashish493/k8s-authz/blob/3560551427c0431a9d4594ad1206f084ede37c49/manifests/deployment.yaml#L22

A > =A% > Admission Webhook for K8s

Admission Webhook for K8s
1. Casbin K8s-GatekeeperJHEiRFI sz #%

Casbin K8s-GateKeeper/&— M4 CasbinfE s A Al T B MIKubernetesifE Awebhook, &I {#f Casbin K8s-
GateKeeper, 0] AT 26 ALNDRAZ A S BN K8 ST IR TAR[4E, Toiedn 5 (LMD, HRFHEJLITCasbintBUFIK
WA BAMERCE, XL E 2 Casbin ACL (ViiaE#ilFR) 185 M—ik57.

Casbin K8s-GateKeepertHCasbinth: X FF & FI4EH, 1% H G FERTEAMRE: https://github.com/casbin/k8s-
gatekeeper

0.1 — /M s+

B, EARFER SRS, RFEEHD R UTE B A DASTEUX DN IIGE: &5 I EAE TR B v i A i A LR e AR
Eg:

Model:

[request_definition]
r = obj

[policy_definition]
p = obj,eft

[policy_effect]

e = !some(where (p.eft == deny))
[matchers]
m = r.obj.Request.Namespace == "default" && r.obj.Request.Resource.Resource

=="deployments" && \
contain(split(accesswWithwildcard(${0OBJECT}.Spec.Template.Spec.Containers , "*",
"Image"),":",1) , p.obj)

And Policy:

p, "1.14.1",deny

IXEHR R ESE K Casbin ACLIES ., BIAIRELAFIE T AT EAINET, MBERSIEREES.
Casbin K8s-Gatekeeperfi L R :

o BTHM, HWEJUTACLIZILGE KRERILEL


http://localhost:3000/zh/
https://github.com/casbin/k8s-gatekeeper
https://github.com/casbin/k8s-gatekeeper

FVFRRERLE, AT B E,

ERIEM,  FTAMEAEIK8s BRI il E =N, RTRAREF kubectl gatekeeper HHTIRER,

faifk. T K8sifi Awebhook (ISEEE, IXZIFHE AN, IRATREHIEK8sHE Awebhook 22, WATRERIE My

HE D, RFREME R ANERBZEL R EETE, A5 S Casbin ACL, AREFIEK8sZE A, (H2idid il
FCasbin K8s-Gatekeeper, #RIJH A AT DIMFEITIE,

o ‘EHCasbinth X4, QRIS X MEMFA EAEER], 508 1 2% UE DB S A A, BEN R T,

(=
(=
e
E

1.1 Casbin K8s-Gatekeeper;& i T{E/)?

K8s-Gatekeeperiz—1NK8sf i Awebhook, ‘&1 FHCasbin/i F{EEF & ST IR, CAFS B (L& 3 AT
BT AIK8 s o

Casbin/g— /A H S ATV i, Eid it 75 TSR iR TR SR, Aok Casbinfy 5 214
ER, ESIME,

K8sHI#HE A webhooks EfE U N IE R 'H X HIHATAAFIHTTPIERA, 55, K8s-Gatekeeper g —RFakEA I MEN
webhook: 'ValidatingAdmissionWebhook', ‘BR] DARE B EHZBIEAIX MEANTE R, ETHEAER, BEN12#HIATE
K8staE v s IIRIEIIHTTPIESR (Bilan, AlE/MERIRE) . X T AwebhooksIHEZAZE, HSHIK8sE /i 30H,

1.2 A B H AT B

fan, A AMEEAE— M EZIBTnginxpod (U (i flkubectlBkK8s% F1iii) , K8sHFAER—PMHEANIERK, WK
HEHONYAMULIE R, ATRES2IXAER):

apiVersion: apps/vi
kind: Deployment
metadata:
name: nginx-deployment
spec:
selector:
matchLabels:
app: nginx
replicas: 1
template:
metadata:
labels:
app: nginx
spec:
containers:
- name: nginx
image: nginx:1.14.1
ports:
- containerPort: 80

XANE KRGS B A 2RI ETE RGBS R, EHEFRITHIK8s-Gatekeeper, K8s-Gatekeepern] DAKGIME{Z B TE
K8sMetcdH A CasbinthfTds, IXLEPTEEH A GIERM4EFT (81 kubect L SkFRMHEALNGoE i) » B


https://kubernetes.io/docs/reference/access-authn-authz/extensible-admission-controllers/#what-are-admission-webhooks

PUTERHEL S — > CasbinfiU A — P Casbinlig, WA KK HENHITIZE R, HAEEL A PITEIERA RER
X1 K8s-GatekeeperfZ3z,

UNRIRAHBE 22 CasbinfifTasy, BAUBCEREE, ESHEX N ATD

fan, HFREAERRE, EERAEES I image:nginx: 14T, MR nginx:1.3.1' AT PARIEEELE PRI SRS 1)
PATE (AP RTAEY PR AlE AITE, XERRRIER 2, DEAMRS el .

Model:

[request_definition]
r = obj

[policy_definition]
p = obj,eft

[policy_effect]

e = !some(where (p.eft == deny))

[matchers]

m = r.obj.Request.Namespace == "default" && r.obj.Request.Resource.Resource

=="deployments" && \

access(r.obj.Request.Object.0Object.Spec.Template.Spec.Containers , 0, "Image") == p.obj
Policy:

p, "nginx:1.13.1",allow
p, "nginx:1.14.1",deny

I AR S LIAETURIRIS AT AR, ZATRIMEEATEREBOX MAIT aE4E, IXEIREK8S AR OIIX MRS,

204

2 % HiK8s-gatekeeper

B =H] 3K 8s-gatekeeperfl 7i%: AMifwebhook, iBwebhookfliHelm,
(:)%EEE

R XETTIRUEH P 21 K8s-gatekeeper i ], FHA%a, WRIRMEEAIEHENE, BRI
TH5E, @mMREHEZEAMHEM L ERBR,



2.1 Wikwebhook

211 548 WEEG

XHFA#fwebhook 77, webhookds B E Kubernetes N — MRS S, EOIENERIRS GRS, RFEEHE—
1 K8s-gatekeeperflU5if%, RATLUREIIZST A N4 SRAEIR B S B4

docker build --target webhook -t k8s-gatekeeper .

XA — N4 N 'k8s-gatekeeper:latest' A HIEE (S,

@ #ik
HEE: WRIREAEME Aminikube, TETEIZTT'docker build' Z T eval $(minikube -p minikube docker -
env) o

21.2 3% NK8s-gatekeeperi% B S5HIRE

=

BT T2

kubectl apply -f config/rbac.yaml

kubectl apply -f config/webhook_deployment.yaml
kubectl apply -f config/webhook_internal.yaml

XKITFa6151TK8s-gatekeeper, VRAJPUBITIZIT kubectl get pods SKREAHINIX— i,

21.3 =% HK8s-gatekeeper& 3L CRD¥ A

BATLA a4

kubectl apply -f config/auth.casbin.org_casbinmodels.yaml
kubectl apply -f config/auth.casbin.org_casbinpolicies.yaml

2.2 A8 webhook

XA webhook 751%, K8s-gatekeeper ¥1E Kubernetes #MifiZfT, ifii Kubernetes $435 A KR, — £ [n]
K8s-gatekeeper. Kubernetes A—/s&ifillZisKR, K admission webhook #4752 HTTPS, jJT K K8s-
gatekeeper, FAHRME T —EIEPARAH (REXARS) , NMRIREENRMEHECHIED, ESFHEEH, SREE M
IRECAREE S AR RT A,

FATHRAEAIER 2 'webhook.domain.local' 1A, Kk, EkENL (Flan, /etc/nhosts) FHok
'‘webhook.domain.local' {§[A] K8s-gatekeeper IEFEIZTTHY IP Hudik,



RIEPITEA T an %

go mod tidy

go mod vendor

go run cmd/webhook/main.go

kubectl apply -f config/auth.casbin.org_casbinmodels.yaml
kubectl apply -f config/auth.casbin.org_casbinpolicies.yaml
kubectl apply -f config/webhook_external.yaml

2.3 jliid Helm %% K8s-gatekeeper
2315 % HEHHg

HESEE211%,

2.3.2 Helm %%

1217614 helm install k8sgatekeeper ./k8sgatekeeper .

3. ZiA K8s-gatekeeper
3.1 i Casbin BRGNS

PRAE TR T R QAR SRS . @i kubect! BB BATHR LA go-client,
311 3@ kubect! f5/5 5 Casbin BRI

1£ K8s-gatekeeper H1, Casbin #AITEETE—1N440 'CasbinModel' 1) CRD &FH, HEXANIF config/

auth.casbin.org_casbinmodels.yaml A,
example/allowed_repo/model.yaml HERA, FTELL RFE:

e metadata.name: FBRIMLZFR, MAFRNDHS S HARIAHEK CasbinPolicy X R F/HIE, DA K8s-
gatekeeper F] AR EATTELA QI — NI T 5.

e spec.enable: WIRIFELLE N false”, NIRRT (D5 HAABIFEIEH CasbinPolicy X%) .

o spec.modelText: fi1& Casbin BRIIRAS A FZITER,

Casbin SKIEZETE S — 1440 'CasbinPolicy' ) CRD %A, HiE A PAfE config/

auth.casbin.org_casbinpolicies.yaml FR$KZE],
example/allowed_repo/policy.yaml FERE, THEEATFE:

o metadata.name: RIEHIZFR, HLTHHE 5 HRIEHICHI CasbinModel M R HIAFREFR], PAEK8s-gatekeeper
AT DL AT TREA O — D AT 35



o spec.policyltem: {12 CasbintsHU i) SRS S AR P 71T,

fil## § 2 CasbinModelflICasbinPolicy X5, #H A Rar< M H e ]:

kubectl apply -f <filename>

—HAflJi& 7 —*fCasbinModelfliCasbinPolicy, K8s-gatekeeperi4fEMS1ESFDAEINIEIE,

3.1.2 WA IR go-client f1] 3 / & i CasbinBi AU A SR %

BATHEA RS E — LB, AH HEREKSsERIT M L HshelifTm4, HaIXSIRIEAENRIATEE—NEB)
=G, Fit, BADTE T —go-clientkAIEfM4E " CasbinModelfliCasbinPolicy,

go-clientEN; T pkg/client o

fE client.go ', FAHRME T — P OIEE FImRAT R

func NewkK8sGateKeeperClient(externalClient bool) (*K8sGateKeeperClient, error)

externalClient Z2HRE T K8s-gatekeeperZ fEK8sE RN ER B T I EAEAMNERIBI T,

fEmodel.go 1, FAMHEMt T AMELECROIE, MERFIEKCasbinModel, KA LATE model_test . go FFHEREIGA{fE FHIX
LERE,

fE policy.go Y, FAHRML T SARRECRAIE, MFRFIES CasbiPolicy, FRAILATE policy_test.go FFKEIANE X
LERE,

3.1.2 2:i{K8s-gatekeeperiZ & .1k

RIZIRELLTE example/allowed_repo O TAERIAVBIIUAI RN, BITE, AT @4L:
kubectl apply -f example/allowed_repo/testcase/reject_1.yaml

TRIZEZIMK8s AEALIX MG R, HEEIwebhook /BEALIX MERINIE N, i, 4RI H example/
allowed_repo/testcase/approve_2.yamlHf, ER#HEZ,

4. Qnf{i H K8s-gatekeeperd & BB 1%

B, WRIRPCRCashintBINIRIG AL AT L, RIRARYGR, BRI, EAZEY, BIMBIEIRESHE T
CasbinfE AR R Ig 2 1 2.0



4.1 BRI R E X

2K 8s-gatekeeper (FfEFA—ME RN, HAME—PIE: Admission RequestiIGoX &R, XS ST M ZIXFE
I

ok, err := enforcer.Enforce(admission)

Hr admission & HIK8sHI'E /7go api "k8s.io/api/admission/vi" & X HJ AdmissionReview %, #En] DITE
B R B EEMPE X2 https://github.com/kubernetes/api/blob/master/admission/v1/types.go, HRHEZAF
B, &n] IS nttps://kubernetes.io/docs/reference/access-authn-authz/extensible-admission-
controllers/#webhook-request-and-response,

Rk, *FK8s-gatekeeperff FIFMTMEA request_definition HIE X MLAZANIL:

[request_definition]
r = obj

‘obj' FIAFRIFAERAI, HELFRS [matchers] #Rorrh A& FR—BEIA],

4.2 BRI PLACAY

IERLZAEH Casbin B ABAC THRERIRE EHIHLN,  JAT, SEATE Casbin HEIZRIEASRIE SR A SCRAEMUN el (1)
F) WHHTRS], RS R, Bk, K8s-gatekeeper it T & Fh 'Casbin AL 1E AT R LHHXLETNEE,
QRERAE R X L RAT TCTA T R BRI FRR,  BEIPT DR H (RIS, sl O — D RIEGE R,

WIRIEAREE Casbin K%L, FIPAZ# Function DREVEZ(E R,

DA 29 e £

4.2 9 RS

4.21.1 access

Access FITfi#iR Casbin S TEML BRECH TR S KA, ~MF] example/allowed_repo/model.yaml B/~ T
IEER B -

[matchers]

m = r.obj.Request.Namespace == "default" && r.obj.Request.Resource.Resource
=="deployments" && \

access(r.obj.Request.Object.Object.Spec.Template.Spec.Containers , 0, "Image") == p.obj

TEIXUEEL S, access(r.obj.Request.Object.Object.Spec.Template.Spec.Containers , 0, "Image")


https://github.com/kubernetes/api/blob/master/admission/v1/types.go
https://kubernetes.io/docs/reference/access-authn-authz/extensible-admission-controllers/#webhook-request-and-response
https://kubernetes.io/docs/reference/access-authn-authz/extensible-admission-controllers/#webhook-request-and-response

%[[T r.obj.Request.Object.Object.Spec.Template.Spec.Containers[0].Image, HH
r.obj.Request.Object.Object.Spec.Template.Spec.Containers &M,

Access B 0] LA SEGFHR A BAAMENE BAK L, 7~ example/container_resource_limit/model.yaml &
RTIX—

[matchers]
m = r.obj.Request.Namespace == "default" && r.obj.Request.Resource.Resource
=="deployments" && \
parseFloat(access(r.obj.Request.0Object.Object.Spec.Template.Spec.Containers , O,
"Resources", "Limits", "cpu", "vValue")) >= parseFloat(p.cpu) && \
parseFloat(access(r.obj.Request.Object.Object.Spec.Template.Spec.Containers , 0O,
"Resources", "Limits", "memory", "Value")) >= parseFloat(p.memory)

TEIX/NPLACL S, access(r.obj.Request.Object.Object.Spec.Template.Spec.Containers , 0,
"Resources","Limits", "cpu", "value") %R+
r.obj.Request.Object.0Object.Spec.Template.Spec.Containers[0].Resources.Limits["cpu"].Value(),
HA r.obj.Request.Object.Object.Spec.Template.Spec.Containers[0].Resources.Limits & —/{M5T,
value() =—MNEESEOHRE HAME R & B R,

4.2.1.2 accessWithWildcard

BN, EARERE XM K AT RITE TR E A — IS "aaa", AT, Casbin F3XHF for TEIF, JEIT
accessWithwildcard #1 "map/slice expansion" W&, AT DABAASZIIXEERYFE K,

fFlan, % a.b.c 22— [aaa, bbb, ccc,ddd, eee], A4 accesswithwildcard(a,"b","c","*") MEERE
E—MIF [aaa, bbb, ccc,ddd, eee] , EREABER *, VIFHTE,

[FIRE, EECRFAI DAE 2Rk, a0, accesswithwildcard(a,"b™,"c","*", "*") FZEENE [a.b.c[0][0],
a.b.c[0][1], ..., a.b.c[1][0], a.b.c[1][1], ...]o

4.21.3 XFE RSB

£ Casbin FUFRIAFRIASSF, H—PSEERBAN, ©REANYT RN —MNERSE MRS D)
SRR, BTN T L MESZ A VI N SRR

 contain(): #EZZNMSEREFEMSE CRE— 1SN BEFETRE NS

« split(a,b,c...,sep,index): JREI—MELE [splits(a,sep)[index], splits(b,sep)[index],
splits(a,sep)[index], ...]1 BI¥IA,

o len(): IREIATEKES IR,

o matchRegex(a,b,c...,regex): REIFTHLESE (a, b, c, ..) EEILELAEMNIENZRIER,

X/ example/disallowed_tag/model.yaml Hf—/M 7



[matchers]
m = r.obj.Request.Namespace == "default" && r.obj.Request.Resource.Resource
=="deployments" && \

contain(split(accessWithwildcard(r.obj.Request.Object.Object.Spec.Template.Spec.Containers
nmxn IlImagell) II:II 1) p.ObJ)

% accesswWithwildcard(r.obj.Request.Object.Object.Spec.Template.Spec.Containers , "*",
"Image") JR[A ["a:b", "c:d", "e:f", "g:h"], KN splits ZIFAAKESHFH NN TTEINLT splits #1E, AL
REEIRRE RG] 1 AARTR, Eil,
split(accessWithwildcard(r.obj.Request.Object.Object.Spec.Template.Spec.Containers , "*",
"Image"),":",1) iR[E ["b","d","f","h"], T
contain(split(accessWithwildcard(r.obj.Request.Object.Object.Spec.Template.Spec.Containers |,
"N "Image"),":",1) , p.obj) B[ p.obj BEHEZE ["b","d","f","h"] H,

4.2.1.2 BRI AEL

o ParseFloat(): F¥EEEMRNT T AEL OB, RATE Hf A 6 FA AT ATT B B A A AR T R B0

o ToString(): KX REA N FR R, WX RMBEEFRFRIEEARIA (I, 4H type XXX string RN,
RKAl xxx IHR) o

o IsNil(): IZREIZHEGZTH nil,

5. 2N
51 XTHEH

1£ Kubernetes (k8s) A, webhook 2 4f#EH HTTPS Zi8HIMER], AFRTIER PLSZIX — A

o [HHAZZIUEE (CIEGEE 7RG 77 15)
o fHEEIER
511 AU
A BEZIEBREWRE RATIEBIRERTANME (CA) REMRFEAN CA, B, RXFL k8s HITEIXA CA,

Hal, ICEAEERRREER B CA, HFAHFIER 2 BIfFME7E config/certificate/ca.crt fl config/
certificate/ca.key H, webhook [JIEF3/Z2 config/certificate/server.crt, HIHEMIM CAME, HIEHH
42 "webhook.domain.local" (JF4MiE webhook) #1 "casbin-webhook-svec.default.sve" (FFPIHE
webhook) &

JHIT webhook BEE K CA M5 EMLI84 k8s, config/webhook_external.yaml #l config/
webhook_internal.yaml #E — 144 "CABundle" B, HAHE CA IEFHY base64 fid TR,

WNRIRTREESGER /84 (Flan, WRIRER I webhook A k8s HIS —anda=3Hl, [N webhook, 5#



U R APRAELE A FH AN webhook IYEEEIRAZ) |, ROEAHE DL N
1. AERGICA:

o NNIEMICAERALTA:

openssl genrsa -des3 -out ca.key 2048

o FEERAATHRYERD R

openssl rsa -in ca.key -out ca.key

2. hwebhookfk% e84 FAEA -

openssl genrsa -des3 -out server.key 2048
openssl rsa -in server.key -out server.key

3. fEH B4 RRICAZ B webhookFiFH:

o IR G M openssIELE X FINEIA, &n] DUEIZ1T openss1 version -a #HECE XM E, EHE
WEFRN openssl.cnf o

o (ERCEMF:
« K3 [req] BEHIRINLATRYT: reg_extensions = v3_req
« $R# [v3_req] BEFFHRMEL R4T: subjectAltName = @alt_names

= RLUMTIEE| S

[alt_names]
DNS.2=<The domain you want>

R WRETEBRARS 2R, 1EHEE ARSI ESLARS L2 ' casbin-webhook-sve.default.svc's

o (BN NIECE S FA GEASTE RS

openssl req -new -nodes -keyout server.key -out server.csr -config openssl.cnf

o {FH E A CAN R I SR IFEBIES :

openssl x509 -req -days 3650 -in server.csr -out server.crt -CA ca.crt -CAkey



4. F¥CABundleFE:: config/webhook_external.yaml fll config/webhook_internal.yaml &#&—"14%
J1"CABundle" 7, HAEECARMIER baseb4dmtd T4y, HHIEREHILTEL

5. WREIEAEMFEAhelm, FFEXThelm B3R 2R E K,
5.1.2 LIS

WREFHEHEEIER, EAFELTFEXEREF, R config/webhook_external.yaml fl config/
webhook_internal.yaml HHy"CABundle"FE%, FHRHX e Hr AR SO IR A B,



A > BEZHIE > Authorization of Service Mesh through Envoy

Authorization of Service
Mesh through Envoy

Envoy-authz 2 —MEnvoyfHEIfE, JEidcasbintifT4MERBACHIABACHZAL, IttH ]
gt gRPCHR S5 28 (8 FHENVOY FUSMER AL AP, - LA AT DAFR B TEAT T 2R T
EnvoyHIARSS Mt L, listios

=iy
i
%

e Envoy 117+
o IstioBfTArfH A BYATARSS (A%
o grpcficif

WHRITEF go . mod HEATE F,

W AT 3

R HHTTPIE K,

Envoy VB IE R & 1XF|gRPCARSS #5
gRPCHR%S 2stREcasbin SR HUE K,
GNERIZAN, E KKK A, IR AELL,

gRPCHR%S 284 T EnvoyH iexternal_auth.proto X & iHX.,

// A generic interface for performing authorization checks on


http://localhost:3000/zh/
https://github.com/casbin/envoy-authz
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/security/ext_authz_filter.html
https://github.com/envoyproxy/envoy/blob/master/api/envoy/service/auth/v2alpha/external_auth.proto

M_EiRprotose i, BATTFRZEERIURSS g check () ARS5,

o IZIRIMFE R TERE B X E X Casbin g,
fn] DA FAE 2k casbin-editordg iE /MNR R B SR .

o MEIIBITEA N BEIAIERSS A%

go build .
./authz

o JNEENnvoyhi & :

envoy -c authz.yaml -1 info

—HEnvoy/a3)), EREEIF R TIRBUEH,

5|stiofi K

NTERXAAEE LA, IRFERZXEZIWTSHEBCKERI A 48 B E SCLER, AT
UZE 5 7 |stiosOh DAIAREEE 22 5 FER I sk k RIS R



http://localhost:3000/zh/editor
https://istio.io/v1.4/docs/tasks/policy-enforcement/control-headers/

Admin Portal

Casbinf &M [

Casbin Service

¥ CasbinH1EIRS

Command-line Tools

Command-line Tools

Log & Error Handling

fECasbinm i H &Il A1 FH R0 #E


http://localhost:3000/zh/

| Frontend Usage

Casbin.jsi2—™Casbinfdiff:, & n] A7 EERAE i N R & BT Rl



A > &M 5 Admin Portal

Admin Portal

BAHRE— Dy CasdoorE T ML AT, FH TS B SR B -

PML Model Editor

[request_defnition]
r = tenant, sub, obj, act, service

[policy_definition]
p = tenant, sub, obj, act, service, eft

[role_definition]

g=_

[policy_effect]

& = prioritylp.aft) || dany

[matchars]
m = r.tenant == ptenant && gir.sub, psub) && keyMatchir.obj, pobj) && (r.act ==
p.act || pact == "*") && {r.service == p.service || p_service == "*7}



http://localhost:3000/zh/
https://casdoor.org/

! [ ML Policy Editar

=

- ] b

&« O | @ 127.0.0.0:3000/FPolicyEditor himl?policy_namescustom-policy.csvitenant_id=tena... ¥
Tenant List /| Policy Tree PML Policy Editor Welcome, Company A
Policy List
Rule Typa  Tenant User Resource Path Action Service  Auth Effect Option
P ¥ tenantl adminl '.."* | e *  Jallow & 2
P ¥ tenantl userl2 _.-’* * nova allow ¥ ® &
P * tenantl | userl3 f* * glance allow  » cNc]
g T userll acdminl @

H — 2 CasbinfE NIz G 1B SE =77 BB AT T FIH, AT DT X H T4

¥ H 2 Casbinfii %

Go Java Node.js

nit H (&4
Casdoor Casbin
go-admin- .

@go-admin-

team/go-

] team
admin
gin-vue- flipped-

admin

aurora

Python

PHP

HifYitd Ji Vi
React +
Ant Beego
Design

Vue +
Element Gin
Ul

Vue +
Element

iR

#FBeego + XORM +
React

ETGin + Casbin +
GORMI#go-admin

3T Gin + GORM + Vue


https://casdoor.org/
https://github.com/go-admin-team/go-admin
https://github.com/go-admin-team/go-admin
https://github.com/go-admin-team/go-admin
https://github.com/go-admin-team
https://github.com/go-admin-team
https://github.com/flipped-aurora/gin-vue-admin
https://github.com/flipped-aurora/gin-vue-admin
https://github.com/flipped-aurora
https://github.com/flipped-aurora

Wi H

gin-admin

go-admin

zeus-admin

IrisAdminApi

Gfast

echo-admin

(T, Ji )

Spec-
Center

(=4

@LyricTian

@hequan2017

bullteam

@snowlyg

@tiger1103

@RealLiuSha

@atul-
wankhade

Ul

React +
Ant
Design

p

Vue +
Element
Ul

Vue +
Element
Ul

Vue +
Element
Ul

Vue 2.x

+
Element
Ul

p/

Gin

Gin

Gin

Iris

Go
Frame

Echo

Mux

#FGin + GORM +
Casbin + Ant Design
ReactfJRBACHIT-22

HTFGin + GORM + JWT
+ RBAC (Casbin)#Go
RESTful APIWM &

HTJIWT + Casbinfygi—
WIREH-&

HTFlris + Casbinflj5u
API

HT°GF (Go Frame)HJ%&
A

HTFEcho + Gorm +
Casbin + Uber-FX[&
Almla

¥ Casbin + MongoDB
\JGolang RESTful*F-&


https://github.com/LyricTian/gin-admin
https://github.com/LyricTian
https://github.com/hequan2017/go-admin
https://github.com/hequan2017
https://github.com/bullteam/zeus-admin
https://github.com/bullteam
https://github.com/snowlyg/IrisAdminApi
https://github.com/snowlyg
https://github.com/tiger1103/gfast
https://github.com/tiger1103
https://github.com/RealLiuSha/echo-admin-ui
https://github.com/RealLiuSha/echo-admin
https://github.com/RealLiuSha
https://github.com/atul-wankhade/Spec-Center
https://github.com/atul-wankhade/Spec-Center
https://github.com/atul-wankhade
https://github.com/atul-wankhade
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niH Y& .

Vi

spring-

boot- @BazookaW It

web

Wi H =4

node-

mysqgl-rest- ~ @JoemaNequinto

api

Casbin-

Role-Mgt- .

@alikhan866
Dashboard-
RBAC
LiH (=4

fastapi-

best- @WuClan

architecture

fastapi-

mysql- @CoderCharm

generator

SpringBoot

Hij i

e

React +
Material
Ul

Hij i

Vue +
Arco-
design

/o

TR

#FSpringBoot 2.0 +
MyBatisPlus + Casbinf&H 5
1P

Vi TR

— T
RESTful APIsf#iR%S
FIREARN.F,
Node.js. Express.
Sequelize, JWTHI
Casbin,

Express

P15 KEFHIRBAC
EHM, HEnforcer®
A%, A] ARIE RG2S A
T4 R

Express

Jr Vi TR

HTFastAPI,
SQLAIchemy, JWT
MRBACH)EFER|]
}in

FastAPI

FastAPI + MySQL
+ JWT + Casbin

FastAPI


https://github.com/wangchengming666/spring-boot-web
https://github.com/wangchengming666/spring-boot-web
https://github.com/wangchengming666/spring-boot-web
https://github.com/wangchengming666
https://github.com/JoemaNequinto/node-mysql-rest-api
https://github.com/JoemaNequinto/node-mysql-rest-api
https://github.com/JoemaNequinto/node-mysql-rest-api
https://github.com/JoemaNequinto
https://github.com/alikhan866/Casbin-Role-Mgt-Dashboard-RBAC
https://github.com/alikhan866/Casbin-Role-Mgt-Dashboard-RBAC
https://github.com/alikhan866/Casbin-Role-Mgt-Dashboard-RBAC
https://github.com/alikhan866/Casbin-Role-Mgt-Dashboard-RBAC
https://github.com/alikhan866
https://github.com/fastapi-practices/fastapi_best_architecture
https://github.com/fastapi-practices/fastapi_best_architecture
https://github.com/fastapi-practices/fastapi_best_architecture
https://github.com/wu-clan
https://github.com/wxy2077/fastapi-mysql-generator
https://github.com/wxy2077/fastapi-mysql-generator
https://github.com/wxy2077/fastapi-mysql-generator
https://github.com/wxy2077

BiH (=4

FastAPI-
MySQL-
Tortoise-
Casbin

@xingxingzaixian

openstack-
policy- Casbin
editor

BiH (=4

Tadmin @leeqvip

video.tinywan.com  @Tinywanner

laravel-casbin-
) @pl1998
admin

o

Bootstrap

Hil i

AmazeUl

LayUl

Vue +
Element
Ul

FastAPI

Django

g

FastAPI + MySQL
+ Tortoise +
Casbin

CasbinfWeb Ul

iR

F T ThinkPHP

ThinkPHP  #IER ARG

REZR

BT
ThinkPHPS +
ORM + JWT +

ThinkPHP

Laravel

RBAC (Casbin)
FJRESTful API
BIES

HTvue-
element-
adminfil
Laravelfty
RBACHXFRE T
R4t


https://github.com/xingxingzaixian/FastAPI-MySQL-Tortoise-Casbin
https://github.com/xingxingzaixian/FastAPI-MySQL-Tortoise-Casbin
https://github.com/xingxingzaixian/FastAPI-MySQL-Tortoise-Casbin
https://github.com/xingxingzaixian/FastAPI-MySQL-Tortoise-Casbin
https://github.com/xingxingzaixian
https://github.com/casbin/openstack-policy-editor
https://github.com/casbin/openstack-policy-editor
https://github.com/casbin/openstack-policy-editor
https://github.com/leeqvip/tadmin
https://github.com/leeqvip
https://github.com/Tinywan/video.tinywan.com
https://github.com/Tinywan
https://github.com/pl1998/laravel-casbin-admin
https://github.com/pl1998/laravel-casbin-admin
https://github.com/pl1998

BiH (=4

larke-admin (R,

=3 @deatil

hyperf-vuetify-
yP . Y @TragicMale
admin

Hil i Jei Vi

Vue 2 +
Element Laravel 8
Ul

Vue +
Vuetify Hyperf
2.X

i

KT Laravel 8,
JWTHIRBACH]
BRI

T Hyperf,
Vuetify#l
Casbinf & #
A


https://github.com/deatil/larke-admin-frontend
https://github.com/deatil/larke-admin
https://github.com/deatil
https://github.com/TragicMale/hyperf-vuetify-admin
https://github.com/TragicMale/hyperf-vuetify-admin
https://github.com/TragicMale

A > &M s Casbin Service

Casbin Service
a4 Casbin HVENR 55 ?

e iR

Casbinfiliss ~ FTgRPCHIE 77 CasbinfENARSS R TT 5. 1R4E T EELAPIFI
o RBAC API,

HRIf-acl ET CasbinfREST fulljy il A Al

auth-
server

FIF R AR S5 B Auth ik 55 8=


http://localhost:3000/zh/
https://github.com/casbin/casbin-server
https://github.com/casbin/casbin-server
https://grpc.io/
https://github.com/luk4z7/middleware-acl
https://github.com/ZettaAI/auth-server
https://github.com/ZettaAI/auth-server

A > MW 5 Command-line Tools

Command-line Tools

Casbin CLIs are command-line tools that provide a command-line interface for
Casbin, enabling you to use all of Casbin APIs in the shell. This documentation
covers the usage of Casbin CLI for various languages including Rust, Java, Go,
and NodeJs.

Installation

Go (casbin-go-cli)

1. Clone project from repository

git clone https://github.com/casbin/casbin-go-cli.git

2. Build project

cd casbin-go-cli
go build -o casbin

Rust (casbin-rust-cli)

From crates.io

cargo install casbin-rust-cli


http://localhost:3000/zh/

From source

1. Clone project from repository
git clone https://github.com/casbin-rs/casbin-rust-cli.git
2. Build project

cd casbin-rust-cli
cargo build --release

Java (casbin-java-cli)
1. Clone project from repository
git clone https://github.com/jcasbin/casbin-java-cli.git

2. Build project, the jar package will be generated in the target directory

cd casbin-java-cli
mvn clean install



Usage

Options

options

-m, --model

_p, oo
policy

_e, -

enforce

_eX’ - -

enforceEx

-AF, --

addFuntion

_ap’ - -

addPolicy

description

The path of the model file
or model text

The path of the policy file
or policy text

Check permissions

Check permissions and
get which policy it is

Add custom funtion (
casbin-java-cli only )

Add a policy rule to the
policy file ( casbin-java-cli
only)

must

remark
Please wrap it with ""
and separate each line
with \|
Please wrap it with ""

and separate each line
with \|

Please wrap it with ""

Please wrap it with ""

Please wrap it with ""
and separate each line
with \|

Please wrap it with ""



options description must remark

Remove a policy rule from

_r‘p, - - . . . . .
the policy file ( casbin- n Please wrap it with ""

removePolicy ) .
java-cli only )

Get started

e Check whether Alice has read permission on data1

./casbin enforce -m "examples/rbac_model.conf" -p "examples/
rbac_policy.csv" "alice" "datal" "read"

{"allow":true, "explain":null}

./casbin enforce -m "[request_definition]\nr = sub, obj,
act\n[policy definition]\np = sub, obj,
act\n[role_definition]\ng = _, _\n[policy_effect]\ne =
some(where (p.eft == allow))\n[matchers]\nm = g(r.sub,
p.sub) && r.obj == p.obj && r.act == p.act" -p "p, alice,
datal, read\np, bob, data2, write\np, data2_admin, data2,
read\np, data2_admin, data2, write\ng, alice, data2_admin"
"alice" "datal" "read"

{"allow":true, "explain":null}

e Check whether Alice has write permission for data2. If so, display the
effective policy.



./casbin enforceEx -m "examples/rbac_model.conf" -p
"examples/rbac_policy.csv" "alice" "data2" "write"

{"allow":true, "explain":["data2_admin", "data2",6 "write"]}

e Add a policy to the policy file ( casbin-java-cli only )

./casbin addPolicy -m "examples/rbac_model.conf" -p
"examples/rbac_policy.csv" "alice" "data2" "write"

{"allow":true, "explain":null}

o Delete a policy from the policy file ( casbin-java-cli only )

./casbin removePolicy -m "examples/rbac_model.conf" -p
"examples/rbac_policy.csv" "alice" "data2" "write"

{"allow":true, "explain":null}



A > EH > Log&Error Handling

Log & Error Handling
Hi&ids

CasbinBUAEHINER log K HAEITENRIERI &, 40:

2017/07/15 19:43:56 [Request: alice, datal, read ---> true]

EINE FAEHEEICS, &S Enforcer.EnableLog() 3¢ NewEnforcer ()
G — N SRV .,

OF:::
For Golang: We already